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Motivation: Leakage-Resilient Crypto

Ã Security proofs in crypto assume idealized adversarial model.

Ä e.g. adversary sees public-keys, ciphertextsbut notsecret-keys.

Ã Reality: schemes broken using òkey-leakage attacksó.

ÄSide-channels: timing, power consumption, heat, acoustics, radiation.

Ä The cold-boot attack.

ÄHackers, Malware, Viruses.

Ã Usual Crypto Response: Not our problem.

ÄBlame the Electrical Engineers, OS programmersé 

Ã Leakage-Resilient Crypto: Letõs try to help.

ÄPrimitives that provably allow some leakage of secret key.

ÄAssume leakage is arbitrary but incomplete.
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Models of Leakage Resilience

Ã Adversary can learn anyefficiently computable function
g : {0,1}* {0,1}L of the secret key. L = Leakage Bound.

ÄRelative Leakage Model [AGV09,DKL09,NS09,DGK+10]:

ÄòStandardó cryptosystem with small                       
keys (e.g. 1,024 bits). 

Ä Leakage Lis a large portion of key                       
size (e.g. 50% of key size).

ÄBounded Retrieval Model [Dzi06,CLW06,é,ADW09,ADN+09]:

Ä Leakage L is a parameter.Can be large.                               
(e.g. few bits or many Gigabytes).

Ä Increase sksize to allow Lbits of leakage.

ÄSystem must remain efficient as Lgrows:                    
Public keys, ciphertexts, signatures, enc-dec, sig-ver
times, etc. should be small, independent of L.
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Ã Security against Hackers/Malware/Trojans/Viruses:

ÄAttacker can download arbitrary info from compromised system. 

Ä Leakage is large, but still bounded (e.g. < 10 GB).

ÂBandwidth too low, Cost too high, System security may detect.

ÄProtect against such attacks by making secret key large.

ÂOK since storage is cheap. Everything else needs to remain efficient!

Ã Security against side-channel attacks:

ÄAfter many  physical measurements, overall leakage may be large.

ÄStill may be reasonable that it is bounded on absolute scale.

ÄHow òboundedó is it? Varies! (few Kb ðfew Mb). 

Why design schemes for the BRM?



Prior Work on Leakage Resilience

Ã Restricted classes of leakage functions. 

Ä Individual bits of memory [CDH+00, DSS01,KZ03]. Individual wires of comp [ISW03]

Ä òOnly Computation Leaks Informationó [MR04, DP08, Pie09, DP10]

Ä Low Complexity functions [FRT09]

Does not seem applicable to e.g. hacking/malware attacks.

Ã Relative Leakage Model.

Ä Symmetric-KeyAuthenticated Encryption [DKL09]

Ä Public-KeySignatures[ADW09, KV09,DHLW09]

Ä Public-KeyEncryption [AGV09, NS09, DGK+10]

Ã Bounded Retrieval Model.

Ä Symmetric-Key Identification,Authenticated Key Agreement [Dzi06,CDD+07]

Ä Secret Sharing [DP08] , Password Authentication [CLW06]

Ä Public-Key Authenticated Key Agreement, Identification, òEntropicó Sigs [ADW09]

Ä Public-KeyEncryption (and IBE) [ADN+09].
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I will try to emphasize  

information-theoretic techniques  

throughout the presentation



ÃRelative Leakage Model

ÄPassword Authentication and OWFs

ÄIdentification Schemes

ÄSignature Schemes

ÄEncryption Schemes (and IBE)

ÄAuthenticated Key Agreement (AKA)

ÃBounded Retrieval Model

ÄFrom Relative to Absolute leakage

Roadmap of This Survey



Password Authentication Schemes

(pkBob, skBob ) pkBob

Prover Bob Verifier Alice

accept

No Learning Stage

(pkBob, skBob ) pkBobpkBob

Impersonation Stage
reject!



Leakage-Resilient PA Schemes

No Learning Stage

(pkBob, skBob ) pkBobpkBob

Impersonation Stage
reject!

ÃBobõs key can leak !!!

ÄAllow up to Lbits of leakage about skBob

ÄBuilding L-LRPA Schemes?

skBob



Using One-Way Functions

(pkBob= f(x), skBob = x ) pkBob= y

Prover Bob Verifier Alice

Accept iff y = f(x)

x

Ã Standard OWF: given y = f(x), hard to get xõs.t. f(xõ)=y

Ã Suffices for regular PA security

Ã L-LR OWF: given y = f(x) and Lbits of leakage about x, 

hard to get any xõs.t. f(xõ)=y

Ä Does not follow from general OWFs (easy counter-examples)

Ä Follows from Second PreimageResistant Functions (SPRF) !



Second PreimageResistant Functions

ÃOWF: given y = f(x), hard to get xõs.t. f(xõ)=y

Ã L-LR OWF: given y = f(x) and Lbits of leakage 

about x, hard to get any xõs.t. f(xõ)=y

ÃSPRF: given x, hard to get xõ Í xs.t. f(xõ)=f(x)

ÃNon-triviality: input length n > output length k

ÃRelaxation of collision-resistance, but (in theory) can build 

from OWFs for any n = poly(k)[Rom90]

Ã Example: f(x1,é,xn)=g1 é gn is SPR under Discrete Log

Ã Folklore: f SPRF and n > k + (sec. param.) f is OWF

Ã Theorem: f SPRF and n > L + k + f is L-LR-OWF
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Proof that SPRF is LR-OWF [ADW09]

Ã Theorem: f SPRF and n > L + k + f is L-LR-OWF

Ã Assume Pr[A( f(x) , Leak(x) ) = xõ andf(xõ)=f(x)] > 

Ã Construct B(x) breaking SPR: òreturn A( f(x) , Leak(x) )ó

Ã Pr[B wins] = Pr[A winsandxõ Íx] Pr[A wins] ðPr[xõ = x] 

Ã But A only has |f(x)|+|Leak(x)|<|x| ð bits of info about x

Ã Thus, Pr[xõ = x] (½) , even if A was unbounded

Ã Hence, Pr[B wins] ð(½) is non-negligible

Ã Corollary: L-LR-OWFs OWFs, even for L = n ðO( )
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Identification Schemes

(pkBob, skBob ) pkBob

Prover Bob Verifier Alice

accept

Learning Stage

(pkBob, skBob ) pkBobpkBob

Impersonation Stage
reject!

Could be passive(easier) or active(harder)



Leakage-Resilient Identification

Learning Stage

(pkBob, skBob ) pkBobpkBob

Impersonation Stage
reject!

ÃBobõs key can leak !!!

ÄPre-impersonation leakage: all in learning stage

ÄAnytime leakage: can happen anywhereNote: allow adaptive leakage!

skBob

Ã Leads to defining (L1,L2)-LRID schemes [ADW09]


