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Motivation: Leakag&esilient Crypto

Security proofs In crypto assumealized adversarial model
e.g. adversary sees publkeys,ciphertextdut notsecretkeys.

Real i ty: schemésakangkent us
Sidechannels: timing, power consumption, heat, acoustics, rac
The coleboot attack.

Hackers, Malware, Viruses.

Usual Crypto Respon$é&t our problem.
Bl ame the Electrical Engi nee

LeakageResilientCryptdc et 6s try t o he
Primitives thgtrovably allow some leakag®f secret key.
Assume leakage @ bitrary butincomplete



Models of Leakage Resilience

Adversary can learanyefficiently computable function
g : {0,1}* — {0,1}- of the secret key. = Leakage Bound

Relative Leakage ModeAcvospkLog NSomGk:10]

oStandardd cryptosyste
keys (e.g. 1,024 bits). ok

Leakagel is alarge portion ofkey
size (e.g. 50% of key size).
BoundedRetrieval Modelpz i 06, cLovosaDs09p

Leakagel is a parameterCan be large. leak
(e.g. few bits or many Gigabytes).

Increasesksize to allowL bits of leakage.

System must remain efficiaslL grows:
Public keys;iphertextssignatures, eraeg sigver
times, etc. should be small, independent of




Why design schemes for the BRM

Security against Hackers/Malware/Trojans/Viruses:
Attacker can download arbitrary info from compromised systen

Leakage is large, but still bounded (e.g. < 10 GB). [%
Bandwidth too low, Cost too high, System security may df " §

Protect against such attacks by making secret key |
OK since storage is cheap. Everything else needs to remain efficient!
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Security against sidehannel attacks:
After many physical measurements, overall leakage may be la

Still may be reasonable that it is bounded on absolute scale.
How oboundedd | é8fewMbk Vari es!



Prior Work on Leakage Resilience
_

4 Restricted classes of leakage functions
Individual bits of memofzDH+00, DSS01,KZ03]Individual wires of conffisWO03]
oOnly Comput at i o[MRO4 BROR, Pie0PlO]lor mat i on
Low Complexity functioffSRT09]
Does not seem applicable to e.g. hacking/malware attacks.
4 Relative Leakage Model.
Symmetriey Authenticated Encrypti@dKL09]
PublieKey SignaturesADW09, KV09,DHLWO09]
PublieKey EncryptiofAGV09, NS09DGK"10]
4 Bounded Retrieval Model
SymmetriKey ldentificationAuthenticated Key Agreemgbizi06,MD*07]
Secret SharinfpP08], Password Authenticati@iWO06]
PublieKeyAut henti cated Key Agr ee mBRADWO9]

PublieKey Encryption (and IBESDN*09].
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4 Restricted classes of leakage functions
A Individual bits of memofzDH+00, DSS01,KZ03]Individual wires of conff5W03]
A00nly Comput at i oMRO4L BROR, ieO@PlDlor mat i on

A Low Complexi INctiofsRTO9
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ymmeitrikeyldentificationAuthenticated Key AgreeméebiziO6, D0
Secret SharinfpP08], Password Authenticati@L\WO06]
PublieKeyAut henti cated Key Agr ee mBRADWO9]

PublieKey Encryption (and IBEDN*09].



Roadmap of This Survey
N
i Relative Leakage Model
mPassword Authentication and OWFs
A ldentification Schemes
A Signature Schemes
A Encryption Schemes (and IBE)
A Authenticated Key Agreement (AKA)

i Bounded Retrieval Model
A From Relative to Absolute leakage




Password Authentication Scheme:

(PKson skgob> PKaon

@j
Prover Bob @ % i Verifier Alice
\ /@\4\ @ /

No LearningStage Impersonation Stage
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LeakageResilient PA Schemes
_

iBobo0os key can | eak 1]

Allow up toL bits of leakage abousk;,
Building-LRPA Schemes?

No LearningStage Impersonation Stage

reject!
(pkBob ’:!lBub pkBOb pkBOb %]
gt &\i)\/ o —4’ <
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Using OndNay Functions

o
_ Acceptff v = f(x)

X

v - ﬁ,

Prover Bob @\UQ %@ Verifier Alice
I i
—== - /

A Standard OWE-giveny = f(x), hard to getx 8.tf ( X 0 )
A Suffices for regular PA security
i LLR OWEgiveny = f(x) and L bits of leakage abouk,
hard to getanyx 8.tf ( X 0 ) =vVy
Does not follow from general OWFs (easy couetamples)
Follows fronsecondPreimageResistant Functions (SPRF)




SecondPreimageResistant Functions

OWE. giveny = f(x), hard to getx 6.tf ( X 0 ) =
L-LR OWEgiveny = f(x) and L bits of leakage
aboutx, hardtogetanyx 6.tf ( X0 ) =y
SPRfgivenx, hardtogetx 8 d.tf kK x 6 ) =f
Nontriviality: input lengtim > output lengtrk

Relaxation of collisieresistance, but (in theory) can bu
from OWEFs for anyh = poly(k)[Rom90]

Examplef(x,, éx,)=g71€ g,"is SPR under Discrete Lo
Folkloref SPRF and > k + A (secparam) = f is OWF
Theoremf SPRFand>L + k+A = f isL.LROWF




Proof that SPRF i1s-ORVF [ADWOQ9]

Theoremf SPRFand>L + k+A = f ISL-LROWF
Assum@rA ( f ((x) , andfe@k @|xsf () x F
ConstrudB(x)or ea ki ng &SRR, Lea@(x)pt ur
PrB wink= PrfA winsandx 6 x] > PriA win(&Prk 6 ]=
ButA only hadf(x)|+|Leak(X)|<|x| & A bits of info abouk

ThusPrix 0 ] = (Y2), even IfA was unbounded

HencePr[B wing> € 0 (¥2)* is noAnegligible

Corollary L-LROWFs< OWFs, even foL. = nd O())
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i Relative Leakage Model

A Password Authentication and OWFs

mldentification Schemes

A Signature Schemes

A Encryption Schemes (and IBE)

A Authenticated Key Agreement (AKA)

i Bounded Retrieval Model
A From Relative to Absolute leakage




ldentification Schemes

Prover Bob

Verifier Alice

Learning Stage

Impersonation Stage
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LeakageResilient Identification

iBobos key can |l eak ! 1]

Learning Stage

(pkBOb g!lBUiJ

Impersonation Stage

.. G

i Leads to defininglL,,LL)-LRID schemes [AV09]




