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<< Simple Power Analysis >>

--- General Topic ---

R. Mayer, et al., “Smartly Analyzing the Simplicity and the Power of Simple Power Analysis on Smartcards,”
CHES 2000.

S. Mangard, “A Simple Power-Analysis (SPA) Attack on Implementations of the AES Key Expansion,” ICISC
2002.

G. Bertoni, et al.,“ AES Power Attack Based on Induced Cache Miss and Countermeasure,” ITCC 2005.

--- Collision Attack ---

K. Schramm, et al.,“ A New Class of Collision Attacks and its Application to DES,” FSE 2003.

K. Schramm, et al.,“ A Collision-Attack on AES Combining Side Channel and Differential-Attack,” CHES 2004.

H. Ledig, et al., “Enhancing Collision Attacks,” CHES 2004.

<< Differential Power Analysis >>

--- General Topic ---

P. Kocher, et al.,” Introduction to Differential Power Analysis and Related Attacks,”
http:/lwww.cryptography.com/dpa/technical/index.

P. Kocher, et al.,“ Diffrential Power Analysis,” Crypto '99

T. S. Messerges, et al.,“Investigations of Power Analysis Attacks on Smartcards” USENIX Workshop on
Smartcard Technology 1999.

J. S. Coron, et al.,“ Statistics and Secret Leakage,” FC 2000.

M. L. Akker, et al.,“ Power Analysis, What is Now Possible,” Asiacrypt 2000.

R. Bevan, et al.,“Ways to Enhance Differential Power Analysis,” ICISC 2002.

D. Agrawal, et al.,“Multi-Channel Attacks,” CHES 2003.

E. Brier, et al.,“ Correlation Power Analysis with a Leakage Model,” CHES 2004.

T.-H. Le, et al.,“ A proposition for Correlation Power Analysis enhancement,” CHES 2006.

J. Jaffe,* A First-Order DPA Attack against AES in Counter Mode with Unknown Initial Counter,” CHES 2007.
--- Electromagnetic Analysis ---

J. -J. Quisquater, et al.,“ ElectroMagnetic Analysis (EMA): Measures and Countermeasures for Smart Cards,”
E-smart 2001.

K. Grandolfi, et al.,“Electromagnetic Analysis: Concrete Results,” CHES 2001.

S. Agrawal, et al.,“ The EM Side Channel(s),” CHES 2002.

H. Li, T. Markettos, et al.,“ Security Evaluation against Electromagnetic Analysis at Design Time,” CHES 2005.

--- Second Order ---

T. S. Messarges,“Using Second-Order Power Analysis to Attack DPA Resistant Software,” CHES 2000.
J. Dj. Golic, et al.,“Multiplicative Masking and Power Analysis of AES,” CHES 2002.

I. Waddle, et al.,“ Towards Efficient Second-Order Power Analysis,” CHES 2004.

M. Joye, et al.,“On Second-Order Differential Power Analysis,” CHES 2005.

D. Suzuki, et al.,"DPA Leakage Models for CMOS Logic Circuits,” CHES 2005.

S. Mangard, et al.,“ Side-Channel Leakage of Masked CMOS Gates,” CT-RSA 2005.

S. Mangard, et al.,“ Successfully Attacking Masked AES Hardware Implementations,” CHES 2005.

E. Oswald, et al.,“ Practical Second-Order DPA Attacks for Masked Smart Card Implementations of Block
Ciphers,” CT-RSA 2006.

S. Mangard, et al.,“ Pinpointing the Side-Channel Leakage of Masked AES Hardware Implementations,”
CHES 2006.

--- Higher Order ---

S. Chari, C. Jutla, J. Rao, and P. Rohatgi, “Towards Sound Approaches to Counteract Power-Analysis
Attacks,” Crypto '99.

K. Schramm and C. Paar, “Higher Order Masking of the AES,” CT-RSA 2006.

J. Coron, E. Prouff, and M. Rivain, “Side Channel Cryptanalysis of a Higher Order Masking Scheme,” CHES
2007.

<< Template Attack >>

E. Biham, et al.,“ Power Analysis of the Key Scheduling of the AES Candidates,” The Second Advanced
Encryption Standard Candidate Conference.

P. N. Fahn, “IPA: A New Class of Power Attacks,” CHES 1999.

S. Chari, et al.,“ Template Attacks,” CHES 2002.

C. Rechberger, et al.,“ Practical Template Attacks,” WISA 2004.

D. Agrawal, et al.,“ Templates as Master Keys,” CHES 2005.

E. Peeters, et al.,“Improved Higher-Order Side-Channel Attacks with FPGA Experiments,” CHES 2005.
W. Schindler, et al.,“ A Stochastic Model for Differential Side Channel Cryptanalysis,” CHES 2005.

C. Archambeau, et al.,“ Template Attacks in Principal Subspaces,” CHES 2006.

B. Gierlichs, et al., Templates vs. Stochastic Methods,” CHES 2006.

E. Oswald, et al.,“ Template Attacks on Masking — Resistance is Futile,” CT-RSA 2007.

K. Lemke-Rust, et al.,“ Gaussian Mixture Models for Higher-Order Side Channel Analysis,” CHES 2007.
<< Experiments >>

C. Clavier, et al.,“ Differential Power Analysis in the Presence of Hardware Countermeasure,” CHES 2000.
F. -X. Stadaert, et al.,“ Power Analysis of an FPGA Implementation of Rijndael: Is Pipelining a DPA
Countermeasure?,” CHES 2004.

C. Gebotys, et al.,“M Analysis of Rijndael and ECC on a Wireless Java-based PDA,” CHES 2005.

S. B. Ors, et al.,“ Power-analysis attack on an ASIC AES implementation,” ITCC 2004.

<< Enhancing Method >>

N. Homma, et al.,“High-Resolution Side-Channel Attack Using Phase-Based Waveform Matching,” CHES
2006.

S. Skorobogatov,“ Optically Enhanced Position-Locked Power Analysis,” CHES 2006.

@ RSANDEEWE

<< Timing Attack >>

P. Kocher, “Timing Attacks on Implementations of Diffie-Hellman, RSA, DSS, and Other Systems,”
Crypto '96.

W. Schindler, “A Timing Attack against RSA with the Chinese Remainder Theorem,” CHES 2000.

C. D. Walter, et al.,” Distinguishing Exponent Digits by Observing Modular Subtractions,” CT-RSA 2001.
W. Schindler, “Combined Timing and Power Attack,” PKC 2002.

<< Simple Power Analysis >>

P. Kocher, et al.,“Introduction to Differential Power Analysis and Related Attacks,”
http:/lwww.cryptography.com/dpa/technical/index.

C. D. Walter, “Sliding Windows Succumbs to Big Mac Attack,” CHES 2001.

R. Novak, “SPA-based Adaptive Chosen-ciphertext Attack on RSA Implementation,” PKC 2002.

V. Klima, et al.,“Further Results and Considerations on Side Channel Attacks on RSA,” CHES 2002.

P. A. Fouque, et al.,“Attacking Unbalanced RSA-CRT Using SPA,” CHES 2003.

P. A. Fouque, et al.,“The Doubling Attack — Why Upwards Is Better Than Downwards,” CHES 2003.

S. M. Yen, et al.,“Power Analysis by Exploiting Chosen Message and Internal Collisions — Vulnerability of
Checking Mechanism for RSA-Decryption,” Mycrypt 2005.

P. A. Fouque, et al.,“ Power Attack on Small RSA Public Exponent,” CHES 2006.

<<Differential Power Analysis>>

P. Kocher, et al.,”“ Differential Power Analysis,” Crypto '99.

T. S. Messerges,et al.,“ Power Analysis Attacks of Modular Exponentiation in Smartcards,” CHES 1999.

J. S. Coron, “Resistance against differential power analysis for elliptic curve cryptosystems,” CHES 1999.
B. D. Boer,et al.,“ A DPA Attack against the Modular Reduction within a CRT Implementation of RSA,”
CHES 2002.

F. Amiel et al.,“Power Analysis for Secret Recovering and Reverse Engineering of Public Key Algorithms,”
SAC 2007.
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