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* E.g., net counseling, whistle blowing

* Suppose an attacker who can eavesdrop
networks

mail servers, Internet banking servers or shopping
mall servers

— It is easy to collect by
analyzing the communication history itself

— These information may reflect user’s life pattern and
sometimes can be used for spam mails
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" Previous Approaches = S

— Mix, Mix-nets [Cha81]
— Onion routing [SGR97]
— Crowds [RR97]

* Group/ring signatures
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M- in this talk,

— We only consider user anonymity of “
” protocols

session keys 5
— E.g., SSL/TLS, IKE, SIGMA, PAKE

* Why AKE?
— Bellare et al., [BR95] “...

while
”

*when using a physically secured communication channel
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— Due to a dictionary size of password

— On-line attacks
* inevitable but controllable
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R?=Hash(pw’||C)

pw': password candidate
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Secure password only AKE (called, PAKE)
— Without any device and infrastructure

B ° E.g., EKE, AuthA, SRP, AMP, SNAPI
B * In IEEE standardization [P1363.2]
* Security

.....

— Against passive attacks

— Against off-line attacks

— Against active attacks
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OveraII securlty depends on the number of
on-line attacks

.....

many different services

— Be cautious to change passwords regularly

— Be cautious not to write down passwords on
somewhere
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With one
minute
lock out
for 3 failed
trials, it
would
take about
90 years
to carry
out 225.5
trials.

mated Password Guessing Ent
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User Chosen | Randomly Chosen
94 Character Alphabet 10 char. alphabet 94 char
alphabet

Length | No Checks [ Dictionary | Dict. & PIN
Char. Rule Comp. Rule
1 4 - - 3 33 6.6
2 6 - - 5 6.7 13.2
= 8 - - 7 10.0 19.8
4 10 14 16 9 133 26.3
- 12 17 20 10 16.7 32.9
6 14 20 23 11 20.0 39.5
7 16 22 27 12 233 46.1
8 18 24 30 13 26.6 52.7
i0 21 26 32 15 333 65.9
12 24 28 34 17 40.0 79.0]|
14 27 30 36 19 46.6 92.2
16 30 32 38 21 53.3 105.4
18 33 34 40 23 59.9 118.5
20 36 36 42 25 66.6 131.7
22 38 38 44 27 733 144.7
24 40 40 46 29 79.9 158.0
30 46 46 52 35 99.9 197.2
40 56 56 62 +5 133.2 263.4
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- |- PK does not provide user anonymity!
— A user should send his/her identity clearly
Be careful

— No trusted third party
— User remembers only passwords

— Similar to group
authentication

— A user can blend
him/herself to a

group
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— Combined with OT (Oblivious Transfer)

* OT for user anonymity
— Honest-but-curious setting

— User anonymity against outsider

— User anonymity against passive server

— Its threshold construction

e Based on Shamir’s SSS (Secret Sharing Scheme)

 However, turned out insecure against off-line attacks
[SKIO7]
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User Motivation: Server

Reduce computation
and communication

-

costs

d G, Msgl H

Compu'te Msgl

Compute Msg2

for all pw(i)
s, \isg2, V(S) m—
Verify V(S)?
Verify V(G)?
SK SK
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B . Efficient Anonymous PAKE [SKIO7]

— Main idea: construct
— Efficiency gain where n is the number of users

— Honest-but-curious setting

— Security
* Semantic security of session keys
¢ User anonymity against outsider
* User anonymity against passive server

— ts threshold construction
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Parameter setting
# of users: 10
|ID | =48 bits
|p|=1024 bits
| hash |=160 bits

562 bytes

— Numbers in the parentheses are the remaining # of modular exp.
after excluding those that are pre-computable

IS, IS
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— Abuse of anonymity

» E.g., redistribution of copyrighted contents, illegal drug
trading

— Avoid use of anonymous channel
— No change on authentication server

* Main idea

— Anonymous authentication can be viewed as a way to
restrict abuse of anonymity

— EAP + pseudo-random MAC address generation +
anonymous IP address assignment (using DHCP)
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Pre-established security association
— Authentication server and firewall
— DHCP server and firewall

i * Anonymity at link and network layer

Server for
anonymous
services

Authentication

§ + DHCP (IPv4)

DHCP Server

— Manual allocation of IP address
assigned by network administrator

VS.

* Exclusively dedicated to anonymous
communications

Firewall

enforcement

point
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e Possible use

— Provide user anonymity over hotspots
(e.g., Wifi, Wimax)
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