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Goal: Certify cryptographic software against security bugs
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BBS_Asm_CryptoProof.v Asm.v

bbs_asm_gen.rb

bbs_encode_decode.v, …

bbs_triple.v

Formal verification

SmartMIPS assembly

 Experiment performed with a cross-compiled GDB

Integration
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Formal development: http://staff.aist.go.jp/reynald.affeldt/bbs

Future Work

Reuse our certified implementation of BBS as the source of pseudorandomness in the implementations of other cryptographic algorithms.

Formal verification in 

the proof assistant Coq
http://coq.inria.fr/
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[Phong Q. Nguyen, 2004]


