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Foreword

The Spring School and Workshop on Computational and Symbok Proofs of
Security (CoSyProofs 2009) took place in Izu-Atagawa, fromApril 5, 2009 until
April 9, 2009. It was a joint meeting with the French-Japanes collaboration
project. It was sponsored By

{ NTT (Nippon Telephone and Telegraph Communications),

{ JST (Japan Science Technology) & CNRS (Centre National de laRecherche
Scienti que), through the French-Japanese collaborationproject Computa-
tional and Symbolic Proofs of Security

{ AIST (Advanced Industrial Science and Technology)

It gathered 62 researchers. The participants mainly came fom Japan (32)
and France (16), but also from other countries (14). There wee 5 tutorials (by
M. Abadi & B. Warinschi, M.Backes & M. Berg, J. Mitchell, O. Pe reira & R.
Kusters, R. Segala), 3 invited talks (by D. Pointcheval, B. Blanchet, K. Ohta)
and 12 technical presentations.

This document is a short report on some of the presentationsthat was writ-
ten by 5 students, who participated in the meeting.

Hubert Comon-Lundh



1 Introduction to Computational Soundness

Speaker: Martn Abadi, University of California at Santa Cruz

1.1 Cryptography and Computational Soundness

Two distinct, rigorous views of cryptography have developeé over the years,
in two mostly separate communities. One of the views relies o a simple but
e ective formal approach; the other, on a detailed computational model that
considers issues of complexity and probability. There is aruncomfortable and
interesting gap between these two approaches to cryptograpy. This paper starts
to bridge the gap, by providing a computational justi catio n for a formal treat-
ment of encryption. The goal is to get the soundness of formahnalysis and to
prove that axioms assumed in the formal model are true for som cryptographic
construction. Formal proofs must be sound in following sene: For any attack
in the concrete (computational) model, there exists a matcling attack in the
abstract (formal) model, or else the concrete attack violaes computational se-
curity of some cryptographic primitive. If we do not nd an at tack in the formal
model, then no computational attack exists. More precisely probability that a
computational attack exists is negligible.

From the formal point of view, there is a large body of literature that treats
cryptographic operations in a purely formal way [1]. For exanple, the expression
fM gk may represent an encrypted message, with plaintexM and key K . All
fMgk, M, and K are formal expressions, rather than sequences of bits. Varus
functions can be applied to such expressions, yielding othlieexpressions. One
of them is decryption, which producesM from fM gx and K. Crucially, it is
supposed that there is no way to recoveM or K from fM gk alone. Thus, the
idealized security properties of encryption are modeled @ther than de ned).
They are built into the model of computation on expressions.

Soundness property (desired): If a security property can bgroved formally,
then it holds in the computational model. The formal proof will

{ not mention probabilities and complexities,
{ consider attacks only in the formal model, and
{ establish an all-or-nothing statement.

Soundness means that the statement is true with high probabity for all
computationally reasonable attacks.

1.2 Formal Encryption and Expression Equivalence

The speaker gives out the formal view of cryptography, spectally treating sym-

metric encryption. He also describes the space of expressi®on which encryption
operates, and what it means for two expressions to be equivaht. Equivalence
relations are useful in semantics of modal logics: in such s&ntics, one says that



two states of a computation "look the same" to a principal only if the principal
has equivalent expressions in those states. Equivalencelagions also appear in
bisimulation proof techniques, where one requires that bignilar processes pro-
duce equivalent messages.

We write Bool for the set of bits f0; 1g. These bits can be used to spell out
numbers and principal names, for example. We writeKeys for a xed, nonempty
set of symbols disjoint from Bool. The symbolsK;K %K ::: and K1;K;:::
are all in Keys. Informally, elements of the setKeys represent cryptographic keys,
generated randomly by a principal that is constructing an expression. Formally,
however, keys are atomic symbols, not strings of bits.

M,N ::= expressions
i bits (for i € Bool)
K keys (for K € Keys)
(M,N) pairs
{M} g symmetric encryptions

Fig. 1. The set of expressionsExp

There are several possible extensions of the set of expremss:

{ We could allow expressions of the fornf M gy , where an arbitrary expression
N is used as encryption key.

{ We could distinguish encryption keys from decryption keys,as in public-key
cryptosystems.

1.3 The Computational Soundness of Formal Equivalence

Informally, two expressions are equivalent if they look thesame to an attacker.
Formally, two expressions are equivalent if they yield the ame pattern (up to
renaming). For example,

{0=0

{061

{ fOg« = flgk

{ (K;fOg«) & (K; flgk)

{ (K ff Ogk ogk = (K; ff 1gk ogk )
{ (fOgk ;fOgk) = (fOgx ;flgx)

This property justi es equivalences such as the one above, here the two
plaintexts are of di erent sizes. In an implementation, it can be guaranteed by
padding plaintexts up to a maximum size, and truncating larger expressions or
mapping them to some xed string.



1.4 Adaptive Security and Multicast

So far, we were concerned with the equivalence of two expréess M and N.
More generally, we may consider sequences of expressionads asMo; Mq;:::
and No;Ngq;:::). The adversary produces the sequences. They are evaluated
under a xed key assignment. This is a step towards general dtve adversaries.
The sequences may be produced adaptively: each expressiorayndepend on
previous interactions. We need to assume that these expreisms do not contain
cycles and do not reveal previously secret keys. Under this ssumption, the
soundness theorem says:

1. The adversary picks two equivalent sequences.
2. Then the adversary cannot distinguish the bitstrings that correspond to the
two sequences, computationally.

An extension applies when some expressions can representpslorandom gen-
erators (Gj(K)).

1.5 Cryptographic Access Control for XML

This method was proposed in Abadi et al. [2]. As a formal coungrpart to their
loose, informal concept of data secrecy, we introduce a stng, precise crypto-
graphic de nition. The de nition goes roughly as follows. Consider a protection
for an XML document. An adversary is given an arbitrary set of keys, and the
liberty of selecting two instantiations for the data in all n odes that occur in the
XML document. The only restriction on these instantiations is that they should
coincide on the nodes to which the adversary rightfully has acess according to
its keys and the abstract semantics of protections. In otherwords, the adver-
sary selects two documents that contain the same informatia in the nodes it
can access but may dier elsewhere. Then the adversary is gan the partially
encrypted document that corresponds to one of the two documats, and its goal
is to decide which of the two instantiations was used in geneating this partially
encrypted document. Security means that the adversary canat do much better
than picking the document at random. This implies that the partially encrypted
document reveals no information on the data in the nodes thatshould be hid-
den to the adversary, otherwise this information would be sucient to determine
which instantiation was used.

A protection is an XML tree which nodes are guarded by positie boolean
formulas over a set of symbolK 1;K»;::: that stand for cryptographic keys.

Using simple transformations, one can rewrite any protectbn into an equiv-
alent, normalized protection where all formulas that guard nodes are atomic,
that is, one of true, false, or K for some K 2 Keys. Normalization requires
adding metadata nodes, keys, and key shares. Normalizatiosan also include
removing parts guarded by false, so we assume thatfalse does not appear in
normalized formulas (departing slightly from the original de nition but without
loss of generality). Normalized protections are importantsince, in standard en-
cryption schemes, one can encrypt under an atomic key but notinder a boolean



Fig. 2. A tree protection (top) and an equivalent normalized one (bo ttom).

combination of keys. Normalized protections serve as the ksis for producing
partially encrypted documents by applying an encryption algorithm repeatedly.

1.6 Conclusion

The formal approach to cryptography often deals with simple all-or-nothing

assertions about security. The computational approach, orthe other hand, makes
a delicate use of probability and computational complexity. However, one may
intuit that the formal assertions are valid in computationa | models, usually not
absolutely but at least with high probability and against ad versaries with limited

computational power. The author applies it to the study of encryption. He proves
that the intuition is correct under substantial but reasonable hypotheses.

2 Introduction to Computational Soundness (cont.)
Speaker: Bogdan Warinschi, University of Bristol

This talk is mainly focused on computational soundness, theébridge between
symbolic schemes and computational schemes for security pofs of protocols.
The main di erence between this talk and the former talk by Martin Abadi is
that it is focused on active adversaries while Abadi's talk 5 focused on passive
adversaries. The talk consisted of four main parts: the motwation of compu-
tational soundness, computational soundness via blackboxeactive simulation,
computational soundness for trace properties, and examp& with some addi-
tional results.



2.1 Motivation of Computational Soundness

The security proofs of the cryptographic protocols were foased in the symbolic
setting since Dolev-Yao model has been proposed in the 80But in the symbolic
proof, the cryptographers might be unaware of some algebraiproperties, and
enable the attackers to defeat the protocol. For instance, Vdrinschi referred to
the Needham-Schroeder public key protocol with Lowe's x (NSL) shown in
Fig. 3.

Fig. 3. The Needham-Schroeder Public Key Protocal with Lowe's Fix

This protocol is logically secure. However, in the computaional scheme, the
adversaries may be able to change the second message frém;N;Ngg to
fC;Na;Ng g and attack the protocol as in Fig. 4.

Fig. 4. The Attack of NSL in the Computational Scheme

Computational soundness is the eld to bridge this gap by buiding su cient
security conditions on the primitives used in the implementation such that a pro-
tocol which is secure in the symbolic setting is also securaithe computational
setting.

2.2 Computational Soundness via Black-Box Reactive Simula tion

To bridge the symbolic proof and the computational proof aganst active adver-
saries, Warinschi has presented two methods: the simulatio approach and the
trace mapping approach. In this section, we review the simwdtion approach, and
discuss the trace mapping approach in the next section.

In the simulation approach, we de ne an ideal cryptoraphic library [3] which
0 ers its users abstract cryptographic operation, such as lnce operation, en-
cryption, decryption, signing, or MACs. This system will handle the entire re-
active system, then it contains an abstract network model am covers the case



more than Dolev-Yao model does. Some blind spots that were tod only in the
computational scheme are also included in this system.

In this work, they compare the ideal symbolic cryptographic library with
the computational cryptographic library. They can prove th at \If cryptographic
primitives are secure in the computational cryptographic library, then there ex-
ists a simulation such that no probabilistic polynomial tim e environment can
distinguish between the two worlds".

2.3 Computational Soundness via Trace Mapping

In this method, they model the symbolic state of the group asF;, and the
computation state as G;. When some participants in the statesF; or G; send
messagem; to other participants, the states change toFj.; or Gj.; . We de ne
the seriesF; and m; for the protocol and the adversary A as Trs( ;A ),
and de ne the execution trace Tr ( (R );A(Ra)) for the series G; and m;
determined by the adversaryA and randomnessR and Ra.

The main result of this section is that they can prove that

Pr[9B; 9F¢ : Tr( (R );A(Ra)) = fc(Trs(;B ))] is overwhelming

which is called \mapping lemma". We illustrate mapping lemma in Fig. 5.

Fig.5. Mapping Lemma

3 The Game-based Methodology for Computational
Security Proofs

Speaker: David Pointcheval, Ecole normale superieure, LIENS-CNRS-INRIA,
France

3.1 Cryptography and Provable Security

Since the beginning of public-key cryptography, with the seninal Di e-Hellman
paper [4], many suitable algorithmic problems for cryptogaphy have been pro-
posed and many cryptographic schemes have been designedgéther with more



or less heuristic proofs of their security relative to the irtractability of the above

problems. However, most of those schemes have thereafter ére broken. There
exist two main frameworks for analyzing the security of crypgographic protocols.
The most famous one, among the cryptographic community, is e provable se-
curity in the reductionist sense: adversaries are probabistic polynomial-time

Turing machines which try to win a game, speci c to the cryptographic prim-

itive or protocol and to the security notion to be satis ed. T he computational
security is achieved by contradiction: if an adversary can vin such an attack
game with non-negligible probability, then a well-de ned computational assump-
tion is invalid (e.g., one-wayness, intractability of integer factoring, etc.) As a
consequence, the actual security relies on the sole valigitof the computational

assumption. On the other hand, people from formal methods deed formal and

abstract models, the so-called Dolev-Yao framework [5], irorder to be able to
prove the security of cryptographic protocols too.

In complexity theory, such an algorithm which uses the attadker as a sub-
part in a global algorithm is called a reduction. If this reduction is polynomial,
then we can say that the attack of the cryptographic protocolis at least as hard
as inverting the function: if one has a polynomial algorithm to solve the latter
problem, he can polynomially solve the former one. In the comlexity theory
framework, a polynomial algorithm is the formalization of e ciency. Therefore,
in order to prove the security of a cryptographic protocol, one rst needs to make
precise the security notion he wants the protocol to achievewhich adversary's
goal one wants to be intractable, under which kind of attack.

3.2 Game-based Methodology

The game-playing technique is a general method to structureand unify crypto-
graphic proofs [6]. Its central idea is to view the interaction between an adver-
sary and the cryptosystem as a game, and to study game transfmations that
preserve security, thus permitting to transform an initial game, that explicitly
encodes a security property, into a game where it is easy to himd the advantage
of the adversary.

There are some security notions which capture the main pradtal situations.
On the one hand, the goals of the adversary may be various:

{ Disclosing the private key of the signer. It is the most serias attack. This
attack is termed total break.

{ Constructing an e cient algorithm which is able to sign messages with good
probability o success. This is called universal forgery.

{ Providing a new message-signature pair. This is called extisntial forgery.
The corresponding security level is called existential unrgeability (EUF).

{ one-wayness under chosen-plaintext attacks (OW-CPA): whee the adversary
wants to recover the whole plaintext from just the ciphertext and the public
key. This is the weakest scenario.

{ semantic security under adaptive chosen-ciphertext attaks (IND-CCA): where
the adversary just wants to distinguish which plaintext, between two mes-
sages of its choice, has been encrypted, while it can ask anyery it wants to



a decryption oracle (except the challenge ciphertext). Ths is the strongest
scenario one can de ne for encryption (still in our general famework.) Thus,
this is our goal when we design a cryptosystem.

Given a family of memoriesM; indexed by the natural numbers we say that
the di erence in the probability of an event A between two gamesG; and G is
negligible if and only if:

Gi Gyi=neg( j_Pr [Al _ Pr [Al) (1)
where neg is a negligible function and is our security parameter.

An often used technique to prove that two games are indistingishable is
based on failure events, like the example we introduce in th&ame transforma-
tions. This technique relies on a fundamental lemma that pemits to bound the
di erence of the probability of a given event in two games by identifying a failure
event and arguing that the games behave identically until this event occurs.

One distinction has been widely used for the chosen-ciphegit attacks, for
historical reasons: the non-adaptive chosen-ciphertextigacks (CCA1) and adap-
tive chosen-ciphertext attacks (CCA2). The latter scenario which permits adap-
tively chosen ciphertexts as queries to the decryption orale is de nitely the
strongest attack, and will be named the chosen-ciphertext #ack (CCA). One
starts with an initial game, chosen to prove some security denition and then
reduces this game to a trivial game, to show for example indisnguishability.
The reduction is done by showing that some intermediate game are equivalent,
from a probabilistic point of view. Reduction proven indistinguishable for an
IND-CCA adversary (actually IND-CCA1, and not IND-CCA2) bu t widely be-
lieved for IND-CCAZ2, without any further analysis of the red uction. The direct
reduction methodology: Shoup showed the gap for IND-CCA2, ader the one
way permutation (OWP) and granted his new game-based methodlogy. It is
proven that the security for IND-CCAZ2 is guaranteed under the PD-OWP using
the game-based methodology.

When we have to do the security proof, we should do as follows:

De ne goal of adversary

De ne security model

De ne complexity assumptions
Provide a proof by reduction
Check proof

Interpret proof

oukrwnE

3.3 Identity-based Encryption(IBE)

IBE system was proposed in Boneh et al. [7]. An IBE system can & built from
any bilinear mape: Gy G; ! G, between two groupsGs; G, as long as a
variant of the Computational Di e-Hellman problem if G; is hard. We use the
Weil pairing on elliptic curves as an example of such a map.



We say that an identity-based encryption schemeE is semantically secure
against an adaptive chosen ciphertext attack (IND-ID-CCA) if no polynomially
bounded adversaryA has a non-negligible advantage against the Challenger in
the following IND-ID-CCA game. Note that the standard de ni tion of chosen
ciphertext security (IND-CCA) is the same as above except ttat there are no
private key extraction queries and the adversary is challeged on a random pub-
lic key (rather than a public key of her choice). Private key extraction queries
are related to the de nition of chosen ciphertext security in the multiuser set-
ting. After all, the de nition involves multiple public key s belonging to multiple
users. This does not hold in the identity-based settings, IND-ID-CCA, since the
adversary gets to choose which public keys to corrupt duringhe attack.

Here is a description of the ID-based encryption scheme

Setup: The authority generates a master secret keymsk, and publishes the
public parameters, PK

Extraction:  Given an identity ID, the authority computes the private key sk
granted the master secret keymsk

Encryption:  Anyone can encrypt a messagen for a userID using only m, ID
and the public parameters PK

Decryption:  Given a ciphertext, only the user ID can recover the plaintext,
using sk

3.4 Security Analysis
De nition of IND-ID-CCA Security:

A receives the global parameters

A asks any extraction-query, and any decryption-query

A outputs a target identity 1D °and two messagesrfip; m1)

The challenger ips a bit b, and encrypts my, for ID 0 obtaining c®
A asks any extraction-query, and any decryption-query

A outputs its guessk® for b

Lt Wt W et W W W}

Restriction: 1D °is never asked to the extraction oracle, and ID % c9 are never
asked to the decryption oracle.

It can be shown that there is a reduction between breaking theBF-IBE in
the Semantic Security model and the BDHP problem.

Boneh et. al's IBE security analysis is as follows:

Theorem 1. The BF-IBE is IND-ID-CPA secure under the DBDH problem,
in the random oracle model by maskingn with H(K) : B = m H(K), the
BF-IBE is IND-ID-CPA secure under the CBDH problem, in the ra ndom oracle
model.

Theorem 2. The BLS signature achieves EUF-CMA security, under the CDH
assumption in G, in the Random Oracle Model.



Fig.6. The real attack

3.5 Conclusion

The ID-based encryption system has chosen ciphertext secity in the random
oracle model assuming BDH, a natural analogous of the compational Di e-
Hellman problem. One might hope to use the techniques of Cramr-Shoup to pro-
vide chosen ciphertext security based on DDH. In this talk, the speaker showed
how to use the game-based methodology which uses a sequenéegyames to do
the security proof. The transition hops are simple and easy @ check. It leads to
easy-to-read and easy-to-verify security proofs: Some ntiskes have been found
granted this methodology with the analysis of OAEP. Some sewrity analyses
became possible to handle using the analysis of EKE. This appach can be
automated by CryptoVerif.

4 On Reactive Simulatability
Speaker: Matthias Berg, Universitat des Saarlandes

The reactive simulatability model as introduced by Backes, P tzmann and
Waidner in [8] is a framework for security proofs and provides guarantees for
the composability of cryptographic protocols. Section 4.1motivates the intoduc-
tion of the reactive simulatability model, which is then presented in section 4.2.
Composition in the model is considered in section 4.3, and th abstract model
is viewed in more detail in section 4.4. Section 4.5 summarés the talk's main
points.

4.1 Motivation

Cryptographic protocols make use of primitives such as engption or digital
signatures. Instead of trying to prove security for a whole potocol, it could be
easier to prove security for the primitives rst, and use abgract primitives that



give abstract security guarantees in the security proof of he protocol. The proofs
of the abstract primitives and the abstract protocols compased of them should
then carry over to concrete primitives and protocols used inthe real world.

For a sound abstraction, several tasks have to be accompligta.

{ The real world has to be mapped onto a precise system model thancludes
the network, the adversary, scheduling, and concurrency vth other proto-
cols.

{ As the model includes an abstract world and a realistic world methods
for reasoning about both real-world cryptography and its abstract, formal
representation have to be provided.

{ A de nition should be given that details what abstractions are \good" in
a sense that they are intuitive but still allow the use of conwenient proof
techniques.

{ Protocols are usually composed of and run together with otheprotocols, so
guarantees should hold also under composition.

{ The abstraction should preservation arbitrary security properties.

4.2 Overview of the Framework

The reactive simulatability framework consists of a preci® system model that
allows cryptographic and abstract operations. The real sygeem consists of a num-
ber of honest partiesH making use of cryptographic protocolsM;, and an ad-
versary A. The ideal system consists of a number of honest partiesl using
abstract protocols F, an adversary A°, and a simulator S that makes the use
of abstract protocols transparent to the adversary. To eachcryptographic pro-
tocol in the real system there is an abstract protocol in the deal system which
should provide the same functionality. This duality requires sound, Dolev-Yao
style symbolic abstractions and makes sound security prosffor cryptographic
protocols possible.

The idea behind the two worlds is to de ne security relative to an ideal task,
so that everything that can happen in the real system can alschappen to the
ideal system, which is secure by design. Then, the real systeis said to beas
secure asthe ideal system.

It accommodates several versions of simulatability, and povides appropriate
composition theorems. For standard simulatability, it is required that

8A8H 9A view,eas (H)  VieWigea (H);

where is the indistinguishability of random variables.
Two families of random variables ); (V%) are said to be indistinguishable if
for all PPT distinguishers D

jPriD(1%; v ) =1] PrD(%;v)) =1

is negligible in k.



The stronger notion of universal simulatability A° cannot depend on the
honest users
8A8H 9A view,eq (H)  Viewigeal (H):

while in black-box simulatability A°consists of a simulatorS that usesA so that
the protocol is secure if

9S8H 8AVieWeq (H)  VieWigea (H):

4.3 Composition

To guarantee composition of protocols, rst the combination of the machines
which represent the protocols has to be de ned. This combin#on is associative
and retains the polynomial running time of its component submachines as well
as their views. In this way, even hybrid machines of abstractand real machines
can be constructed.

The relationship as secure ay ) is then transitive. The composition theorem
states that if a real protocol is as secure asan ideal protocol, then any instance
of the real protocol used by any machine can be replaced by amstance of the
abstract protocol.

A proof of this theorem can be given via hybrid arguments, whee machines
are uni ed in changing con gurations. An abstraction of thi s proof is shown in
gure 7.

4.4 The Abstract System

The abstract system of the BPW model uses Dolev-Yao-style tem algebras, for
which well-developed proof theories exist.

The main challenge of this approach is to invent a standard iterface that
represents the real library, which uses bit strings, and theideal library, which
uses abstract data types, in the same way to higher protocolsFurthermore,
because this behavior cannot be modeled in the abstract wadl users must be
prevented from abusing cryptographic objects, and the degion must be made
which imperfections between the two worlds are allowed.

Characteristic of the BPW model is the library of standard crypto primitives
implemented both in the real and the abstract world, which implements the
required uni ed interface. The honest users and the adversgy manipulate the
messages indirectly usinghandles The model tracks the sending of messages
and the knowledge of the participants about the information represented by the
handles.

To accomplish this, it provides cryptographic functions for message construc-
tion, as well as functions to access and transmit messages.ddsages from parties
are transmitted via the functions to the adversary, who can ¢oose to deliver
them further. The interface for the adversary provides him with additional ca-
pabilities, for example to create invalid messages or ciphéexts.

The BPW model has several di erences to the standard Dolev-¥Ao models.
To incorporate the necessary imperfections cryptographigrotocols have in the
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Fig. 7. Proof of the simple composition theorem

real world, each encryption is tagged with the length of the ecrypted plaintext.
Furthermore, it provides for the encryption of incorrect messages byA, stateful
signatures and a slightly restricted usage of keys for symmntgc encryption.

4.5 Summary

The reactive simulatability model links cryptography to th e use of formal meth-
ods by extending the classic Dolev-Yao model and correlatig it with a model
representing the real world. The structure of the model alsamakes it possible to
give guarantees about the composability of protocols.

5 Introduction to Universally Composable Security

Speaker: Olivier Pereira, Universie catholique de Louvain

Protocols are usually executed together with other protocds, so it would be
helpful if a stand-alone proof was preserved under compositn. How a model
describing general protocols can be constructed is shown isection 5.1 by using
secure function evaluation as an example. A simple model prading univer-
sal composability is described in section 5.2 and afterwarsl generalized in sec-
tion 5.3. The universal composition theorem is stated in setion 5.4. Section 5.5
summarizes the talk's main points.



5.1 Motivation

Since we want to derive a security notion for general cryptogaphic protocols, we
consider the most general protocol problem: secure functio evaluation (SFE).
SFE consists of partiesP;, each with a private input Xx;, that want to compute
the output y; of a function f on their inputs. The protocol should give only the
output to each party, and nothing else.

This general description can be used to derive all protocolshat do not rely
on keeping an internal state between multiple activations. Authentic communi-
cation from a party P, to a party P, in the presence of an adversanA = P3
can be modeled as (;m;m) = f(m; ; ). Secure communication could be
( ;m;jmj)= f(m; ; ), while akeyexchange would beK;k;jkj))=f( ; ; ).

We rst take a look at the most simple scenario, SFE between tvwo parties
(one of which may be malicious), using authenticated channis.

A protocol should ful Il at least two requirements: Correctness so each party
P; receivesy;, and privacy, so no party learns anything about the other parties’
inputs.

However, for the function XOR (X1  X2;X1  X2) = f(X1;X2), correctness
prevents privacy. This is necessary, but makes the propertyf input independence
desirable, so that no party cannot choose its input as a fundbn of the input of
another party (which would enable it to dictate the output va lue).

This example shows that for a general model it is di cult to li st all properties
a protocol should have. Simulation-based security follows di erent approach,
which is described below.

5.2 The Model

To get a generic security de nition that provides a uni ed fr amework for all
protocol tasks, we de ne an ideal world, in which a trusted canponent evaluates
the function securely. A protocol is then secure if it emulaes this behavior. This
seems to be a natural way to de ne security, and captures all he requirements
derived above for SFE.

The ideal world consists of honest parties?;, the secure functionality F, and
the adversary A. By de nition, everything the adversary does in this world is
harmless.

The real world consists of honest partiesP; and the adversary A. A real-
world protocol  is secure if it emulates the behavior of F in the ideal world,
that is if 8A in the real world 9A%in the ideal world, such that the behaviors of
the two systems cannot be distinguished. This distinguisheis the environment
E, which knows the inputs of all parties.

In a real-world protocol execution:

1. E chooses the input forP; and A
2. P; and A run the protocol

3. P; and A send their output to E
4. E outputs a bit



In the ideal world:

. E chooses the input forP; and A°

. P; forwards its input to F

A communicates with F

F sends its output to A°

. When A%says "OK", F sends the output to P;
A%and P; send their output to E

. E outputs a bit

NOUTAWN R

If F would send its output to P; without waiting for the OK by A° P; will
always receive the output, while typically in the real world the adversary is able
to make a protocol run fail.

A protocol is secure with respect toF if 8A in the real world 9A° in
the ideal world such that 8 Exec (P;;A; E) Exec (F;A%E) where can
be chosen in a number of ways, yielding di erent security guaantees. SinceA°
simulates the real-world execution with A, it is called a simulator

5.3 Generalization

Now that a reasonable security de nition has been found, we \ant to have more
general protocol tasks. For this, we can do several things:

{ allow more than two parties

{ route all communications from the parties through the functionalities to the
adversary; in this way an unreliable network can be simulatel

{ allow F to be any process instead of only a SFE, s& can leak information
to the adversary, keep state, etc.

{ allow A to interact freely with E to obtain concurrent executions

5.4 Composition

We want protocols to retain their security when executed together with other
protocols. Di erent composition modes can be considered: W can consider com-
position of a protocol with itself or with arbitrary other pr otocols. Timing can
be sequential, non-concurrent, parallel, or concurrent, ad the number of exe-
cutions can be constant, polynomial or unbounded. Instance can share states,
and the inputs can be chosen by the adversary or the environm&. We want
protocols to preserve their ideal-world behavior under corposition, even with
protocols that interact with them in an arbitrary manner.

Universal composition can be used to cover all the abovemeitned cases,
essentially treating a protocol as a procedure for other prtocols. To accomplish
this, de ne for a protocol using an ideal functionality , and a protocol that
provides the same interface as the protocol ~ where all instances of are
replaced with instances of .

The universal composition theoremthen states that ideal functionalities can
be replaced with secure protocols: If emulates , then = emulates .



5.5 Conclusion

The real-world / ideal-world paradigm allows us to separate security from the
communications model and develop composition theorems. Té de nition given
in this talk however is still not satisfying, as all instances of the protocol have
their own state, which does not allow for notions such as longerm secrets shared
between instances. Therefore, we need composition with jof state.

6 Simulation-based Security and Joint State Theorems in
the IITM model

Speaker: Ralf Kusters, Universitat Trier

The simulation-based inexhaustible interactive Turing-machine (IITM) model
deals with the problem that a bounded running time poses in tte UC model and
provides for easier composability with joint states. Secton 6.1 describes three
problematic aspects of simulation-based models for whichhte II'TM model, pre-
sented in section 6.2, tries to nd good solutions. Section 8 covers systems with
joint states, for which the IITM model has an especially simde way of formulat-
ing composition theorems. Setion 6.4 gives a short repetitin of the talk's main
points.

6.1 Subtleties in Simulation-based Models

Simulation-based models dier in several aspects. We now tke a closer look
at three of them, the de nition of simulatability, the maste r process, and the
runtime of the ITMs.

De nitions of simulatability There are several di erent simulation-based models,
with di erent avors of composability. In each model, an ide al world ideal is
de ned, in which an ideal adversary | interacts with an ideal functionality F.
By construction, the adversary can do nothing that would be considered harmful.
A protocol in the real world real is considered secure, if every interaction of a
real-word adversaryA with the protocol is indistinguishable from that of an ideal
adversary| with the ideal functionality, and is thus harmless. The distinguisher
is an environment E, which appears in both worlds.

In the UC model, UC-realizesF if 8A918Eideal real.

For strong black-box simulatability, the ideal adversary | consists of the real-
world adversary A and a simulator S that \translates" between him and the ideal
world.  SBB-realizesF if 9S8A8E ideal real.

Strong simulatability requires that 9S8Eideal real, where the environment
contains the adversary as a sub-machine.



The master process The master process is triggered if no other process can go.
The question who takes the role of the master process can be awered di erently

to obtain di erent notions of security. In particular, the n otions of SS, SBB, UC,
and WBB (weak black-box simulatability) are equivalent if t he environment
takes over the master role, and theforwarder property holds. The forwarder
propery is ful lled if a process forwarding messages can belaced between any
two processes without changing the behavior of the system, hich may not be
possible if the running time of the forwarder must be chosed bfore that of the
receiver or the sender [9]. This is the case in the IITM modelwhich suggests
that a good de nition of simulation-based security has beenfound.

Runtime of the ITMs In the UC model, the total runtime of components is
polynomially bounded in the security parameter alone and irdependent of ex-
ternal input. This leads to exhaustible ITMs, which means that an ITM with can
send messages to another ITM with a smaller runtime until thesecond ITM has
\used up" its runtime and does not respond to further messags. This bounded
runtime also imposes an arti cial bound on the length and nunber of messages
that can be handled by protocols.

The fast that the runtime of an ITM is bounded also implies that the parallel
composition of two or more protocols cannot be simulated by oe ITM, because
the adversary can exhaust one machine and still communicatevith the other,
something that is not possible for the combined machine.

6.2 The IITM Model

The IITM model consists of the general computational model, which de nes
IITMs and their interaction in systems of IITMs, and the simu lation-based se-
curity model, which de nes security notions and gives compaition theorems.

The computational model An inexhaustible interactive Turing-machine (1ITM) is
an ITM which runtime may depend on the length of the input. It ¢ an be activated
an unbounded number of times, and can perform PPT computatims in every
activation. This allows the composition of [ITMs, something which would not
be possible if the machines could be forced to stop. Howevecombining ITMs
is not easy if their runtime depends on the length of input mesages, because
non-terminating systems are possible. Imposing a global ggnomial bound is
impossible, as it enable<E to distinguish between real and ideal.

This probem is solved by dividing the imput tapes of IITMs int o two kinds:
consuming and enriching ones. In each activation, the [ITM may perform a
computation polynomially bounded in the length of the current input plus the
length of current con guration plus the security parameter. This enables the ITM
to read every message and scan the entire con guration in evg activation, and
prevents exhaustion.

The length of output and con guration is polynomially bound ed in the se-
curity parameter plus the length of the input received on the enriching tapes so
far.



[ITMs also use a generic addressing mechanism, which meanisat no speci c
mechanism is xed. This is useful for de ning systems of ITMs. When multiple
copies of a machineM exist, M denotes the union of these machines, so that
they can be addressed by the tuple ;id), whereid is used to address a speci c
instance within M .

A system of IITMs S consists of a number of IITMs, together with a number
of lITMs that can dynamically generate an unbounded number d copies of
themselves, denoted by \!':S= M1k  kM.kM% kM3.

A system iswell-formed if the graph of IITMs induced by the enriching tapes
is acyclic. This allows us to prove that a well-formed systemis a sensible model
of computation.

Lemma 1. Well-formed systems run in PPT.

We can also prove the existence of a forwarder IITM, so that tke notions of
security mentioned in section 6.1 collapse.

Lemma 2. There exists aforwarder IITM D such thatPkQ = PkDkQ, where
D is independent of P and Q, and all tapes are enriching.

The following lemma is needed for the joint state theorem.

Lemma 3. Given systemsQq, Q» with Q;kQ, well-formed, then there exists an
IITM M s.t. Q1kQ2 = Q1kM

We now describe the generic addressing mechanism. [ITMs ruim one of two
modes,check addressor compute

If a message is addressed to a machind ;, all existing instances check (in
order of creation) if they accept the message. If no existingopy accepts, a new
copy is created. If it also does not accept, the master is actated.

Simulation-based security Security is de ned similarly to UC and black-box sim-
ulatability.

De nition 1 (Strong Simulatability). A protocol  securely realizes an ideal
functionality F ( F )ifand only if 9S8E: Ek EKSkKF .

The composition theorem in the IITM model is formulated as falows.

Theorem 3. Py F 1~ Py F ,) PikP, FikF>
P F 1) P IFy

It should be noted that in UC, E cannot connect to F».

6.3 Joint State

Suppose a protocol usesFpge to securely realizeFge . If several instances of
run concurrently, they all use their own version of Fpkg , which means that

they all have their own key pair. This can be avoided by letting Fpxe be shared

between the instances of , which is made possible by the following theorem.



Theorem 4 (General Joint State Theorem). If a protocol P = PISkF
securely implements a shared functionalityF , then F can be replaced by? in
any protocol Q using F.

P IF) QkP OQkF

Example 1 (Iterative application of the general joint statetheorem). Consider the
following scenario, where a functionality Q uses two instances of a functionality
QY each of which uses two instances of a PKE functionalityF . The application

of the theorem is depicted in gure 8. o
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Fig. 8. Example of GJS theorem application

6.4 Conclusion

Simulation-based security is useful due to its modular degjn and simpler anal-
ysis. Models for simulation-based security do not have to becomplicated, as
shown by the IITM model, which gives a simple way to deal with dmposability
even when using joint states.

7 Cryptographic Applications of Indi erentiability via
Leaking Random Oracle Models

Speaker: Kazuo Ohta, University of Electro-Communications

The indi erentiability is useful for the random oracle meth odology and the
design and security analysis of hash functions. However, #h Merkle-Damgrd
hashing is indi erent from the random oracle. Thus, there exists some protocols
that may be insecure if the random oracle is instantiated by he Merkle-Damgrd
hashing. So, this talk proposes three approaches to rescubd Merkle-Damgrd
hashing and concentrate on the second approach. The de nitin of the indi eren-
tiabilitySection is shown in section 7.1. Section 7.2 overiews the negative result



about the Merkle-Damgrd hashing. Section 7.3 shows the three approaches to
rescue the Merkle-Damgrd hashing and describes more det of the second
approach. Section 7.4 summarizes the talk's main points.

7.1 Indi erentiability

The indi erentiability framework for general case was intr oduced by Maurer et
al. in 2004, and for hashing functions was proposed by Coronteal. in2005.
This concept is a generalization of the indistinguishabilty. If a primitive U is
indi erentiable from other primitive V, denoted U @ V, and a cryptosystem
C(U) is secure, then a cryptosystemC(V) is also secure, denotedC(U) > C (V).

And a de nition of the indi erentiability for hash function s is showed in Fig:9.
A hashing function H is indi erentiable from an ideal primitve F (H @F), if

for any distinguisher D with an output O or 1, there is a simulator S such that
the advantagejPr[D(H;G) =1] Pr[D(F;S) =1]j is negligible.

,_,QQ,_,
SIS

Fig. 9. Indi erentiability for hash

7.2 Negative Result about the Merkle-Damagrd hashing

Fig:10 is the original Merkle-Damgrd construction denot ed by MD ", whereh is

a compression function. An input messagé/ is divided into small message blocks
m;. This mode of operation is adopted by widely used hash functins such as
MD5, SHA-1 and SHA-256. Coron et al. proved that the Merkle-Damgrd ( MD )
hashing is not indi erentiable from the random oracle (RO), thatis MD FI- RO @&
RO, where FILRO is xed input-length RO. This means that there exists a
protocol secure in the random oracle but insecure iRO is instantiated by the
MD hashing. This fact is due to an extension attack shown in Figll. This
extension attack constructs a distinguisherD between theMD hashing andRO .

D sends a messaghl; to a mode of operation component or message extension
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Fig. 10. Merkle-Damgrd hashing

rst. In the real world, MD sends IV and M; to a compression function, and
obtains a valuey;. MD returns y; to D. In the ideal world, RO returns y; as
an answer to M. In both cases, sincey; is an output from RO, there is no
di erence for D up to this point. D sendsy; and a messagen to a compression
function on a public channel, and obtainsy,. D constructs a new messagil,

by concatenating M ; with m, and sendsM; to a mode of operation component,
MD exists in the left side, the real world, and RO exists in the right side, the

ideal world. In the real world, MD sends IV andM  following the construction

procedure of MD ". After the compression function returnsys, MD transfers it

to D. In the ideal world, RO returns y; as an answer toM. In the left side

y» = Y3 holds exactly, while in the right side y3 is independently chosen from
y». Thus D can decide that if the equality holds, output 1 and it does not hold,

output 0. This is a distinguishing strategy that can be used by D.

=0 O~
1]

I |

Fig.11. Extension Attack

7.3 Approach

There are three approaches to rescue th#ID hashing. The rst is to use mod-
i ed the MD hashing. However, this approach cannot rescue the originaMD



hashing. The second is to use leaking Random Oracle modelshe third is to use
indi erentiability with conditions. Afterward, more deta il of the second approach
is described.

Main strategy of this approach is two steps. The rst step is to nd an ideal
primitive RO from which MD F'- RO is indi erentiable. The second step is to
prove that a cryptosystem Cis secure in theBO model.

A example of RO is the leaky random oracleLRO model. This is a weak-
enedRO model that was created to analyze security against leakagefdhe hash
list. The majority of signature schemes and Cramer-Shoup etryption are se-
cure within this LRO model. But OAEP and Kurosawa and Desmedt-PKE are
insecure.LRO consists of the random oracleRO and the leak oracleLO . There
are two kinds of queries, the hash query and the leak query. Té hash query is
issued to RO . RO responds with hash valuey; to query x;. Here the pair of
(X1, Y1) is memorized in the table of RO. The leak query is issued to theLO.
The leak signal is a trigger forLO which reveals the entire information of the
table. For this construction, MD FI' RO s indi erentiable from LRO . And, FDH
is still secure in the LRO model. However, OAEP is not one-way in theLRO
model.

The second example is the traceable random oracl&€ RO model. TRO con-
sists of RO and the trace oracleT O. There are two kinds of queries, the hash
query and the trace query. RO have the same behavior as one iLRO . The
trace query is issued toT O. When the trace query isy,, T O reveals the input
X2 corresponding toy, by accessing the table. When the trace query ig;, T O
reveals all inputs x; and X, that correspond to y;. When the trace query isy®°
and there is no input corresponding toy? in the table, this symbol is returned.
Then, MD FIL RO s indi erentiable from T RO. And, OAEP is secure in the
T RO model. However, RSA-KEM is not IND-CPA in the T RO model.

The nal example is the extension attack simulatable random oracle ERO
model. ERO consists ofRO and extension attack oracleEO. There are two kinds
of queries, the hash query and the extension attack queryRO have the same
behavior as one inLRO and T RO. The extension attack query is issued toEO.
When the query isx®and y;, EO concatenates queryx; with x° sends the result
to RO, and obtains y, from RO. RO memorizesx; concatenated with x° and
y» on RO's table. EO memorizes &%y1:y,) on the table, and returns y, as an
answer to the query. When the extension attack query isx®°and y°, EO returns
y®without calling RO sincey®is new. Then, MD F- RO is indi erentiable from
ERO. And, RSA-KEM is secure in the ERO model.

Relation around RO, MD FIL RO and these weakenedROs is as follow.

RO @MD R0 @ERO @T RO @LRO :

And,

RO & MD RO -ERO B TRO & LRO :



7.4  Summary

The indi erentiability is a useful concept for discussing the security of composed
cryptosystems as well as the UC framework. This theory gives negative result
on the original MD construction. However, practical protocols are provably -
cure even with the original MD . An approach to rescueMD is to prove that
by considering various leakingRO models. More preciously, we prove that the
original MD hashing is indi erentiable from the leaking RO, and the protocol
is secure within the leaking RO. The theory of indi erentiability ensures the
security of these protocols under the assumption of the FILRO compression
function.

8 CryptoVerif: A Computationally Sound Mechanized
Prover for Cryptographic Protocols

Speaker: Bruno Blanchet, University of Electro-Communications

Proving the security of cryptographic protocols are di cul t and error-prone.
So several provers for cryptographic protocols were provied. This talk intro-
duces a computationally sound mechanized prover, CryptoVif. Section 8.1
shows approaches to prove the security of cryptographic prtmcols. Section 8.2
overviews CryptoVerif. Experiment results of CryptoVerif are shown in Section
8.3. Section 8.4 summarizes the talk's main points.

8.1 Automatic Proof of Security

There are two security model for security protocols. One is he computational
model and the other is the formal model, called the Dolev-Yaanodel. In general,
proofs in the computational model are done manually. On the ¢ther hand, proofs
in the formal model can be done automatically. It is an important objective to
achieve the automatic provability under the realistic computational assumptions.

There are two approaches for the automatic proof of cryptogaphic protocols
in a computational model. One is the indirect approach. This approach is to
make a Dolev-Yao proof and use a theorem that shows the sounéss of the
Dolev-Yao approach with respect to the computational model The pioneers of
this approach are Abadi and Rogaway, and many researchers psued. The other
is the direct approach, that is, we design automatic tools fo proving protocols in
a computational model. This approach pioneered by Laud. Ths talk is focused
on the direct approach.

8.2 Overview of CryptoVerif

The basic idea of CyrptoVerif is same as in Shoup's method andellare and
Rogaway's method. The proof is sequence of games as follows.

{ The rst game is the real protocol.



{ One goes from one game to the next by syntactic transformatinos or by
applying the de nition of security of a cryptographic primi tive.

{ The last game is ideal, that is, the security property is obvious from the form
of the game.

Games are formalized in a process calculus adapted from the palculus showed
by Fig:12. The semantics is purely probabilistic. All processes run in polynomial
time.

Fig. 12. Syntax of the process calculus (game)

Game translations are based on observational equivalencesbnveen processes.
Two processesQp, Qi1 are observational equivalent, denotedQq Q1 when
the adversary has a negligible probability of distinguishing them. In the for-
mal de nition, the adversary is represented by an acceptabé evaluation context
C =[] CjQ QjC newChannet; C. Observational equivalence is an equivalence
relation and contextual, thatis Qp Q1 implies C[Qo] C[Q1] where C is any
acceptable evaluation context.

The basic proof technique is to transform a gameG, into an observational
equivalent game using following properties.

{ Observational equivalencesL R given as axioms and that come from
security assumptions on primitives. These equivalences arused inside a



context:
Gy C[L] CI[R] Gz

{ Syntactic transformations such as simpli cation, expansion of assignments.

We obtain a sequence of game&y, Gi ::: Gy which implies Go Gp.
If some equivalence or trace property holds with overwhelirmg probability in

Gm, then it also holds with overwhelming probability in Go. The followings are
more detail of game translations.

{ Syntactic transformations

Single assignment renaming: when a variable is assigned at\geral places,
rename it with a distinct name for each assignment. This trarslation is
not completely trivial because of array references.

Expansion of assignments: replacing a variable with its vale. This trans-
lation is not also completely trivial because of array refeences.

Move new: move restrictions downwards in the game as much asossible,
when there is no array reference to them.

{ Simpli cation and elimination of collisions: Terms are simpli ed according
to equalities that come from followings.

Assignments:let x = M in P implies that x = M in P.

Tests:if M = N then P implies that M = N in P.

De nitions of cryptographic primitives.

When a nd guarantees thatx]i] is de ned, equalities that hold at de -
nition of x also hold under the nd.

Elimination of collisions: if x is created bynewx : T, x[i] = X[j] implies
i = j, up to negligible probability when T is large.

8.3 Experiment Results

CryptoVerif tested to verify the security of the some protocols such as Otway-
Rees protocol that use shared-key encryption, Dnning-Saecprotocol that use
public-key encryption, and Needham-Schroeder shared-kegnd public-key proto-
col. To test on these protocols, shared-key encryption is iplemented as encrypt-
then-MAC, using IND-CPA encryption scheme and public-key encryption is as-
sumed to be IND-CCAZ2. In these settings, CryptoVerif verify secrecy of session
keys and correspondence properties.

In most case, CryptoVerif succeeds in proving the desired mperties when
they hold, and obviously it always fails to prove them when they do not hold.
However, there are a few cases in which the prover fails althgh the property
holds. Some public-key protocols need manual proofs. Runtie of CryptoVerif
is 7 mili-seconds to 35 seconds, and average is 5 seconds.



8.4 Summary

CryptoVerif is an automatic prover for the security of crypt ographic protocols.
The approach of CryptoVerif is to directly prove protocols in a computational
model. The proof by CryptoVerif is a sequence of games desbiéd by processes.
The basic proof technique is to translate games based on thebservational equiv-
alence.

CryptoVerif can verify the security of many protocols that u se a variety of
cryptographic primitives. Although there are a few cases inwhich the prover
fails although the property holds, CryptoVerif succeeds inproving the desired
properties and runs in a realistic time.

9 Protocol Composition Logic: Symbolic Model,
Computational Model, and Applications

Speaker: John Mitchell, Stanford University

Protocol Composition Logic (PCL) is a logic for proving secuity properties
of network protocols that use public and symmetric key cryptography. The logic
is designed around a process calculus with actions for posé protocol steps
including generating new random numbers, sending and receing messages, and
performing decryption and digital signature veri cation a ctions. The proof sys-
tem consists of axioms about individual protocol actions aml inference rules that
yield assertions about protocols composed of multiple step

One important aspect of PCL is that the analysis is performedonly con-
sidering the actions of honest parties in the protocol and tle soundness of the
logic permits to prove security properties of the protocol wnder the attack of
any adversary. PCL supports compositional reasoning aboutomplex security
protocols and has been applied to a number of industry standals including
SSL/TLS, IEEE 802.11i and Kerberos V5.

9.1 Motivation

Network security protocols are widely used in the real life ut they are usually
di cult to design and verify. Literature contains several p apers that permit to
prove security properties of a given protocol. In fact, theyhave discovered several
aws, like the ones in the Wired Equivalent Privacy (WEP) pro tocol as well
as in the SSL (proposed) standards, 802.11i wireless authgcation protocols
and other. Although we can consider many of these protocols ujte simple, if
compared with other systems, security protocols must satify desired properties
when an arbitrary number of sessions are executed and the atker may use
information obtained during a session to compromise other esssions.

The analysis of the correctness of a protocol can be perfornden several ways,
using tools like model checking, formal methods like Reactie Simulatability [3],
Universally Composable framework [10] and so on. If we anafe these formal



methods, we can note that they are focused on the adversary ahits capability
to violate the protocol.

The aim of the Protocol Composition Logic is to analyze the corectness
from the point of view of the protocol, describing and reasoing on the actions
performed by the honest participants of the protocol. In fad, the main goals of
the PCL is to combine the advantages of the BAN logic [11] (subk as to annotate
programs with assertions and to have high-level direct reasning with no explicit
reasoning about the adversary) with accepted protocols seantics, for example
the attacker controls the network and the protocol is descrbed by sets of roles
executed concurrently by principals.

So, consider the following Challenge-Response protocol:

A! B :Nax A
B! A :Ng;signg(Na;Ng;A)
Al B :signy(Ng;B)

In the rst message, Alice generates a nonceNa and sends it together with
her identity to Bob. Bob generates another nonceNg and sends it to Alice
together with his signature of his identity, his nonce and the nonce of Alice.
Finally, Alice replies with her signature of the nonce Ng chosen by Bob and
his identity. From the point of view of Alice, when she receives the message
Ng;signg (Na;Ng;A), she can suppose that such message has been generated
by Bob after he has received the messagl ;A sent by Alice. Similarly, Bob
can suppose that Alice has sent the messagegn, (Ng ; B) after having received
Ng;signg (Na;Ng;A). Moreover both Alice and Bob can be convinced that the
other participant is the expected one whenever the nonces archosen in a good
way and the encryption is secure.

9.2 Description of the Logic

In order to use the PCL to study a protocol, the rst thing to do is to rewrite the
protocol accordingly with the syntax of the Protocol Programming Language:
each protocol is a xes set ofroles written as a program; a thread is an instance
of a role being executed by a principal; a single participantcan execute multiple
threads.

Each role is de ned a sequence of actions: we have

the communication actions send m and receive m;

the pairing and unpairing actionsm := pair mg; m; and match m as mg; my;
the encryption and decryption actions m°:= enc m;k and m®:= dec m;k;
the signature and veri cation actions m°®:= sign m; k and m®:= verify m;k;
the nonce generationaction new m; and

the pattern matching action match m as m°.

Lot W et Wt W e W e W e}



This means that the Challenge-Response protocol should benitten as

Initcr ~ (A;B)[
new m;
send A;B;<m;A> ;
receive B; A;<n; signg (\r";m;n;A) >;
send A; B; signg(\i";n; B);
la

Initcr (B[
receive A;B;<m;A> ;
new n;
send B; A;<n; signg (\r";m;n;A) >;
receive A; B; sign, (\i";n;B);

Ie

Once the protocol is rewritten in the protocol programming language, it
is possible to study its properties using the protocol compsition logic. To do
this, the logic contains the standard connectors plus someofmulas that express
the knowledge, the honesty and the actions performed by sirlg agents of the
protocol. In particular, there are the following formulas:

{ Send(P;t): the principal P has performed an actionsendt;

Receive;t): the principal P has received the termt;

New(P;t): the principal P has generated the new ternt;

Verify( P;t): the principal P has veri ed the term t;

Decrypt(P;t): the principal P has decrypted the termt;

Honest(P): the principal P is honest, that is it has done exactly the actions

prescribed by its role;

{ Fresh(P;1): the value t, generated byP, is fresh, that is no one else has seen
any term containing t as subterm;

{ Contains(ty;t): the term t; containst, as a subterm;

{ Has(P;t): the principal P possesses information about. This is \possess'
in the limited sense of having either generated the data or reeived it in
clear or received it under encryption where the decryption ley is known.
The predicate Has can be used to model secrecy properties,rfexample, a
fact that the term t is a shared secret between threadX and Y is captured
by the logical formula 8Z:Has(Z;t) (Z = X _Z = Y) where is the
implication between formulas.

Lt Nt Nt W Woa

Moreover, there are modal formulas like [actions]p and temporal ordering
of actions a; < a,. The modal formula [actions]p represents the fact that,
starting from a state where is true, the execution of actionsactions in the
thread P leads to a state that satis es ; the temporal ordering a; < a, states
that both actions a; and a, happened anda, has occurred aftera; .

To prove security properties of useful protocols, the PCL ugs a proof system.
It contains several axioms, inference rules and provides énheorem that states the
correctness of formulas obtained from axioms by applicatin of inference rules.



The core concept of the proof system is thehonesty concept. In particular, a
principal P is honest in the run R whenever the actions ofX in R are precisely
the interleaving of initial segments of traces of a set of ras of the protocol.
Intuitively, this means that X does only what X is supposed to do. A proto-
col segment is a subsequence of honest party actions betwe@ausing states.
Examples of axioms are:

{ true [send m]p Send(P;m);
{ Honest(P) ~ Decrypt(Y;encx (m)) X =Y;
{ Honest(P) ™ Verify(Y;sigy (m))  Sign(X; sigy (m)).

One way to prove the correctness of a protocol is to prove invaants, that
is formulas that hold when threads are started and for each potocol segment,
if the invariant held at the beginning of the segment, then it holds at the end.
Please note that a segment is not necessary a single actionsually it contains
several actions where the rst one is areceive action and the last one is asend.

Once a formula is proven to be a theorem of PCL with respect to a protocol
Q, then by the soundness theorem is a valid formula that implies that  holds in
any step of any run of Q. This means that holds for any number of participants,
for each Dolev-Yao intruder and possibly for the computational model (CPCL).

The PCL supports also the protocol composition such as sequial composi-
tion of protocols or parallel composition. This means that it is possible to prove
the correctness of several protocols, each one independgnfrom the others, and
then combining results to state the correctness of composegrotocols.

9.3 The Computational Model

The Computational Protocol Composition Logic (CPCL) is very similar to the
PCL but considers the computational aspects of the protocd. In particular, the
adversary is now a probabilistic polynomial time attacker and probabilities and
computational complexity are explicitly used. This means that the semantics of
CPCL captures the idea that properties hold with high probability against PPT
attackers.

In the computational model, one important property that is ¢ onsidered about
a protocol is the secretive property: given a protocol, a nonces and a set of keys
K, the protocol is secretive if it overwhelmingly produces seretive traces, that
is the thread which generatess ensures thats is encrypted with a key k 2 K
in any message sent out and whenever a thread decrypts a meggawith a key
k 2 K and parses the decryption, it ensures that the results are reencrypted
with some keyk®2 K in any message sent out. This notion of secretive protocols
is stronger than indistinguishability: in fact, it is possible to prove that if the
protocol is secretive and the nonce generator and the key hdérs are honest,
then the key generated from the nonce satis es indistinguibability.

The CPCL logic is essentially the same of the PCL one. The mairdi erence
is on the axioms used into the proof system:

{ Good(X;a;s;K), if ais of an atomic type di erent from nonce or key



New(Y;n)*"n6& s Good(X;n;s;K)

[receive m;]x Good(X;m;s;K )

Good(X;m;s;K ) [a]lx Good(X;m;s;K ) for all actions a

Good(X;m;s;K ) [match m as m%]x Good(X;m?%s;K)

Good(X;mo;s;K) ™ Good(X;m;s;K) [m = mg:mi]x Good(X;m;s;K)
Good(X; m;s; K ) [match m asmg:my;Jx Good(X;myo;s;K)*Good(X;my;s;K)
Good(X;m;s;K ) _k 2 K [m%:= symenan;k;]x Good(X;m?s;K)
Good(X;m;s;K )~ k 2 K [m%:= symdean; k;]x Good(X;m;s;K )

latn Rt W e W W W W W

With these axioms, the proof of the correctness of a protocols performed
in the same way of the PCL, proving invariants or deducing the \goodness"
of messages exchanged during a protocol run. In particularwe prove that a
protocol is secretive if it is possible to prove that each mesage sent out satis es
the Good formula, provided that the nonce generator is honesand that no key
k 2 K is leaked by protocol participants.

9.4 Summary

Protocol Composition Logic (PCL) and Computational Protoc ol Composition
Logic (CPCL) are two logics for proving security properties of network protocols
that use public and symmetric key cryptography. Both logicsare designed around
a process calculus with actions for possible protocol stemaich as generating new
random numbers, exchanging of messages, and cryptographaperations. The
proof system consists of axioms about individual protocol ations and inference
rules that yield assertions about protocols composed of mtiple steps.

Both logics provide soundness results and permit to analyzeomplex pro-
tocols in a compositional way, reducing the overall e ort since it is possible to
reuse results from previous proofs.

10 On the Use of Probabilistic Automata for Security
Proofs (Part 1)

Speaker: Roberto Segala, University of Verona

Summary

In this talk, Segala devoted the rst half to introduce Proba bilistic I/O Au-
tomata and some interesting properties. He used it for the seurity proof of the
cryptographic protocol. His technique is based on the hierechical composition
veri cation. In this technique, we make the protocol security properties simpler
or smaller, we prove that the smaller protocol is correct, al we show that there
is polynomially accurate simulation from the simpler protocol to the one we want
to prove. In the second half of Part 1, he gave a case study. Hesed the technique
to prove the security of Oblivious Transfer proposed by Even Goldreich, and
Lample [12]. The detail of the proof is appeared in [13].



10.1 Probabilistic I/0 Automata

Probabilistic Automata is de ned by
PA=(Q;t;E;H;D)

whereQ is the set of states,qp 2 Q is the initial state, E is the set of the external
actions, H is the set of the internal actions, andD Q (E[ H)[ Disc(Q) is
the set of the transition relations. Segala de nedDisc(Q) as the set of discrete
probability measure on Q. He gave an example of probabilistic automata, that
is illustrated in Fig. 13.

Fig. 13. Probabilistic Automata

Segala de ned anexecution fragment = spa;s;::: of P A which is a sequence
of states and actions, such that for anyi, (si;aj+1; i+1 2 D with 41 (Sj+1) > 0.
He also de ned the sequencesys;s;::: as a trace.

Next, he discussed about the composition of two probabilist automata. Let
A1 = (Q1;;E1;H1; D) and Ay = (Q2;;Ez;H2; D, be two probabilistic
automata. The composition result AjjjA, is (Q1  Q2;(th;);E1 [ E2;H1 [
H,; D) where

D="f(q;a 1 2jCi(@);a; i)2Djifa2Ei[ Hi; i = ( i(a) otherwiseg:

Segala presented an example of the composition of probalstic automata that
is shown in Fig. 14.

Segala also de ned the projection, which is the inversion othe composition.
Let the execution fragment  of probabilistic automata A1jjA » be

(%; So)d(ah; s1)ch(as; s1)co ee (Gk; S3):

The projection of on A1, 1( )is gpdgpchgzco ee gs. On the other hand, the
projection on Ay, »( ), is spds;co ee Sz.

As the last part of the rst half of the lecture, Segala de ned the forward
simulations of two probabilistic automata. According to [14], the simulation from
a PA A; to PA A, is arelation R from Q; to Q» such that

{ aR®p



Fig. 14. The Composition of Probabilistic Automata

{ for each pair (g;si) 2R, if(g;a; 1) 2 Dy, then there exists (5;;a; 2) 2 D,
such that 1L(R) ».

Segala de ned the lifting L(R) of a relation R. L(R) is a relation from
Disc(Q1) to Disc(Qz) suchthat 1 L(R) » ifand only if there exists a weighting
function w: Q; Q2! [0;1] such that

{ p(a;q) > 0impliesa R @
{ p oWk = 2
{ wlm k)= 1(d)

If the relation R exists, we say thatA; is simulated by A, or A; A ».

10.2 Oblivious Transfer (OT)

To describe the OT problem, we refer to [13]. According to ths paper, two
input bits ( x(0);x(1)) are submitted to a transmitter and a single input bit i
to a receiver. The expectation of the protocol is that the re®iver is able to tell
x(i) without knowing which is the bit x(1 i). Moreover, we do not want the
transmitter to know 1.

The protocol proposed by Even, Goldreich, and Lampel [12] isllustrated in
Fig. 15. Please note thatf is a random trap-door permutation selected by the
transmitter and B is a hardcore-predicate forf .

To prove the correctness of the protocol using probabilistt automata, Segala
introduced six PA's systems de ned byA 1, Az, Az, A4, As, As. Ap represents the
real system which is the composition of two automata represating the protocol
parties and an automaton representing an adversarial commuication service.
In this case, the adversary has access to all messages sentidg execution of
protocol. Ag represents the ideal system which is the composition of an &al
oblivious transfer functionality automaton specifying th e allowed input/output



Fig. 15. The Protocol for Oblivious Transfer

behavior for oblivious transfer, and a simulator automaton interacting with the
functionality and trying to mimic the behavior of the real sy stem. The other
systemsA,, Az, A4, As are the intermediate systems, which are used to obtain
an easier proof.

The security of the ideal systemAg is not a dicult task to be proved.
In this work, Segala showed thatA;1 o Ay o Az neq;pt As o As o
Ag. We can infer that A1 neqpt As Which means that the real system can
be simulated by the ideal system, and the simulation resultcomputationally.
The word computationally means that the real and the ideal system cannot be
distinguished by a polynomial-time-bounded observer.

11 On the Use of Probabilistic Automata for Security
Proofs (Part 2)

Speaker: Roberto Segala, University of Verona

Summary

In the rst part, Segala gave the foundation of probabilistic automata, and one
case study on the oblivious transfer protocol. On the secongbart, he gave two
more case studies. The rstone is the correctness proof of nssage authentication
protocol proposed by Bellare and Rogaway [15], and the secdrtase study is the
improvement of the work by Cortier and Warinschi [16] on Dolev-Yao soundness.



Ra

[b:a:Ra:Rg s

[a:RB ]s

Fig.16. MAP1 Protocol

11.1 Agent Authentication

Let all players belong to a group A which all members of the group share a
secret codes and a pseudorandom function. The event that a playerA 2 A

wants to prove its identity with player B is called asagent authentication and

the message for agent authentication is called as a messagetlentication code

(MAC). The protocol is proposed by Bellare and Rogaway [15],and is called
MAP1. We illustrate MAP1 in Fig. 16. Note that A and B are descriptions of
the identity of A and B, respectively, and Ra; Rg are nonces generated byA

and B, respectively.

In the paper proving the correctness of this protocol [14], athors refer to the
approximate simulations. Approximate simulation is a simulation that permits
some error" to occur. To de ne it formally, we refer to lifting function L(R)
de ned in the rst part of this report. Here, Segala de ned L(R;"):

1. if"> 1,then 4 L(R;") y.
2.if" 2 [0;1], then x L(R;")  if there exist 2; 292 Disc(X) and 9; 9°2
Disc(Y) such that
{ o=@ Mg+ 8
{ y=@ " y+" Nand
{ 2L(R) ¢

For instance, let we havep(k) noncesny; :::; npy Whenp(k) is any polynomial
of k, then Pr[n; = n;ji 6 j] < k ° in the situation that we choose nonces
randomly. This make the automata system using randomly-ch@en nonces and
ideally-chosen nonces di er by the probability k €= " on each step. The upper
bound of the error is p(k)" = p(k)k ¢ for the polynomial-bounded probabilistic
automata.

Similar to the correctness proof of oblivious transfer in Pat 1, they prove
the correctness of the protocol using the hierarchical comgsitional veri cation.
In this case study, there are three layers illustrated in Fig 17. Note that NG® is
a randomly-chosen nonce generatofNG' is an ideal nonce generatorRAdv' is
an adversary controlled by a generic probabilistic polynonial time algorithm f,
GAdv is a nondeterministic automaton that is permitted to perform any action
except for casting new message authentication codes withdwbtaining them
from the agents, andA; are players in message authentication protocol.



Fig.17. The three layers used for proof of MAP1 using PA

11.2 Dolev-Yao Soundness

In the last part of the lecture, Segala referred to the paper pblished by Cortier
and Warinschi [16] on computational soundness. It is the tak to bridge the
symbolic proof in Dolev-Yao model and the computational mockl. In this work,
Cortier and Warinschi have contributed on the soundness of potocols that use
signatures and asymmetric encryption.

Segala referred to the protocol syntax and the execution moels de ned in
the paper. He used the probabilistic automata and includingrandom bits with
a probabilistic measure in the proof. This makes the proof inthe crucial part
easier. The hierarchical compositional veri cation, that is applied to oblivious
transfer and agent authentication, is also applied in this @ase.
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