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Overview

 Indifferentiabllity is useful for Random
Oracle methodology and the design and
security analysis of hash functions.

« Coron proved that Merkle-Damgard (MD)
hashing is not indifferentiable from RO.

llhere exisis a protecollsecure nrne RO model

PUTIRSECUE i KOS Instantiated 1y VD hzash

 How to rescue MD hashing

— Approach 1 : using modified MD hashings
— Approach 2 : using leaking /RO models
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Indifferentiability framework

e General : by Maurer (TCC’04),
for hash : by Coron (CRYPTO’05)

o If primitive ‘U is indifferentiable from "V
(‘U = V) and cryptosystem C('V) is secure,
then ((‘U) is also secure.

Canpt= Cauly™

) > C(V)




Def. of indifferentiability for hash

building hash  +  ideal
block constructlon: primitive S|mulator

(DUN) : (prlv) pub)
vdistingIJisher v

D

| Pr[D(FH,G) = 1] -Pr[D(F.S) =1] | <negl. iff HICF
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Application to hash construction

lterated hash function H9
— Compression function g & domain extension H
— MD hashing is the most popular one.

Iff H9 C RO,

for ¥V cryptosystem C, the security of C(H9) is
obtained from the security of C(RO).

g
o 0 ROG=> Ty )
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Impossibility of Instantiation

Random Oracle methodology does not hold.

For any g (program) HJ9 ¢ ‘RO

3(C s.1.
Ho [ RO<G= C(HY) » C(RO)

[IMRHO4] Maurer, Renner, Holenstein, “Indifferentiability,
Impossibility Results on Reductions, and Applications to
the Random Oracle Methodology”, TCC 2004 6/42



(Original) Merkle-Damgard hashing MD"

‘I\/I =(my, ..., m|)‘

nIl an2 ..... rri,

vV—| h |—| h [—¢e—]| h |—MDM)

compression
function

o adopted by MD5, SHA-1, SHA-256...
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Coron’s work (CRYPTQO’05)

* Negative result
- MDFILRO Z RO [FILRO : fixed input-length RO |

— Due to extension attack

* Positive result
— MDFILRO = RO rh'/Tb : modified MD hashing

— Prefix MD, Chopped MD...

iescuertsingimoeciieatviiDNiasnings
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Extension attack

RO(M)IS
INCGERENGERLIY,
CROSEN fromiy,
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Rationale of the Correctness by D
M,=(m,, ...,m_)

ml m2 ooooo m|

| | | B

W Y, =

v—| h |—| h |—¢++—| h |—MD"M,)

compression
function M ,=M,|| m,

« RO(M,) Is independently chosen from ..
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How to resist extension attack(1/2)
IV M,

RO
A o
M. <M
y;, M Y1 1: Vi M
y V3| M, . |V|2- Y3 ,
v v * v v

* Prefix-free MD: M

Prefix-free padding makes sure that no M, and M, can
satisfy Pad(M,)=Pad(M,)||m.
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How to resist extension attack(2/2)
1V, M,

“TRERNGR Q @ .
< vV, M; M D
RO 2| L :

A

Y1 IMlE
Yaf M, .

e Chopped MD

y, IS obtained by chopping r, of FILRO(IV||M,). D
has to guess the value r;.
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Our Concern

C(H9) > (('RO)
for VC

C s.t.
C(MD9)# ((RO)

HI [ RO<E—>

M DS ¢RO<:>

Is (original) MD construction dead ?
Answer: It Is still alive !!

13/42



Our approaches

* Approach using modified MD hashings
(approach 1) cannot rescue original MD.

* \We will show other two approaches
— using leaking RO models (approach 2)

— using indifferentiability with conditions
(approach 3)
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Approach 2
(fOr M DFlLRO)

See the detalls
iIn [NYWO 09a]}
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Strategy for approach 2

g |E2king RO medel
1. find an ideal primitive ‘RO

from which MDFILRO js indifferentiable.

2. prave that cryptosystem ('is secure in the
RO model.
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FIL

y,||m
Yo

Y3

v

M,

5 M

v

How to find Z?O

®Q B

Y3

D

y4||m

- ‘RO has to send information so that
simulator can simulate y, s.t. y, = V..
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Leaky random oracle model [YMOOQS8]

« a weakened RO model to analyze the
security against leakage of the hash list

e Security in LROM

— secure: majority of signatures,
Cramer-Shoup-PKE etc [DRS09]

— Insecure: OAEP, KurosawaDesmedt-PKE
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Def. of leaky random oracle model

hash query / LRO \ leak query

X1

Y1
X5
Yo
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Intuition of MDFILRO [C LRO

(le Y1)
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FDH is secure in ‘RO model

 FDH Is a signature scheme which is EF-
CMA secure inthe RO model.

P |V
> | oD

|
= | =
- I

| o |
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FDH is still secure in LRO model

e FDH is EF-CMA secure in the L7R0 model.

— Intuition:
(m, H(m)) is not secret information for adv.

I'can also
compuite H(om)!

— Thus, leak query gives no advantage to adv. 54



Security of OAEP in RO model

 OAEP iIs a padding scheme for PKEs,
which is IND-CCA in the /RO model.

Enc. input m«{0"
Output Y

[]
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Insecurity of OAEP in LRO model

« OAEP is not one-way in the L’RO model.

PK, y*

PN

N RN

—

L
>

Step 1. compute y’=1(s; || r; @ H(s;))
and find a pair (s*, r*) s.t.

' =y*) A ([s" @ G(I")],, = 01).
Step 2. compute m* = [s* & G(r*)]".

This procedure iIs the same as

the simulation of the decryp-
tion oracle in the RO model.
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Traceable random oracle model

- RO model reveals much information.
— OAEP Is insecure.

Traceable random oracle (7’RO) model

Revealing less information than LRO

— OAEP becomes secure. (IND-CCA)
— MDFILRO is indifferentiable.
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Def. of traceable random oracle model

hash query / \ trace query
" TRO :
y 2,
< 1
— 5D
) Yo —
X, y'
> (X, ) N
< i (X2, o) g
9(3’ Y1)

o

/
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Intuition of MDFILRO [ TRQO
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OAEP is secure in T’RO model

 Influence of trace query
— adv. obtains some information about plaintext.
— trace guery may strengthen power of CCA.

e Suc. prob. to reduce (t',&)-pd OWP

= 2 ++ap + 2
- ROmodel : ¢ = — (5 - 2maap e 20

RH
1 - 2 edan + qRrc 2
TROmode . -z 3T
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Does ‘T0 strengthen power of CCA?

RO model TRO model

e No.

- 70O does not update the hash lists of H and G
regardless of trace query used.

— The number of valid ciphertexts is not
increased by T0.
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Relation between LRO and TRO

. TRO © LRO EI

_ trace query ¢
|nputS : tl’ace quer
: Inputs

D
described only
public channel

- LRO % TRO
— OAEP Is evidence.
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Insecurity of RSA-KEM in T’RO model

« RSA-KEM is not IND-CPA in the 77RO model.

Enc. PK:n,e SK:d
I —x Zn
» The ciphertext ¢ = r® mod n, the key K = H(r).

PK
|

ﬁ< = m K* (Fo» Ko)
y X
LG K@Y —— N
=3
X=1 1
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Extension attack simulatable
random oracle model

. TRO model still reveals information.
— RSA-KEM Is Insecure.

e Extension attack simulatable random
oracle (2R0O) model

— RSA-KEM becomes secure. (IND-CCA)
— also, MDFILRO js indifferentiable.
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Def. of extension attack simulatable
random oracle model
extension attack

hash query/ ERO \ guery

X1
Y1

<

(X1, Y1)
(X1X's ¥)
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Intuition of MDFILRO [ EFRO

(M)

See the Proof in
[NYWO09a]
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Security of RSA-KEM in 2RO model

- EO gives no advantage.
b=0 :b=1

) (X', K*) § ) (X', K*)
TRO v, : TR 7/
(o, Ko) E (ro, Ko) X', K*,y')
(rollX’, y) .

Viand y-arelindistinguisihanie

URLING OIfTG|[XA1S RBSEM ter K0
aSHVIROIRIVIZ
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Relation between 7RO and ERO

. FRO & TRO

(X, y)

. y'
‘T described only
public channel

. TRO ¥ ERO
— RSA-KEM is evidence.
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Relation between ERO and RO

- RO C ERO
—trivial. (RO = (RO, E0))

- FRO ¥ RO

— Prefix MAC is secure in the ‘RO model, but
insecure in the Z7R0O model.

K M,y K’
- _ ) r 2
y = H(K[IM) \Zﬂ > IB y 2 H(K'|[M)
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Insecurity of Prefix MAC in RO model

e Prefix MAC iIs not EF-KMA secure In the
FRO model.

M, y* (= H(K]|M*))

|

" T (KIIM*, y*)
i ——yL (K[M*{Im, ')
)

(M*[|m, y’)

38/42



Conclusion (app. 2 for MD)

* Relations among models

RO ';1 MDFILRO C ERO ';1 TRO ; LRO

o Securities of cryptosystems in leaking ‘RO

models.
LRO TRO RO RO
FDH secure secure secure secure
OAEP Insecure secure secure secure
RSA-KEM Insecure Insecure secure secure

Prefix MAC

Insecure

Insecure

Insecure

sSecure
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Conclusion (1)

 Indifferentiabllity is a useful concept for
discussing the security of composed crypto
systems as well as the UC framework.

e This theory gives a negative result on the
Random Oracle methodology. (No program
can instantiate RO indifferentiably.)

e This theory also gives a negative result on
the original Merkle-Damgard construction.

These are the negative results of I.D. theory.
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Conclusion (2)

e Practical protocols (FDH, OAEP, RSA-
KEM) are provably secure even with the
original MD.

 Approaches: Prove that by considering
various leaking Random Oracle Models

1.the original MD Hashing Is indifferentiable
from the leaking RO, and
2.the protocol is secure within the leaking RO.

 The Theory of Indifferentiability ensures the
security of these protocols under the
assumption of the FILRO compression
function. 41/42



Papers related to this talk

INYWOO09a] Naito, Yoneyama, Wang, Ohta, “How to
Prove the Security of Practical Cryptosystems with
Merkle-Damgard Hashing by Adopting
Indifferentiability”, ePrint 2009/040

[YMOO8] Yoneyama, Miyagawa, Ohta, “Leaky
Random Oracle”, ProvSec 2008

[MRHO4] Maurer, Renner, Holenstein,
“Indifferentiability, Impossibility Results on
Reductions, and Applications to the Random Oracle
Methodology”, TCC 2004

[CDMPO5] Coron, Dodis, Malinaud, Puniya, “Merkle-
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Function”, CRYPTO 2005
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