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Spring Working Meeting

• Venue: Indian 
Statistical Institute, 
Kolkata

• Time: April 13-15, 
2009

Participants:
• Two Members of 

Japan-team 
• Four Members of 

Indian-team  



3

Agenda of the Meeting

• Main Goal: “Technical Discussions on Future 
Joint Research Activities and Regarding the 2009 
Visits of India-team Members to Tokyo”

• Lectures on Certain Topic Candidates for joint 
Research Activities Related to Crypto&Coding

• Short Technical Talks
• Round-table Discussions
• Establishing Program of the Visit and Research 

Directions for Indian-team Members Visits to 
Japan
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Lecture I

Towards Low Complexity and Highly Secure 
Cryptographic Primitives Which Involve 
Pure Randomness and Dedicated Coding
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On Algebraic Representation and Security 
Evaluation of Certain Stream Ciphers 

which Involve Randomness  

Miodrag Mihaljevic

Research Center for Information Security, 
National Institute of Advanced Industrial Science and Technology

Spring Working Meeting of Japan-India Project
Kolkata, April 13, 2009
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Roadmap

• Introduction  
• Certain Stream Ciphers Based on Randomness 
• Dedicated Wire-Tap Channel Coding
• Algebraic Representation of Encryption  
• Security Evaluation
• Concluding Remarks



7

I. Introduction

previous art  
and 

motivation for the work
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Recent Novel Designs
• Different variants of 

Stream Ciphers based on 
dedicated encoding and 
pure randomness: 

• Generic Framework
• Stream Ciphers based on 

Channel with Insertion 
and Complementing

• Stream Ciphers based on 
Wire-Tap Channel 
Coding

• Low Complexity 
Authentication Protocols 
based on dummy and 
effective bits 

• Above novel designs 
originate from the HB 
class of authentication 
protocols
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Very Recent References (1)
• [1] M. Mihaljevic and H. Imai, “An Approach for Stream 

Ciphers Design Based on Joint Computing over Random 
and Secret Data”, COMPUTING, accepted for publication, 
2009. (Impact Factor: 0.949) 

• [2] M. Mihaljevic, “A Framework for Stream Ciphers 
Based on Pseudorandomness, Randomness and Error- 
Correcting Coding”, in Enhancing Crypto-Primitives with 
Techniques from Coding Theory, Editors B. Preneel and S. 
Dodunekov,  Vol. in  the Series Information and 
Communication Security, IOS Press, Amsterdam, 23 pages, to 
appear 2009.  

• [3] M. Mihaljevic and H. Imai, “A Stream Cipher Design 
Based on Embedding of Random Bits”, IEEE 2008 Int. 
Symp. on Inform. Theory and its Appl. - ISITA2008, Auckland, 
New Zealand, Dec. 7-10, 2008, Proceedings, pp. 1497-1502. 
(ISBN: 978-1-4244-2069-8; copyright2008 IEEE)
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Very Recent References (2)
• [4] M. Mihaljevic and H. Imai, “A Stream Ciphering 

Approach Based on the Wire-Tap Channel Coding”, 8th 
Central European Conference on Cryptography - CECC 
2008, Graz, Austria, July 2-4, 2008, Conference Records, 
pp. 16-18. 

• [5] M. Mihaljevic, “A Framework for Stream Ciphers 
Based on Pseudorandomness, Randomness and Error- 
Correcting Coding”, Invited Talk at NATO Advanced 
Research Workshop "Enhancing Crypto-Primitives with 
Techniques from Coding Theory", 6 - 9 October 2008. 

• [6] M. Mihaljevic, H. Watanabe and H. Imai, “A Cellular 
Automata Based HB#-like Low Complexity 
Authentication Technique”, IEEE 2008 Int. Symp. on 
Inform. Theory and its Appl. - ISITA2008, Auckland, New 
Zealand, Dec. 7-10, 2008, Proceedings, pp. 1355-1360. 
(ISBN: 978-1-4244-2069-8;  copyright2008 IEEE)
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Some Earlier Results on Crypto&Coding 
(there is a number of other results achieved in the period 2005-2008)

• [7] M. Mihaljevic, M. Fossorier and H. Imai, “Key Management 
with Minimized Secret Storage Employing an Erasure 
Channel Approach”, IEEE Communications Letters, vol. 9, pp. 
741-743, Aug. 2005. (Impact Factor: 0.922) 

• [8] M. Fossorier,  M. Mihaljevic, H. Imai, Y. Cui and K. 
Matsuura, “An Algorithm for Solving the LPN Problem and its 
Application to Security Evaluation of the HB Protocols for 
RFID Authentication”, Lecture Notes in Computer Science, vol. 
4329, pp. 48-62, Dec. 2006. (Impact Factor: ~ 0.5) 

• [9] M. Mihaljevic, “Generic framework for secure Yuen 2000 
quantum-encryption employing the wire-tap channel 
approach”, Physical Review A, vol. 75, no. 5, pp. 052334-1-5, 
May 2007. (Impact Factor: ~ 3.0) 

• [10] M. Fossorier, M. Mihaljevic and H. Imai,  “Modeling Block 
Encoding Approaches for Fast Correlation Attack”, IEEE 
Transactions on Information Theory, vol. 53, no. 12, pp. 4728- 
4737, Dec. 2007.  (Impact Factor: 2.183)
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Some Previous Results on 
Randomized Encryption

• [11] R. Rivest and T. Sherman, “Randomized 
Encryption Techniques”, Advances in 
Cryptology: Proceedings of CRYPTO '82, 
Plemum, New Yourk, pp. 145-163, 1983. 

• [12] N.J.A. Sloane, “Error-correcting codes and 
Cryptography”, Cryptologia, vol. 6, pp. 128-153,  
1982. 

• [13] O. Kara and I. Erguler,  “A New Approach 
to Keystream Based Cryptosystems”, SASC 
2008, Workshop Record, pp. 205-221, Feb.
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Motivation for the Work

• Establishing 
algebraic model of 
certain stream 
ciphers which 
involve randomness  
and dedicated 
homophonic 
encoding. 

• Security evaluation 
of the established 
algebraic model.   
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II. Certain Stream Ciphers 
Based on Randomness

-a generic scheme 
-a scheme based on simple embedding: 

Stream Cipher I
-a wire-tap channel coding based scheme: 

Stream Cipher II
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III. Dedicated Wire-Tap 
Channel Coding

Coding Method and 
Selection of the Code
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Coding 
Method 

(1)
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Coding 
Method 

(2)
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Selection of the Code
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IV. Algebraic Representation 
of the Encryption
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Stream Cipher I: Encryption Algorithm
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Stream Cipher I: Decryption Algorithm
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Stream Cipher II: Encryption Algorithm
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Stream Cipher II: Decryption Algorithm
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Unified Algebraic Model

for Stream Ciphers I & II
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V. Security Evaluation

LPN Problem Based Security



32

Indistinguishability
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LPN Problem
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LPN Problem and the Indistinguishability
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Algebraic Model of Stream Cipher II under Chosen Plaintext Attack



37

A Statement on Stream Cipher II Security
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VI. Concluding Notes
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Main Messages of This Talk

• The talk has pointed 
out the underlying 
algebraic structure of 
certain stream ciphers 
which involve 
randomness and 
dedicated homophonic 
encoding. 

• The algebraic model 
of the considered 
stream ciphers imply 
that the security 
originates from the 
hardness of the LPN 
problem. 
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Thank You Very Much for the 
Attention,

and 
QUESTIONS Please!
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