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                                                           PREFACE 
 
 
This document is a record of the second joint workshop of the following three Japan-
India projects:  
 

• "Analysis of Cryptographic Algorithms and Evaluation on Enhancing 
Network Security Based on Mathematical Science" leaded by Bimal Roy, 
Professor, Applied Statistics Unit, Indian Statistical Institute   and Kouichi 
SAKURAI, Professor, Computer Science and Comm. Engineer, Kyushu 
University;  

• "Security Proofs and Multidisciplinary Evaluation for Dynamic Hierarchical  
Key Assignment Schemes" leaded by  Kanta MATSUURA, Associate Professor, 
Institute of Industrial Science,  University of Tokyo  and Anish Mathuria, 
Professor, Dhirubhai Ambani Institute of ICT; 

• "Security Evaluation and Design of Components and Cryptographic 
Primitives for RFID and Sensor Networks" leaded by  Hajime WATANABE, 
Professor, Research Center for Information Security, National Institute of 
Advanced Industrial Science and Technology and Sugata Gangopadhyay, 
Assistant Professor, Department of Mathematics,  Indian Institute of Technology 
Roorkee.   

 
The projects are parts of the Strategic Japanese-Indian Cooperative Programme on  
“Multidisciplinary Research Field, which combines Information and Communications 
Technology with Other Fields (Multidisciplinary ICT)” sponsored by Japan Science and 
Technology Agency (“JST”) and Department of Science and Technology (“DST”) of the 
Government of India for the three years period 2009-2011. The aim of the programme is 
to strengthen the collaboration between Japan and India within the field of 
“Multidisciplinary ICT” to achieve world-class scientific results, leading towards new 
innovative technologies  
 
The three projects are dedicated to research activities within a hot topic of establishing 
trustful and secure information society based on information-communication 
technologies which is one of the international priorities as well as of Japan and India.     
Additional information on the projects is available at:  
 

http://www.rcis.aist.go.jp/project/JST-DST/index-en.html and  
http://itslab.csce.kyushu-u.ac.jp/JIP/en/index.html ;  

  
The first joint workshop was in New Delhi, India, on December 12, 2009. The second 
workshop held in Tokyo on July 08, 2010, was a forum for further exchange of the 
research ideas and results, fruitful research discussions, as well as stimulation for further 
joint research activities between the institutions in India and Japan.    



  



Program 
2010 Japan-Indo Joint Workshop on Cryptology and Related Areas 

July 8, 2010, At AIST Akihabara Site, Tokyo Japan, Sponsored by JST and DST 
 
10:00 - 10:30 Opening 
10:30 - 12:00 Session 1:  

Analysis of Cryptographic Algorithms and Evaluation on Enhancing Network Security Based 
on Mathematical Science 

1. Information Theoretic Discussions on Perfectly Secure Multi-use Multi-secret 
Sharing Scheme, Avishek Adhikari (Univ. of Calcutta)  

2. Improved Subset Difference Method based on Ternary Tree, Kazuhide Fukushima (KDDI 
Labs)  

3. On Deployment of Sensors, Bimal Roy (ISI, Kolkata)  
4. Non-committing Encryption Scheme Based on DDH Assumption, Takashi Nishide 

(Kyushu Univ.)  
12:00 - 13:00 Lunch 
13:00 - 14:30 Session 2:  

Security Proofs and Multidisciplinary Evaluation for Dynamic Hierarchical Key Assignment 
Schemes 

1. A Framework for Choosing Security Modules, Kanta Matsuura (Univ. of Tokyo)  
2. Nominative Signatures, Jacob Schuldt (Univ. of Tokyo)  
3. On the Security Proof of Wu-Wei Hierarchical Key Assignment Scheme, Murali Medisetty 

(DA-IICT)  
14:30 - 15:00 Coffee Break 
15:00 - 16:30 Session 3:  

Security Evaluation and Design of Components and Cryptographic Primitives for RFID and 
Sensor Networks 

1. A Generic Weakness of the k-normal Boolean Functions Exposed to Dedicated Algebraic 
Attack, Miodrag Mihaljevic (AIST), Goutam Paul (Jadavpur Univ.) and Sugata 
Gangopadhyay (IIT Roorkee)  

2. RFID Authentication Using Quasi-Dyadic Fix Domain Shrinking, Yang. Cui (AIST)  
3. Computationally Secure Communication in the Wire-tap Scenario, Kirill Morozov (AIST)  
4. A Low Complexity Encryption Technique Based on Joint Employment of 

Pseudorandomness, Randomness and Coding, Miodrag Mihaljevic (AIST)  
16:30 - 17:00 Coffee Break 
17:00 - 18:00 Round Table Discussion and Closing 



Information theoretic discussions on perfectly secure

multi-use multi-secret sharing scheme

Avishek Adhikari

Research Team Members :

Partha Sarathi Roy, Angsuman Das

Department of Pure Mathematics

University of Calcutta, Kolkata, India.
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Introduction to Secret Sharing

What is secret sharing?

Formally, a secret sharing scheme for

general access structure is a method of

sharing a secret K among a finite set of

participants P = {P1, P2, . . . , Pn} in such

a way that

1 if the participants in A ⊆ P are

qualified to know the secret, then by

pooling together their partial

information, they can reconstruct the

secret K ,

2 any set B ⊂ P which is not qualified

to know K , cannot reconstruct the

secret K .
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Introduction to Secret Sharing

Shamir’s (k , n)-Secret Sharing Scheme

It takes two points to define a

straight line, three points to fully

define a quadratic, four points to

define a cubic, and so on.

One can fit a unique polynomial of

degree (t − 1) to any set of t

points that lie on the polynomial.
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Introduction to Secret Sharing

Shamir’s Sharing Scheme
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Some Issues related to Secret Sharing

Multi-Secret Sharing Scheme
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Some Issues related to Secret Sharing

Multi-Secret Sharing Scheme with one share
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Some Issues related to Secret Sharing

Multi-Secret Sharing Scheme
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Some Issues related to Secret Sharing

Issues to be discussed

Multiple secrets.

Re-usability of the same shares.

Renewable of the secrets, participants.

Verifiable.

Size of the Shares.
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Multi-use Multi-Secret Sharing Scheme

Multi-use Multi-Secret Sharing Scheme
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Multi-use Multi-Secret Sharing Scheme

Information Theoretical Discussions: The Model

In this talk, an information theoretical framework for perfectly

secure multi-use multi-secret sharing schemes, in which each

participant has to carry only one share, is build.

In this model the shares carried by each participant is

independent of the secrets.

Qualified set of participants can reconstruct the corresponding

secret with the knowledge of pseudo shares which are generated

from shares with the help of some public entities that depend on

the secrets and qualified set of participants.

a k -tuple of secrets (s1, s2, . . . , sk ) ∈ S1 × S2 × . . .× Sk are

shared in k -tuple of access structures Γs1
× Γs2

× . . .× Γsk
on P in

such a way that, for each i = 1, 2, . . . , k , the access structure

Γsi
= {Asi

1
,Asi

2
, . . . ,Asi

li
}, where Asi

q = {P
iq

1
, P

iq

2
, . . . , P

iq
miq

}⊆{P1, P2,

. . . , Pn} and q = 1, 2, . . . , li , is the collection of the set of all

subsets of P that can recover the secret si ∈ Si , where

i = 1, 2. . . . , k .
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Multi-use Multi-Secret Sharing Scheme

Information Theoretical Discussions: The Notations

A boldface capital letter, say X, denotes a random variable that

takes values on a set, denoted by the corresponding capital letter

X according to some probability distribution {PrX(x)}
x∈X

.

The values that a random variable can take are denoted by the

corresponding lower-case letter.

Given a random variable X, let H(X) denote the Shannon entropy

of {PrX(x)}
x∈X

.

Let d be an arbitrary positive integer and let X1, . . . , Xd be d

random variables taking values on the sets X1, . . . , Xd ,

respectively. For any subset V = {i1, . . . , iV} ⊆ {1, . . . , d}, we

denote with XV , the set Xi1
× . . .× XiV

.
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Multi-use Multi-Secret Sharing Scheme

Information Theoretical Discussions: The Notations

U
P

iq

b

denotes the set of all possible pseudo shares of the

participant P
iq

b
∈ Asi

q corresponding to the q-th qualified set of the

i-th secret

UAs
i

q

denotes the Cartesian product U
P

iq

1

× . . .× U
P

iq

m
iq

.

Note that as pseudo share depends on share as well as the

access structure, probability distribution on share space SH

naturally induces a probability distribution on UA and it is denoted

by {PrUA(u)}
u∈UA

, where A ⊆ P.

Finally, H(UA) denotes the entropy of {PrUA(u)}
u∈UA

.
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Multi-use Multi-Secret Sharing Scheme

Definition of perfectly secure multi-use multi-SSS

Definition

A perfectly secure multi-use multi-SSS for (Γs1
, . . . , Γsk

) is a sharing of

the secrets (s1, . . . , sk ) ∈ S1 × . . .× Sk in such a way that

1 Any subset of participants qualified to recover a secret can

compute the secret. Formally, if Asi

q ∈ Γsi
, then for all u ∈ UAs

i
q

with

PrU
A

si
q
(u) > 0, it holds Pr(si |u) = 1, i.e., the values of pseudo

shares held by Asi

q ∈ Γsi
completely determine the secret si .

2 Any forbidden set of participants, even knowing other secrets, has

no more information about the secret other than the information

given by the known secrets. Formally, if A /∈ Γsi
, then for all

u ∈ UA and t ⊆ {s1, . . . , sk} \ {si}, it holds that Pr(si |ut) =
Pr(si |t), i.e., the probability that a secret is equal to si given any

subset t of secrets excluding si and the set u of pseudo shares

held by A /∈ Γsi
is same as the probability of the secret si given t .
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Multi-use Multi-Secret Sharing Scheme

Entropy approach: Definition

Definition

A perfectly secure multi-use multi-secret sharing scheme for

(Γs1
, . . . , Γsk

) is a sharing of the secrets (s1, . . . , sk ) ∈ S1 × . . .× Sk in

such a way that

1 Any subset of participants qualified to recover a secret can

compute the secret. Formally, for all Asi

q ∈ Γsi
, it holds

H(Si|UAsi
q
) = 0, where i = 1, 2, . . . , k , q = 1, 2, . . . , li , b = 1, 2, . . . ,

miq
i.e., set of values of pseudo shares in UAs

i
q

corresponds to a

unique value of the secret.

2 Any subset of participants not qualified to recover a secret, even

knowing other secrets, has no more information about the secret

other than the information given by the known secrets. Formally,

for all A /∈ Γsi
and T ⊆ {S1, . . . , Sk} \ {Si}, it holds that H(Si|UAT)

= H(Si|T), where i = 1, 2, . . . , k i.e., Si and UA are statistically

independent given the secrets in T , for q = 1, 2, . . . , li .
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Multi-use Multi-Secret Sharing Scheme

Bounds on the Size of Shares and Pseudo Shares

Lemma

For all Asi

q ∈ Γsi
, it holds H(Si|XAsi

q
) = 0, where i = 1, 2, . . . , k ,

q = 1, 2, . . . , li .

Lemma

For all A /∈ Γsi
and T ⊆ {S1, . . . , Sk} \ {Si}, it holds that

H(Si|XA, T) = H(Si|T), where i = 1, 2, . . . , k.
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Multi-use Multi-Secret Sharing Scheme

Theorem: Bounds on the Size of Shares

Theorem

Let (Γs1
, . . . , Γsk

) be a k-tuple of access structures on the set of

participants P. Assume that for all Si ∈ {S1, . . . , Sk} and

T ⊆ {S1, . . . , Sk} \ {Si}, it holds H(Si |T ) > 0. If there exist a

participant P ∈ P and subsets of participants Ai1
, . . . ,Aij

⊆ P, such

that {P} ∪Aig
∈ Γsig

and Aig
/∈ Γsig

, for 1 ≤ g ≤ j and j ≤ k, then in a

multi-use multi-secret sharing scheme for (Γs1
, . . . , Γsk

) the entropy of a

share given to P satisfies

H(XP) ≥ H(Si1 , . . . , Sij).
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Multi-use Multi-Secret Sharing Scheme

Corollary: Bounds on the Size of Shares

Corollary

Suppose s1, s2, . . . , sk to be shared among n participants P1, . . . , Pn in

such a way that any set of participants with cardinality ti is qualified to

reconstruct the secret si . In this threshold structure it is clear from the

Theorem 5 that

H(XP) ≥ H(S1, . . . , Sk).
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Multi-use Multi-Secret Sharing Scheme

Theorem: Bounds on the Size of Pseudo Shares

Theorem

Let (Γs1
, . . . , Γsk

) be a k-tuple of access structures on the set of participants

P. Assume that for all Si ∈ {S1, . . . , Sk} and T ⊆ {S1, . . . , Sk} \ {Si}, it holds

H(Si|T) > 0. Let {P}, Y ⊂ P be such that {P}, Y /∈ Γsi
but

{P} ∪ Y = Asi

q ∈ Γsi
, for some q. Then in any multi-use multi-secret sharing

scheme for (Γs1
, . . . , Γsk

), it holds

H(UP) ≥ H(Si).

Corollary

Suppose s1, s2, . . . , sk to be shared among n participants P1, . . . , Pn in such a

way that any set of participants with cardinality ti is qualified to reconstruct

the secret si . Then

H(UPti ) ≥ H(Si).

where, H(UPti ) means the uncertainty of the pseudo share of the participant

P corresponding to the i-th secret.
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Multi-use Multi-Secret Sharing Scheme

Ideal Multi-use Multi- SSS and future work

Definition

A perfectly secure multi-use multi-secret sharing scheme is said to be

ideal if the size of shares and pseudo shares of each participant attain

the bounds, as mentioned in Theorem 5 and Theorem 7, with equality.

Construction of an ideal multi-use multi-secret sharing scheme for

general access structure.
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Multi-use Multi-Secret Sharing Scheme

Questions

Questions???

Avishek Adhikari (Calcutta University) Secret Sharing Schemes 08.07.10 20 / 21

Multi-use Multi-Secret Sharing Scheme
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To place sensors at the nodes of a grid. 

First deploy sensors from air by helicopter.

Robot will rearrange the sensors to place 
at least one sensor at each node.

Problem is to develop algorithms for Robot and
compare these algorithms in context  with 
some pre-assigned parameters.
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(m+2) x (n+2) rectangular grid whose nodes are 
labeled as (i,j) for i

m, n are parameters of our problem.

Distance between two adjacent nodes are same.

At least one sensor has to be placed at 
each node (i,j) for i

.&/.#".

Sensors are deployed from air by helicopter.

Sensors may not be placed in the proper node. 

May be placed in one of the four adjacent nodes.

Each sensor have an ID number. 

.&/.#"*-&!%#0'&/(*

Helicopter will deploy at each node:

one sensor with probability (1-

Let the ID number(s) of the sensor(s) deployed 
on the node (i,j) be ID(i,j).

.&/.#"*!%12&'&/(

The sensor(s) with ID number ID(i,j) are deployed at
node (i,j) with probability p, or 
any adjacent node with probability q each

Here q = (1-p)/4 is a parameter of our problem.

()&*"#$#(

After deployment of sensors robot will go to the node (1,1).

Robot travels according to some pre-assigned algorithms.

Robot can carry at most one sensor while traveling.

Robot travels along horizontal or vertical paths of the grid.

If robot is standing at node (i,j) then it can recognize the
number of sensors and their ID numbers which are 
placed at that node and also at the adjacent four nodes.

1%+#",()'.

One based on the ID number and another which does not 
depend the ID number.

For first one assume that sensor with ID number ID(i,j)
should be placed by the Robot either at the node (i,j)
or one of the four adjacent nodes.

For second and third algorithms we assume that the
sensors have no ID numbers.
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This is the most important parameter.

L is the length travel by the robot starting from the 
node (1,1) to the node (m,n) or (m,1) according 
as m is odd or even.

The distance traveled by the Robot from one node to 
its adjacent node is one unit of traversed length.

!1"1'&(&".

Grid size                                                   m, n

Probability                                                 q

Error Traversed length                     L

Traversed length with sensor Ls

Empty nodes after deployment N

ASSUMPTIONS

m and n are large such that the product of 
m and n is near about 10000.   

Probability of deploying ID(I,j) at a neighboring node:
q < 0.15 

Given m, n and q can find the relation between 

some upper bound on L is given.

#4"*5#"6

Developed three different algorithms for Robot.

Compare L and Ls obtained from three different algorithms
for several different values of parameters by simulation.

Find the Expected value of L in terms of other parameters
for the first algorithm.

Find the Expected value, an approximate distribution and
some theoretical results of N for the first algorithm. 

()"&&*1%+#",()'.

Robot start from node (1,1) and end at (m,n) or (m,1)
according as n is odd or even.

Robot move from a node (i, j) toward the next node (i', j') 
where (i (i, j+1)  if i is odd and   j < n

(i, j-1)   if i is even and j > 1
(i+1, j)  otherwise   

(i i, j).

.#'&*/#(1(,#/.

X(i,j) is the number of sensor(s) with ID number (i,j) 
which are placed at the node (i, j).

which placed at the node (i-1, j). 

according as (i',j')= (i,j+1) or (i+1,j) or (i,j-1).
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according as (i',j')= (i,j+1) or (i+1,j) or (i,j-1).

H(i,j) is the number of sensors with the Robot when it 
first comes at the node (i,j).

T(i,j) is the number of sensor(s) which were placed 
at the node (i,j). 

7,".(*1%+#",()'**
FOR  i = 1 to m and    j = 1 to n   DO:

When the Robot is standing on the node (i,j), 
the Robot will do the following:

IF (H(i,j)=1) 
place the sensor there, and 
do the same job as in the case H(i,j)=0

IF (H(i,j)=0) 
do the 

7,".(*1%+#",()'
IF ( X(i,j) = 2, X(i

move to next node (

IF ( X(i,j) = 2, X(i or X(i,j) = 1, X(i

move to the next node with no sensor   

IF ( X(i,j) = 1, X(i

move to the next node with one sensor  
whose ID number is ID(

IF ( X(i,j) = 1, X(i

move to the next node with no sensor  

IF ( X(i,j) = 0, X or X(i-1,j) 

move to the next node with no sensor

ELSE
go to the node where the sensor with ID(i,j) is
placed, take the sensor, place it at node(i,j), 
and do the same job as in case of X(i,j)=1.

7,".(*1%+#",()'
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FOR    i = 1 to m and    j = 1 to n DO:

When the Robot is standing on the node(i,j),
the Robot will do the following:

IF ( T(i,j) > 1 and H(i,j) = 1 )  
Robot will move to the next node (i',j')
with that sensor

IF ( T(i,j) > 1 and H(i,j) = 0 and T(i',j') < 2 ) 
Robot will take one sensor and 
move to the next node

IF (T(i,j)>1 and H(i,j)=0 and T(i',j')>1) 
move to the next node without any sensors

IF (T(i,j)=1 and H(i,j)=1)  
move to the next node (i',j') with that sensor

IF (T(i,j)=1 and H(i,j)=0 and T(i',j')=0)

check other three adjacent nodes whether the
numbers of sensors placed there is greater than 1
(or 0 for external nodes). If so, go there, take one
sensor and move to the next node with that.

.&2#/-*1%+#",()'



IF (T(i,j)=1 and H(i,j)=0 and T(i',j')>0) 
move to the next node with no sensor

IF (T(i,j)=0 and H(i,j)=1)  
place the sensor on the node (i,j), and 
do the same job as in case of T(i,j)=1 and H(i,j)=0

IF (T(i,j)=0 and H(i,j)=0)  

check other three nodes for more than one sensors. 
If so, go there, take one, place it on present node (i,j),
and do the same job as in case of T(i,j)=1 and H(i,j)=0 

.&2#/-*1%+#",()' (),"-*1%+#",()'*

These is nearly same as the second algorithm.

In addition, 

Robot goes back to the two distanced nodes, and
placed sensor if it vacant, or 
take one sensor if there are more than one sensors

.,'4%1(,#/*"&.4%(
Here, m=100, n=100, and empty nodes means the number of empty nodes after 
placement for the second algorithm.

p L for first algorithm L for second algorithm Empty nodes
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initial                                                                                                        final          traversed
empty            expected                               traversed                             empty     with
nodes              values                                   length                                nodes                       sensor

------------------------------------------------------------------------------------------------------------------
p     N      E(N)    E(L1)      L1       L2        L3     N2    N3    LS 1  LS 2 LS 3

------------------------------------------------------------------------------------------------------------------
0.5  0.2   2373   2387   15284  14949  11437  11955 113    2     3584   7170    7240
0.5  0.3   2171   2138   14688  14083  11187  11425   52    0   3280   7376    7376
0.5  0.4   1996   1909   14122  13731  10945  11001  15    1     3051   7543    7511 
0.5  0.5   1708   1698   13588  12843  10603  10635   8     0     2700   7708    7639
0.5  0.6   1528   1501   13084  12447  10449  10465   4     0     2454   7798    7741

0.6  0.2   2148   2130   14206  14057  11257  11633  81     2     2993  7270    7273
0.6  0.3   1969   1905   13660  13355  11071  11163  37     2     2713   7549    7514
0.6  0.4   1679   1694   13150  12813  10647  10713 17     0     2426   7854    7808
0.6  0.5   1471   1496   12676  12173  10443  10509   4     0   2176   7922    7865
0.6  0.6   1308   1311   12236  11755  10363   10375   3      0    1938    8077    8017

()&*&8!&2(&-*31%4&*#7* %

E(L) = (mn-1) + 2 (t1 + 3t2 + 2 (m + n - 4) t3 + (m - 2)(n - 2) t4)

with t1 = d - 2ab + cb2
t2 = d a ab de + cb + ae + abe cbe
t3 = d a - 2ab de + 2cb + ae + cb2 + 2ab2e - 2cbe - cb2e2 
t4 = d a - 3ab de + 2cb + 3ab + ae + 3cb2 - 3abe - 3cbe - 3cb2e 

and   1-
b = -q)q + (1-

,  
d = 4q(1- -4q)), 
e -4q) (1-4q)

.#'&*"&.4%(.*#/**(9:;<=
Probability that any node (i,j) is empty is P( T(i,j)=0 ).

This depends on 
P(X(i,j - -p)(1- ), and
P(X(i,j -q)2+(1- -q)} =(1-q)(1- )

P ( T(i,j) = 0 ) < 0.25 for  p > 0.6 

and  

P ( T(i,j) = 0 ) < 0.2  for  p > 0.8
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Let N(i,j) = 1  if T(i,j) = 0
= 0  otherwise

Then, N(i,j)'s are Bernoulli random variables with 
parameter P(T(i,j)=0) but they are dependent

P(T(i,j i 1,n,
P(T(i,j i = 1,m and j = 1,n, and
P(T(i,j i and j.

i,j)

(>?*&@A?BCDC:EF*EG*/*:HI

&9/ /9:;< :;<=JK*=

(>:H*L?A?FLH*EF*C>?*ADMDN?C?MH*EG*C>?*AMEOP?NQ

&@A?BCDC:EF*EG*/*GEM*PDMR?*N;F :HI**

&9/= NFA 9S*T A=*9S* UAV=*
W*NF 9S* UXY=*X*Y
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Important to note that:

P(T(i,j

From this, one obtains:

N is approximately Normally distributed 

.#'&*"&.4%(.*#/* /* 74(4"&*5#"6.

Develop some randomized algorithm and compare them in 
a similar way.

Impose more conditions on the Robot or relax the same.
Ex: We can assume that Robot can carry 
k many sensors when it travels.

Develop some optimal algorithm in some classes of 
algorithms to optimized L.

Find more results on individual parameters of the problem.
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1

A Framework for Choosing 
Security Modules 

Kanta Matsuura
(The University of Tokyo)

2

Economics of information security: 
Analysis, Analysis, & Analysis.

Why information security is hard?
Why free-riding problems happen?
Why software vendors prefer the patch-after-
patch approach?

2

• Economics of Information Security (EIS) can give possible reasons.
• Early works of raising problems are in 1990’s.
• Many early works of the current trend of EIS are between 2000-2004.
• WEIS (Workshop on the EIS) started in 2002.

3

Next Trend would be: 
Synthesis

Many people are noticing this (e.g. the 
panel at WEIS2009): Oh, as long as we 
take analysis-only approaches, we are 
having a slump.
Industry would ask what they can do 
with the help of such analyses.
A possible approach:

Use implications from analytical models to 
refine best-practice documents. 3 44

Parameters & functions in the 
base model (Gordon-Loeb 2002)

The loss when breached: 
The probability of a threat occurring: t
The potential loss: L = t 
The conditional probability of the threat being 
successful (conditional on the occurrence), called 
“vulnerability” in the model: v
The information-security investment: z
The conditional probability after the investment 
(security-breach probability function): S (z,v)

Class I: S (z,v) = v/( z+1)
Class II: S (z,v) = v z+1

This is called the productivity of information security.

ACM TISSEC

55

An extension (Matsuura 2008)
Let us assume the investment z reduces not only v
but also t (down to T(z,t)).
Optimal investment z* is determined by

If the marginal benefit at z=0 is less than or 
equal to the marginal cost of such investment, 
z* equals zero.

( ) ( , ) ( , ) max.ENBIS z vt S z v T z t z
=B

=C

0 0z z

B C
z z

K. Matsuura: Productivity Space of Information Security in an Extension of
the Gordon-Loeb's Investment Model. In: Managing Information Risk and 
the Economics of Security, Springer, pp.99-119, 2009.

66

Closed-form solution for 
S(z,v)=v z+1, T(z,t)=t z+1

The condition for having a zero 
investment as the optimum:

That is,                             .

When F (v)<0, we have

ln 1
( ) ln 0

tF v v v v
L

1
ln lnv v v t

L

*

1ln
ln{ 1/( ln( ))} { (ln ) (ln )}

ln( ) (ln ) (ln )
vt v t vL v tz
v t v t



77

Type (A): Mid-vulnerability 
intensive area

A firm may be better off concentrating 
its efforts on midrange vulnerabilities.

88

Type (B): High-vulnerability 
intensive area

If the threat-reduction productivity is 
sufficiently high, a firm should focus on 
high vulnerabilities.

9

Apply the model for JCMVP

Japan Cryptographic Module Validation 
Program
Full operation started in April 2007.
Follows certificate-authority 
juxtaposition model (as opposed to 
independence evaluation model).
Level of a module: level1, 2, 3, or 4.

9 10

Product-validation system

Independence 
evaluation model

Certificate-authority 
juxtaposition model

10

Accrediting body
Certification bode

Development unitQuality-control unit

Certificate

Test report

Accredit

Module vendor (big player)

Accrediting body
Certification bode

Testing body
Module vendor
(could be small)

Technical 
supervision

JCMVP

11

Users (=system vendors) need 
help

System vendors must choose 
appropriate modules.
Obviously, the higher level, the higher 
security. However, there are problems 
of cost, usability, and so on.
In principle, JCMVP pays attention to 
small vendors; they need help for 
efficient and reliable design.

11 1212

Cost structure
(Development)

1.1 Hardware
1.2 Software
1.3 Support

(Implementation)

Assess 
(Trust)

Risk structure
(Risk factor)

1.1 Algorithm
1.2 Validation levels (1-4)

(Failure rates)
2.1 Real data
2.2 Lower-bound

Assess
(Trust)

!"#$

%&#' #(")*

+

,

+
,

+

,
+

, + -.&/&$ 0") $1* #(")*2
, -(1"#*3 /"45.*2

-6$*782 9*:*."7 ("#$;)&#' #$)5($5)*#<
-6$*7=2 >##*## 7?)?/*$*)# 0") ?.$*)3?$&:*#<
-6$*7@2 !1""#* ? /"45.* -!"#$%&'%(&2<
A9" 6$*7#8 @ 0") ?.. $1* B5&.4&3C B."('# &3 $1* #D#$*/<E
-6$*7F2 )$#&' $1* )*#5.$# #" 0?)G ?34 7."$ $1*/<
-6$*7H2 I0 $1* 7."$ &/7.&*# ? (5):* "0 $D7* ->2 ") -J2G
?((*7$ $1* )*#5.$# -*"$%+%",2< I0 3"$G C" B?(' $" 6$*7=<

+

, +
,

+

,

+

,

+
,

K*)&0&(?$&"3 LM

+

,

+
,

+

,

+

,

+
,

K*)&0&(?$&"3 ,NO PD7* -J2

Verification OK:
Type (A)

"0 3"3 :?.&4?$*4 /"45.*#



13

The guideline was released on 20 
May, 2010 (Sorry, only in Japanese).

Available at  http://kmlab.iis.u-
tokyo.ac.jp/resources/guideline_1_0.pdf
Not exclusively for JCMVP; we use a generalized 
description (so that we can consider other validation 
systems in the future).
Current version (not an official guideline but a 
reference document) is a minimal set; it does not use 
many (potentially applicable) theories.
Further development and case studies will come.

14

Concluding remarks: Implications 
of the general description

General in terms of module classes
Biometrics modules.
Computer/network security building blocks 
(E.g., The core topic of our project: 
Provable security of Hierarchical Key 
Assignment Schemes).

General in terms of validation methods
Product validation.
Theoretical proofs.

Nominative Signatures
Jacob Schuldt

Ph.D. student, Matsuura Lab

University of Tokyo

1

Certification of Information

2

Customer Merchant

Can I have a pack of Marlboro?

How old are you?

I’m 21

Really?

Yes, have a look

DMV

Driver’s license

2

Certification of Information

The merchant is convinced that the customer is 21 years old 

since

he believes the driver’s license belongs to the customer

he believes the driver's license is issued by the DMV

he trusts the DMV

Note that the information being certified (the customer’s age) 

belongs to the customer and not the DMV

The customer controls who is able to verify his age

he will only show his driver’s license to intended verifiers 

verification is non-transferable

3

3

Digital Equivalent?

The properties of a digital system are different from the 

properties relied upon in the previous example

An exact copy of any evidence presented to the merchant can 

easily be made

=> controlled verifiability is a concern

Nominative signatures have been proposed to address this type 

of scenario

4

4



Nominee

Nominative Signatures

5

VerifierSig
nat

ure

gen
er

at
io

n

Confirm

Disavow

Signer

(nominator)

5

Nominative Signatures

Many related schemes

Undeniable signatures

Designated confirmer signatures

(Universal) designated verifier signatures

Unlike the above, a nominative signature scheme guarantee that

both signer and nominee have been involved in signature 

generation

no information leaked from the signer will reveal information about 

a signature

6

6

Brief History

Nominative signatures were introduced by Kim, Park and Won 

[KPW96]

No security model defined

Scheme does not provide full invisibility

Formal security model defined by Liu et al. [LWHWHMS07]

However, invisibility against malicious signers is not captured

Scheme vulnerable to such attacks

Liu et al. [LHW07] and Zhao et al. [ZLY09] update security model

Allows deterministic schemes -- only limited invisibility is provided

Scheme from [ZLY09] is insecure

7

7

This Talk

We define stronger security models without artificial restrictions

We propose a provable secure standard model scheme

which is as efficient as the RO scheme from [LHW07]

but requires key registration

8

8

Definition of Nominative Signatures

9

• Setup(1k)→ par

• KeyGenS(par)→ (pkS , skS)

• KeyGenN (par)→ (pkN , skN )

• Sign(par, pkN , m, skS)↔ Receive(par, pkS , m, skN )

– Output of Receive is σ

• V alid(par, pkS , skN , m,σ)→ 0/1

• Confirm(par, pkS , m,σ, skN )↔ V erifyC(par, pkS , pkN , m,σ)

• Disavow(par, pkS , m,σ, skN )↔ V erifyD(par, pkS , pkN , m,σ)

9

Security Requirements

Unforgeability

Against malicious nominees

Against malicious signers

Invisibility

Even against malicious signers

Zero-knowledge Confirm and Disavow protocols

10

10



Unforgeability against Malicious Nominees

11

Adversary Challenger

par, pkS

par ← Setup(1k)
(pkS , skS)← KeyGenS

pk∗N , m∗, σ∗

{Confirm} z ← V erifyC(pkS , pk∗N , m∗, σ∗)

Adversary wins if                    , and                 was 
not queried to the sign oracle

z = accept (pk∗N , m∗)

Sign(m, pkN , skS)

m, pkN

{Sign}

11

Unforgeability against Malicious Signers

12

Adversary Challenger

par ← Setup(1k)
(pkN , skN )← KeyGenN

par, pkN

pk∗S , m∗, σ∗
{Confirm}

pkS , m,σ

Confirm(pkS , m,σ, skN )

{Disavow}

pkS , m,σ
Disavow(pkS , m,σ, skN )

σ

{Sign}

pkS , m

σ ← Receive(pkS , m, skN )

Adversary wins if                                                      ,
and                       was not obtained in a sign query.

V alid(par, pk∗S , skN , m∗, σ∗) = 1
(pk∗S , m∗, σ∗)

12

Unforgeability

Note that there is a difference in strength between the above two 

definitions

Unforgeability against malicious nominees is similar to normal 

unforgeability

Unforgeability against malicious signers is similar to strong 

unforgeability

To prove invisibility of our concrete scheme, strong unforgeability 

against malicious signers is needed

13

13

Invisibility

14

Adversary Challenger

par ← Setup(1k)
(pkN , skN )← KeyGenN

par, pkN

σ

pkS , m

{Sign}
σ ← Receive(pkS , m, skN )

{Confirm}

pkS , m,σ

Confirm(pkS , m,σ, skN )

{Disavow}

pkS , m,σ
Disavow(pkS , m,σ, skN )

14

Invisibility

15

Adversary Challenger

b�

Adversary wins if           b� = b

(pkS , m,σ) �= (pk∗S , m∗, σ∗)

pk∗S , m∗

σ∗
b← {0, 1}

b = 1 :
b = 0 : σ∗ ← σ�

σ∗ ← S

σ� ← Receive(pk∗
S , m∗, skN )

{Sign}

15

Concrete Scheme

Our concrete scheme is based upon the signature scheme by 

Waters [W05]

The scheme is defined in a group equipped with a bilinear map 

=> the parameters of our scheme are defined as follows:

16

|G| = |GT | = p e : G×G→ GT

�g� = G

par = (G, GT , p, e, g, CR)← Setup(1k)

CR : {0, 1}∗ → Zp

16



Concrete Scheme - Key Generation

17

Nominee

Signer

hn, k ∈ G

u← gx−1
v ← gy−1

Hn(m) = U0
�

i U
mi
i

Ui ← gui

pkN = (gαn , hn, k, u, v, Hn) skN = (αn, x, y, {ui})

pkS = (gαs , hs, Hs) skS = (αs, {vi})

Hs(m) = V0
�

i V
mi
ihs ∈ G

Vi ← gvi

17

Concrete Scheme - Signing Protocol

18

σ̂

(σ�
1, σ

�
2)← (σ̂1g

r�
, σ̂2Hs(pkN ||m)r�

)

σ1 ← (σ�
1)

x−1
σ2 ← (σ�

1)
y−1

t← CR(σ1||σ2||pkS ||m) M ← gtkr��

Nominee

Signer

pkN = (gαn , hn, k, u, v, Hn) skN = (αn, x, y, {ui})

pkS = (gαs , hs, Hs)

σ3 ← σ�
2h

αn
n (σ�

1)
u0+

P
i uiMi

σ = (σ1, σ2, σ3, r
��)

σ̂ = (σ̂1, σ̂2)← (gr
, h

αs
s Hs(pkN ||m)r)

skS = (αs, {vi})

18

Concrete Scheme - Confirm/Disavow

19

Verifier

Confirm

Disavow

ZKPK{(x, y) : u
x = g ∧ v

y = g ∧ e(g,σ3) = e(gαs , hs)e(gαn , hn)
e(σ1, Hs(pkN ||m)Hn(M))x

e(σ2, Hs(pkN ||m)Hn(M))y}

Confirm :

ZKPK{(x, y) : u
x = g ∧ v

y = g ∧ e(g,σ3) �= e(gαs , hs)e(gαn , hn)
e(σ1, Hs(pkN ||m)Hn(M))x

e(σ2, Hs(pkN ||m)Hn(M))y}

Disavow :

Nominee

19

The following results are in the registered key model

Security

20

Security Notion Assumptions

Unforgeability

(malicious nominees)

Unforgeability of Waters signatures, 

Confirm protocol is POK

Strong unforgeability

(malicious signers)

Unforgeability of Waters signatures,  

DL in     , collision resistance of CR

Invisibility
Strong unforgeability (malicious signers), 

DLIN in 

G

G

20

Extensions

Conversion of signatures

Allows the nominee to convert a signature to a publicly verifiable 

signature

Warrants additional security requirements

Easy to achieve for our concrete scheme

Security without key registration

Seems possible at the expense of larger signatures

21

21

Summary

Nominative signatures provide a solution to the problem of 

information certification

We have proposed a scheme which!

provides a high level of security (no artificial restrictions in used 

security models)

is provably secure in the standard model

is fairly efficient (matches efficiency of similar RO schemes)

22

22
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Questions?
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Roadmap

• Introduction  and Motivation for the Work
• Underlying Ideas and the Framework for 

mounting Algebraic Cryptanalysis 
• A Generic Weakness of the k-Normal Boolean 

functions Exposed to Dedicated Algebraic  
Attacks

• Concluding Remarks
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I. Introduction

k-Normal Boolean Functions   
and 

motivation for the work

4

k-normal Boolean functions 
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Statements of Claude Carlet regarding 
k-normal Boolean Functions

• “The complexity 
criterion we are 
interested in is non-k-
normality with small k 
(smaller is k, harder is 
the criterion).”

• “This complexity 
criterion is not yet 
related to explicit 
attacks on ciphers.”

• “The situation of the 
degree and of the 
nonlinearity, when they 
were first considered, 
was similar.”

• “For instance, the linear 
attack has been 
discovered by Matsui 
sixteen years after 
Rothaus introduced the 
idea.” 

6

Motivation and Goals 

• Consideration of 
vulnerabilities of 
cryptographic 
primitives which 
employ k-normal 
Boolean Functions. 

• Cryptanalysis of 
particular stream 
ciphers which employ 
k-normal Boolean 
Functions.

• Developing of
dedicated algebraic 
which employ a 
weakness of k-normal 
Boolean Functions. 

7

II. Cryptanalysis of Certain 
Keystream Generators Employing a 

Weakness of k-Normal Boolean 
Functions

Nonlinear Filter Generator and 
Combination Generator with k-

Normal Boolean Functions  

8

Boolean Functions and NF

• Nonlinear Filter (NF)  
is a textbook 
keystream generator 
but also can be 
considered as 
approximations of 
certain more complex 
generators. 

• Design criteria and 
cryptographic 
complexity 
consideration of 
Boolean functions is 
usually related to their 
employment in NF. 

9

Nonlinear Filter (NF)

Linear
Finite
State

Machine
(LFSM)

k-normal 
Boolean
Function 
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III. Underlying Ideas and Theoretical 
Framework for the Cryptanalysis

mounting an attack for secret key 
recovery 
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Preliminary Considerations (1)

12

Preliminary Considerations (2)

13

Underlying Ideas for Mounting Algebraic Attack

14

Two Phases Framework for 
Cryptanalysis

Phase I: 

• Pre-Processing: 
Independent of any 
Secret Key or Sample

• Should be done only 
once. 

• A Preparation for the 
secret key recovery

Phase II:

• Generator Internal 
state and Secret Key 
Recovery for a given 
sample.

15

IV. Dedicated Algebraic Attack

16

IV.1 Algorithm of Pre-Processing

A Preparation Phase:  
Should be Performed Only Once
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19 20

IV.2 Algorithm for 
the Internal State and Secret Key 

Recovery

For a Given Sample Recovers the 
Secret Key

21 22
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V. Concluding Notes

25

Main Messages of This Talk (1)
• This talk points out some 

possible vulnerabilities of 
cryptographic primitives 
which employ k-normal 
Boolean functions. 

• Particularly, this talk 
confirms that the Non-
Normality is an 
important design criteria 
for Boolean functions

• The framework for exploiting 
weaknesses of k-normal 
Boolean functions employing 
dedicated algebraic 
attacking approache is  
pointed out. 

26

Main Messages of This Talk (2)
• An approach for cryptanalysis of 

the considered keystream 
generators is proposed which is 
based on the possibility for pre-
computing a table of the state-
keystream pairs via solving 
certain system of algebraic 
equations as a consequence of 
the employed k-normal Boolean 
function. 

• This pre-computed table is the 
main origin for mounting the 
cryptanalysis and it is 
independent of a the sample for 
cryptanalysis and the secret key 
employed for generating the 
sample.

• An algorithm is proposed for 
construction of the table 
employing a system of equations 
corresponding to an m-run of 
zeros in the keystream sequence 
and implied by the k-normality. 

• Higher k-normality implies a 
smaller dimension of the table and 
a lower complexity of the pre-
processing as well as complexity of 
entire cryptanalysis.
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Thank You Very Much for the 
Attention,

and 
QUESTIONS Please!

RFID Authentication Using Flexible RFID Authentication Using Flexible 
Quasi-Dyadic Fix Domain ShrinkingQuasi-Dyadic Fix Domain Shrinking
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Wire-Tap Scenario

• Our focus on the following (for now simple) setting: 
noiseless main channel (say, binary), a non-trivial BSC 
(error rate p: 0<p<1/2) as wiretap channel

• Goal: Secure communication from Alice to Bob
• Standard approach: A key generation paradigm 

introduced by Wyner [1] and generalized by Maurer [2] 
can be used

Alice Bob

Eve

BSC-p, 0<p<1/2

• Wiretap system: Adversary 
Eve is eavesdropping 
communication between legal 
players Alice and Bob, over an 
independent channel

Main channel

Wire-tap channel
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Standard Approach
• An information-theoretically secure 

key generation paradigm introduced 
by Wyner [1] and generalized by Maurer [2] 
can be used

• Maurer’s paradigm:
– Random data exchange
– Information reconciliation (error correction)
– Privacy amplification (randomness extraction)

• Secure communication are achieved as follows: the shared is used
as one-time pad for messages

• Main disadvantage: Precise knowledge of channel parameters (error 
rate, in our case) is required
– Otherwise, no clear security guarantee is devised

• Other disadvantages: Privacy amplification relies on randomness 
extraction either by universal hashing (which needs local 
randomness of size of the whole data) or extractors (which have 
complicated implementation)

Alice Bob

Eve

BSC-p, 0<p<1/2

Main channel

Wire-tap channel
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Our Motivation
• Noise in communication media is present “for free”

– We only need to know how to utilize it
• In reality, noise can be anything

– Say, in terms of error rate: from 0 to ½
• A “ramp scheme” is desirable, where security vanishes 

gradually and smoothly with the error rate
– E.g. some guarantee is better than no guarantee at all!

• To achieve the above objective, we will (for now) give up 
information-theoretic security and focus on…

• … Secure communication with computational security
– I.e. based on some hardness assumption

5

Preliminaries

• Let Eve (as well as Alice and Bob) be a PPT algorithm
• Eve has no control over the main channel (which is 

authenticated)
• (Hidden) Assumption: Messages must be long enough 

for the noise to kick in (whatever it means)

Alice Bob

Eve

BSC-p, 0<p<1/2

Main channel

Wire-tap channel

• Remark 1: In order to exhibit the power of 
noise, and also to keep this presentation 
easy-to-understand, we focus on the 
simplest possible setting

• Remark 2: Alice and Bob have no pre-shared key
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Trivial Scheme
Alice Bob

Eve

BSC-p, 0<p<1/2

• Alice sends m which is received by Bob
• Security: Eve learns m!e, where e is the noise vector distributed as 

Bernoulli(p), i.e. having pn errors with high probability (w.h.p.) in n
• W.h.p. the scheme is one-way (meaning, it is hard for Eve to 

recover the whole m)
– Not so high security and also uniform distribution of messages is 

required
• We would prefer at least IND-CPA (meaning, any message of some 

pair can be chosen by the adversary)
– Then, we will not care about the distribution of plaintexts

• Let m"{0,1}n be a message
• Let m be uniformly 

distributed {0,1}n

• n is “long enough”
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Basic Scheme

• Alice generates r"R{0,1}n and sends (rA,m!r)
• Bob computes rAA-1=r and m!r!r=m
• Eve receives (rA!e,m!r!e’), where e,e’"Bernoulli(p)

– I.e. both e and e’ have Hamming weight d=pn w.h.p.
– d is the security parameter

• For IND-CPA, i.e. computational indistinguishability of 
the ciphertext, it is enough to prove that the distribution 
of Ar+e is computationally indistinguishable from random

Alice Bob

Eve

BSC-p, 0<p<1/2

• Let  A"{0,1}n x n be 
invertible, randomly 
chosen, public matrix

(rA,m!r)

(rA!e,m!r!e’)

(rA,m!r)
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Proof Roadmap
• At the moment, there is no formal proof, but only an intuition why it 

may work
• Suppose that there is “enough noise for security” (whatever it 

means)
• We got the following situation:

r

A

nn

= y

!

a11m1+…+an1m1 a1nm1+…+annmn

Each bit of y is a parity of m

n

n

=
e

y’

ciphertextplaintext
n

• This reminds very much of the Learning Parity with Noise (LPN) 
problem
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Learning Parity with Noise

• If r is uniform, then recovering of r is believed to be hard
– This is the Bounded Distance Decoding problem known to be NP-hard

• Suppose that I got an inverter for MyProblem (the one above)
• If n is a linear fraction of N (typical case), then M is rank-n w.h.p.
• Collect n columns of M which make up a rank-n (shown as dashed), 

and the corresponding bits of y’
• Submit the resulting matrix and vector to the inverter as A and y’ and 

return the output of the inverter 

• LPN oracle: r"R{0,1}n is secret, M"R{0,1}n x N is public

r

M

Nn

= z

!

a11m1+…+an1m1 a1Nm1+…+anNmn

Each bit of y is a parity of m

n

N

=
ciphertextplaintext

N
z’

e’’
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Details
• The output of the LPN oracle is proven pseudorandom by Katz and 

Shin [3]
• In order to complete our proof, we must mimic their proof, while

have the setting of MyProblem at hands
• If the proof goes through, then we may try to save on local 

randomness using random padding of the message a la 
“semantically secure McEliece encryption in the standard model” by 
Nojima et al [4]

r

A

nn

= . . .
n

plaintext

m

uniform 
padding

plain-
text

• This is just my speculation, 
there is proof intuition
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Conclusion
• We have proposed to investigate the 

effects of physical (low-weight) noise to 
(computational) security of information 
transmission

• Our analysis shows that even an 
extremely simple primitives may provide 
(at least computational) security in this 
case
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Possible Applications
• Such systems may be particularly suitable for 

light-weight systems, however, any 
communication with noise is eligible

• Also, we note some similarities with side-
channel attacks
– Typically, side-channel adversary experience noisy 

measurement, hence our techniques might be 
applicable there as well

13

Extensions
• Noise-based key exchange with hybrid ramp security

– It is interesting to combine our scheme with the known information-
theoretically secure key exchange systems to get a scheme whose 
security gradually reduces while noise is decreasing

– The security guarantee must switch from information-theoretic to 
computational at some point

– This would greatly improve practical attractiveness of noise-based 
schemes

– This will require dealing with noisy main channel and also with 
continuous noise

• Cryptographic primitives enhanced by low-weight noise
– Effects of noise on popular cryptographic schemes will be considered
– Example: How much adding a low-weight noise increases security of 

RSA encryption?
– What is the optimal way to utilize noise in this setting?
– What about other primitives?

14
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I. Roadmap
• A Practical Stream Cipher Based on 

Randomness and Dedicated Coding
• Algebraic Representation of Encryption and 

Security Evaluation Approaches 
• Computational Complexity Evaluation   
• Comparison with Some Recently Reported 

Results 
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II. A Stream Cipher Based on 
Randomness and Dedicated Coding

a generic scheme
and 

a particular instantiation   
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Motivation and Goals 
• Developing a novel 

framework for stream 
ciphers design based on 
randomness and 
dedicated coding which 
could provide security 
close to the maximal 
possible one determined 
by the employed secret 
key. 

• Based on the already 
achieved results, design 
of an implementation 
practical and secure
stream ciphers. 

• Security evaluation 
of the design.  

• Evaluation of 
implementation 
complexity and 
communications 
overhead.   
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II. A Stream Cipher Based on 
Randomness and Dedicated Coding

a generic scheme
and 

a particular instantiation   
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secret key

Encryption

Decryption
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Generator
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{bi}

{xi}

{ui}

{zi}

{vi}

{ai}

{xi}

Error-Correction
Encoding + +
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Decoding

{bi}
Error-Correction

Decoding +
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vector-matrix
multiplication 

Simple LFSR or 
Self-Shrinking LFSR 

Public
Comm.
Channel

plaintext

secret key

plaintext

secret key

Encryption

Decryption

Simple Hardware Source of Randomness

Simple LFSR or 
Self-Shrinking LFSR
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and Error-Correction Encoding
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Generator Matrix 
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Homophonic Code 

Generator Matrix 
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Error-Correcting Code 
=

= codeword
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Origins of for the Enhanced Security

• Effects of 
involvement 
randomness.

• Hardness of 
decoding 
without secret 
key.
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III. Algebraic Representation 
of the Encryption

Word-level and Bit-level 
Representations

12 13

14 15

IV. Security Evaluation

Computational Complexity 
Approach
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Security Implied by Hardness of 
Recovering Secret Key Based on 
the Algebraic Representation of 

Encryption

- The Computational Complexity -
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“Parity-Checks” of the Random Bits 
(1)
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“Parity-Checks” of the Random Bits 
(2)
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Basic System of Equations Related to a Single 
Word when the Plaintext Consists of all Zeros
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Processed System of Equations Related to a Single 
Word when the Plaintext Consists of all Zeros
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Aggregated System of Equations when the 
Plaintext Consists of all Zeros
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A Particular Model of Keystream Generation
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The Aggregated System under a 
Particular Keystream Model
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LPN Problem 
(an equivalent formulation)

=

+
x

secret

noise
(unknown)

known binary vector 

known binary matrix
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Underlying Problem of the LPN

linear-f1(x1, x2, …, xK) =  z1

linear-f2(x1, x2, …, xK) =  z2

linear-fN(x1, x2, …, xK) =  zN

…

O  S
V  Y
E  S
R  T
D  E
E  M
F
I
N
E
D

noisy variables

K << N 27

The Corrupting Noise
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Security and LPN Problem
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V. Comparison with Recently 
Reported Related Schemes at 

ICALP2008 and 
CRYPTO2009

30

“Targets” of Comparison

• H. Gilbert, M.J.B. Robshaw, and Y. Seurin, “How 
to Encrypt with the LPN Problem”, ICALP 
2008, Part II, Lecture Notes in Computer Science, 
vol. 5126, pp. 679-690, 2008.  

• B. Applebaum, D. Cash,  C. Peikert and A. Sahai, 
“Fast Cryptographic Primitives and Circular-
Secure Encryption Based on Hard Learning 
Problems”, CRYPTO 2009,  Lecture Notes in 
Computer Science, vol. 5677, pp. 595-618, Aug. 
2009.

31

Substantial Differences in Comparison with the 
Proposals at ICALP2008 and CRYPTO2009

• The encryptions reported at ICALP2008 and CRYPTO2009 
do not involve the keystream generators and the considered 
scheme provides a generic framework for strengthening of any 
keystrem generator and the related stream cipher. On the other 
hand, . 

• Instead of employing a huge secret key, the matrix S, a simple 
keystream generator is employed in conjunction with a 
dedicated homophonic coding scheme. 

• The homophonic encryption scheme provides involvement 
of the pure randomness into each bit of the ciphertext which 
can be easily removed when the secret key is known but 
removing these pure random bits from the ciphertext 
without knowledge of a secret key is as hard as solving 
certain LPN problem.

32

Comparison of the 
Main Security Features

33

VI. Concluding Notes
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Main Messages of This Talk
• The talk points out to 

a design of a stream 
ciphers family which 
involves randomness 
and dedicated coding. 

• The design provides 
provable security and 
it is suitable for
implementation.   

• Security evaluation has 
been performed employing 
computational 
complexity approaches. 

• The security claims have 
been compared with the  
related recently reported 
ones showing the 
advantages of the 
considered stream ciphers. 
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Thank You Very Much for the 
Attention,

and 
QUESTIONS Please!
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