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[PAPER

Key-Dependent Weak IVs and Weak Keys in WEP — How to Trace
Conditions Back to Their Patterns —

SUMMARY  The WEP (Wired Equivalent Privacy) is a part of IEEE
802.11 standard designed for protecting over the air communication. While
almost all of the WLAN (Wireless LAN) cards and the APs (Access Points)
support WEP, a serious key recovery attack (aka FMS attack) was identified
by Fluhrer et al. The attack was then extended and implemented as WEP
cracking tools. The key recovery attacks can basically be prevented by
skipping certain IVs (Initial Values) called weak IVs, but the problem is
that there exist huge amount of key-dependent weak IVs and the patterns
of them have not been fully identified yet. The difficult part is that a naive
approach to identify the key-dependent weak IVs requires the exhaustive
search of IVs and WEP keys, and hence is infeasible. On the other hand,
it might be feasible to skip the key-dependent weak IVs for the currently
set WEP key but this reveals information on the WEP key from the skipped
patterns. To skip them safely, the patterns of the key-dependent weak IVs
must be identified in the first place. In this paper, we analyze the famous
condition for IVs and WEP keys to be weak in the FMS attack, i.e. 0 <
S[1] <¢ <tand S[1]+ S[S[1]] = ¢ (cf. Sect.2.3 for more details), and
then trace it back to the patterns of IVs and WEP keys theoretically. Once
such patterns are obtained, their safe skip patterns can be obtained by using
them.

key words: RC4, WEP, IEEES02.11, WLAN, FMS attack

1. Introduction

The WEP (Wired Equivalent Privacy) is a part of IEEE
802.11 standard [12] designed for protecting over the air
communication. While almost all of the WLAN (Wireless
LAN) cards and the APs (Access Points) support WEP, a
serious key recovery attack (aka FMS attack) was identi-
fied by Fluhrer et al. [7]. The attack was then extended and
implemented in [1]-[5], [15]. The key recovery attacks can
basically be prevented” by skipping certain I'Vs (Initial Val-
ues) called weak IVs, but the problem is that there exist huge
amount of key-dependent weak IVs and the patterns of them
have not been fully identified yet.

A naive approach to identify all the key-dependent
weak IVs for “all the WEP keys” would be to try all the
combinations of the IVs and the WEP keys and to see if
they satisfy certain conditions employed in the attacks. This
approach, however, requires exhaustive search of IVs and
WEP keys and is computationally infeasible. Another ap-
proach would be to skip all the IVs meeting the condition
but only for “the currently set WEP key.” This approach
may be feasible, but causes another vulnerability that the
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skipped IVs reveal information on the WEP key (since the
skipped IVs depend on the WEP key). To skip IVs safely,
the patterns of the key-dependent weak IVs must be identi-
fied in the first place. Once such patterns are obtained, the
safe skip patterns can be obtained using them.

In this paper, we analyze the famous condition for
IVs and WEP keys to be weak in the FMS attack, i.e.
0 <S[1] <£¢ < tand S[1] + S[S[1]] = ¢ (cf. Sect.2.3
for more details), which is employed in the current versions
of the publicly available WEP cracking tools [1]-[5] com-
monly. Then we theoretically trace it back to the patterns
of IVs and WEP keys. Once such weak patterns are iden-
tified, they can be converted into the safe skip patterns that
immunize WEP against the key-recovery attacks employing
the condition without revealing the information on the WEP
key.

The organization of this paper is as follows: In Sect. 2,
we briefly review WEP, RC4 and the key recovery attacks
on WEP. In Sect. 3, we explain how to trace the condition
back to the patterns of IVs and WEP keys.

2. WEP and Its Key Recovery Attack

In this section, we briefly review WEP and its key recovery
attacks. (For details, cf. the specification [12] and the papers
(71,181, [15].)

2.1 Data Encapsulation Format in WEP

Full description of WEP is available from [12]. What is
needed here is its data encapsulation format, which is given
as follows:

IV|[{(m||CRC(m)) ® RC4(IV|IK")}

where || denotes concatenation of the right and the left data,
and @ denotes exclusive-or. A data packet m is encap-
sulated as follows: first m is concatenated with its 32-bit
cyclic redundancy check CRC(m). Then (m||[CRC(m)) is
exclusive-ored with a pseudo-random sequence denoted by
RC4(IV||K") where RC4() is the RC4 key-stream generator,
IV is a 24-bit initial value and K’ is a symmetric-key. IVs
should be unique to each other so that RC4(IV||K") can be

*Another option to prevent the attack is to employ the new al-
gorithms such as, TKIP [14] and AES-CCM [14]. It will, however,
take a little more time before all the home users replace their old
WLAN cards and APs with new ones.

Copyright © 2006 The Institute of Electronics, Information and Communication Engineers
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unique even if K’ is fixed. K’ is a symmetric-key (called
WEP key), which is either shared in advance as a password
among authorized members or given by another mechanism,
such as 802.1x [13] or WPA-PSK [6]. Let k denote the size
of K = (IV||K”) in byte, which is either 8-bytes (64-bits) or
16-bytes (128-bits)". In this paper, we assume k = 16.

2.2 Description of RC4

RC4 is a word oriented stream cipher. Its word size is de-
fined by n and through out this paper we assume n = 8, i.e.
one word is 8-bits, which is the most popular setting in RC4
including the case of WEP.

RC4 consists of two algorithms: KSA (Key-
Scheduling Algorithm) and PRGA (Pseudo-Random Gener-
ation Algorithm). Their algorithms are shown in Figs. 1 and
2 respectively (where S [i] and K[i] denote the i-th bytes of
S and K, respectively). The KSA accepts a key K of k bytes
and then shuffles its inner buffer S of 2% bytes according to
K. The PRGA accepts the shuffled S and then generates a
pseudo-random sequence while shuffling S again.

The security of RC4 has been studied by a lot of re-
searchers [9]. While some unwanted properties have been
identified, such as the distinguishability from a real random
stream, no critical vulnerability has been identified yet on
the typical usage of RC4. RC4 in WEP is, however, out of
the typical usage (since it opens a part of the RC4 key to the
public as an IV) and this exposes the rest of the RC4 key
(the WEP key K’) to the risk of recovery [7].

Input: akey K of k bytes
Output: a buffer S of 28 bytes

©,1,---,28-1)
0

S
j:
For(i = 0;i < 28;i + +){
Jj=J+Sl
+K[i mod k] mod 28
Swap S[i] and S[j]
}
Return §

Fig.1 KSA (forn = 8).

Input: abuffer S of 28 bytes and an output size s
Output: a sequence Z

j=0
For(v = 1;0 < s;0+ +){
i:=v mod 28
ji=j+S[i] mod 28
Swap S[i] and S[;]
Z[v—1]:= S[S[i] + S[;] mod 28]
Return Z[v — 1]

Fig.2 PRGA (for n = 8).
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2.3 Key Recovery Attack on WEP

In this subsection, we briefly review the key recovery at-
tack identified by Fluhrer et al. (cf.[7],[8],[15] for de-
tails). It uses the correlation between certain positions of
the WEP key and the first output byte of the PRGA. The
correlation becomes higher than the average for certain IVs
(called weak IVs). Thus by collecting a lot of pairs of
such weak IVs and the corresponding first output bytes,
the WEP key can be recovered. We explain why certain
(IV[0],IV[1],IV[2]) reveals the information on K[3] (where
AVIOL IV[1], IV[2]) = (K[O], K[1], K[2])).

Let S;[] and j; denote S[] and j at the round i (be-
fore the swap operation is applied in the round) in KSA.
And then let S7[] and j denote S;[] and j; in PRGA to
distinguish them from those in KSA. Anyone who knows
(IVI[O0], IV[1],IV[2]) can know S;[] and j; for j < 3 since
they depend only on (IV[0],IV[1],IV[2]). Recall that in
the round i, S;[i] and S,[j;] are swapped with each other
and S;+1[i] = S;[ji] holds where j; = ji-; + S;[i] + K[i
mod k] (mod 2%). Accordingly in the round i = 3, S3[3]
and S3[j3] are swapped with each other and S4[3] = S3[J3]
holds where j; = j» + §3[3] + K[3] (mod 2%). Here K[3]
can be obtained from j3 since j, and S3[] are known. And
then j; can be obtained from S4[3] since S35 is known in
S4[3] = S;31j3]. Interestingly, S4[3] is given as the first out-
put byte of PRGA if the following two conditions hold:

1. In KSA, three bytes S3[1], S3[S3[1]] and S4[3] stay
in the same position respectively, i.e. the position of
1,83[1] and 3 in S, and then become S7[1], ST[S7[1]]
and S7[3] in PRGA.

2. In PRGA, both (1) and (2) hold:

0<Si[1]<2 (1)
3= 1]+ SIS (mod 2°). )

One can easily verify that S7[3] in PRGA, i.e. §4[3] in KSA,
is given as the first output byte of PRGA if the above two
conditions are satisfied. The first condition holds with prob-
ability around 0.05 [7]. Thus (1) and (2) can be rewritten
using S3[1] and S3[S3[1]] as follows:

0<8;3[11<2 3

3= 85011+ S3[S5[1]] (mod 2%). 4)
Then (4) is generalized to

t = S3[11+S5[S5[1]] (mod 2%) (3)

for guessing not only K[3] but also K[f] s.t. 3 <.
In practice, some variants exist on the implementation
of the key-recovery attack. We categorize them as follows:

Basic variant: uses the IVs that lead to both (3) and (5).
We call such IVs key-independent weak IVs (since
they are independent of the WEP key).

TSome chips accept 19-bytes (152-bits).
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FMS: uses not only the key-independent weak I'Vs but also
key-dependent weak IVs. When K[0] to K[#']s.t.2 <
¢’ are known or guessed the condition for guessing K[7]
s.t.’ <t <15 (or simply t = ¢ + 1) is given by:

0<Spnlll<? (6)
t=Spal11+SplSrall]]  (mod 2%) (7)

where the condition for the Basic corresponds to t' = 2.
Skipping only the key-independent weak IVs is not
enough to prevent this attack since even if K[3] to
K[?'] are unknown this attack still works by exhaus-
tively searching K[3] to K[¢']. This is known as the
guessing-early-key-bytes approach [15].

Korek: uses new conditions recently identified by Korek.
(To the best of our knowledge, Korek’s result has not
been published in a paper but appeared in the source
codes of [1],[2],[5]. We omit the details due to the
limitation of pages, but some conditions are not stable
and further analysis is needed.)

3. How to Trace Conditions Back to Weak IVs

In this section, we analyze the condition, (6) and (7), and
then trace it back to the patterns of weak IVs and weak WEP
keys theoretically.

3.1 Condition and States to Be Led

For simplicity, we abbreviate “a = » mod 2% to “a = b”
and omit subscripts of j and S if obvious. We rewrite the
condition to be weak in the FMS, i.e. (6) and (7), using a
new variable u as follows:

Definition 1: (Weak IVs in FMS) Suppose K[0] to K[']
are known (or K[3] to K[#'] are exhaustively searched), then
weak IVs (and weak WEP keys) for guessing K[7] in the
FMS are those satisfying:

Syalll=u (®)
Spstlul =t-u )

where 0 <u <t <t.

One can easily verify that satisfying (8) and (9) is equivalent
to satisfying (6) and (7). We prove the following theorem on
the new variable u:

Theorem 1: (8) and (9) do not hold if u = 1 or t = 2u.

Proof. Suppose u = 1 then S[1] = 1 from (8) and S[1] =
t — 1 from (9). Thus S[1] =r-1 =1, 1ie.t = 2, and
this contradicts with ¢ > 3. Note that K[2] (or IV[2]) has
already been known and cannot be a target byte to crack.
The other condition ¢ = 2u is obtained from the fact that S
is a permutation among distinct values, i.e. S[i] # S[j] if
i# j Sinceu # 1, S[u] # S[1] where S[u] = t — u and
S[1] =u. Thus t — u # u and t # 2u.

O
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Table 1  All the patterns satisfying (8) and (9) for 0 < u < 9.
First Cond. Second Cond. Exception
t Sevrailll=u | Sppilul=t—-u t#2u
0< | Spwlll=0 Sywl0] =1 -

2< Sralll=2
3< | Spill]=3
4< Syl =4
< | Senll]=5
6< | Spalll=6
7< Srall] =7
8< | Syull]=8
9< Srall]l=9

Sys2l=1t-2 t+4
Sya1B1=1-3 t+6
Spi4l=t-4 t+8
Sys1[S1=1t-5 t# 10
Sps1[6l =1—-6 t# 12
SyalTl=1t-7 t+ 14
Sy41[81=1-8 -

Sral9=1t-9 -

O| ||| N K~WNO|=
W
A

Taking Theorem 1 into account, we summarize the pat-
terns satisfying both (8) and (9) for 0 < u < 9 in Table 1.
(The cases for 10 < u < 15 can be obtained similarly.)
If ¥ = 2, i.e. K[0] to K[2] (or IV[0] to IV[2]) are known,
only the rows of # = 0 and 2 are available in Table 1 since
O0<u<t =2andu # 1. The row of u = 2, however, can-
not be used to guess K[z] for ¢ = 4 due to ¢t # 2u as shown
in the column of “Exception” in the table. If K[3] becomes
known or guessed further, ' = 3 holds and the row of u = 3
becomes available while it cannot be used to guess K[t] for
t=06.

3.2 Operations Leading to The States

In this subsection, we consider what kinds of swap opera-
tions lead to the states, S, 1[1] = uand S, [u] =t — u, as
shown in Table 1. For this purpose, we categorize the swap
operations into three types, Fish-up, Kick-in and Exchange
(as explained below), and then express the swap operations
for S[1] and S [u] with the combination of them using their
abbreviations F, K and E, respectively. E.g. if both u and
t — u are placed into S, [1] and S, [u] respectively with
the fish-up type swap operations, we call it FF type opera-
tion.

We start by considering the following simpler scenario
first:

Definition 2: (One-target-value-one-target-box Scen-
ario) Let x denote a target value and S [y] denote a target
box. The one-target-value-one-target-box scenario is a sce-
nario where x should be placed into S[y] with some opera-
tions.

We also define:

Definition 3: (Critical Swap Operation) A swap opera-
tion in KSA is called critical if it is the last swap operation
that places the target value x into the target box S [y] up to
the round i = ¢'.

A critical swap operation (for the one-target-value-one-
target-box scenario) is divided into two cases according to
which refers to the target value x between j and i in the swap
operation. Recall that a swap operation swaps the values in
S[i] and S[j] with each other. If j refers to the target value
(and i refers to the target box), we call it “fish-up” type since
it looks as if a fisherman moving with i fishes up the target
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value x into S[y] at the round i = y. (One can see that
S[y] = x is achieved after this swap operation.) And then
we call the other case, i.e. i refers to the target value (and j
refers to the target box), “kick-in” type since it looks as if a
soccer moving with i kicks the target value x into S [y] at the
round i = S ~![x] where S ~[x] denotes the position of x in
S, e.g. if S[3] = x, S~'[x] = 3. Formally:

Definition 4: (Fish-up Type) A critical swap operation is
called fish-up type if “i”’ refers to the target box S [y] and “;”
refers to the target value x, i.e. S[i] = S[y] and S[j] = x.
This type includes the case of i = j.

Definition 5: (Kick-in Type) A critical swap operation is
called kick-in type if “i” refers to the target value x and “;”
refers to the target box S[y], i.e. S[i] = x and S[j] = S[y].
This excludes the case of i = j.

Theorem 2: (Impossibility of Kick-in Type) The kick-in
type is not available if S “Ix] < y attheround i = § “1[x]
where S ~![x] denotes the position of xin S.

Proof. Suppose S -] < y attheround i = § ~1[x], then
a swap operation between S[i] = x and S[j] = S[y] can
somehow kick the value x into the box S [y], but this contra-
dicts with the definition of the critical swap operation since
the swapped x, which is now in S [y], must be fished again at
i = y to keep the x in S[y]. This is categorized as a fish-up
type, but not a kick-in type.

[m]

Corollary 1: (Condition to be Kick-in Type) The kick-in
type is available iff y < S ~I[x] < ¢ at the round i = S ~![x].

Due to Theorem 2, a kick-in type is not available if S ~'[x] <
y at the round i = S ~'[x]. While a kick-in type is available
if y < S~'[x], x must be kicked into S [y] up to the round i
s.t. i < ¢’ due to Definition 3 (since otherwise j, ;| cannot be
calculated from K[0] to K[#']). Thus S '[x] = i < ¢ must
hold.

Next, we consider the scenario we are interested in:

Definition 6: (Two-target-values-two-target-boxes Sce-
nario) Let x; and x, denote two distinct target values, and
then S [y;] and S [y,] denote two distinct target boxes. With-
out loss of generality, we assume y; < y,. The two-target-
values-two-target-boxes scenario is a scenario where x; and
x; should be placed into S[y;] and S[y,] respectively with
some operations.

A straight forward solution of this scenario is to put the two
critical swap operations for S[y;] and S [y,] together. We
abbreviate them as FF, FK, KF and KK respectively letting F
and K denote a fish-in type and a kick-up type, respectively.
Formally:

Definition 7: (FF, FK, KF and KK) A combination of the
swap operations for S[y;] and S [y] is said to be FF type if
both S[y;] and S[y,] are filled with the fish-up type swap
operations. If both are filled with the kick-in type swap op-
erations, it is said to be KK type. If S[y;] is filled with
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a fish-up type and S[y,] is filled with a kick-in type, it is
called FK type. KF type is the opposite of FK, i.e. S[y;] is
filled with a kick-in type and S[y.] is filled with a fish-up

type.

In addition to the combinations of F and K, the follow-
ing new type swap operation is available in the two-target-
values-two-target-boxes scenario:

Definition 8: (Exchange Type) A swap operation is called
exchange type if a target value x, has already been in S [y ],
the other one x| has already been in S[y,], the swap opera-
tion exchanges x; and x; at the round i = y, and it is the last
swap operation involving either x; or x;.

Note that we do not call it exchange type even if x; is in
S[y»], x is in S[y;] and they are exchanged at the round
i = y (instead of i = y,). Since y; < y», the exchanged x;,
which is now in S [y,], must be swapped again at the round
i = y; to keep the state of S[y,] = x,. This is categorized
as an FF type operation since the last operation is a fish-up
type for S [y,] and the previous critical operation is a fish-up
type for S[y;] to place x; into it.

Finally, we consider more concrete cases where u and
t — u are placed into S[1] and S [u], respectively. The cases
are divided into two according to whether 1 < u or u < 1.
(Note that # < 1 means u = 0.) We prove:

Theorem 3: For u < 1, i.e. u = 0, only an FF type opera-
tion is available.

Proof. 1In the case of u = 0, both t — 0 and 0 must be
placed into S[0] and S[1], respectively. Both “exchange”
and “kick-in” type operations, however, cannot be applied
to them due to the following reasons: To apply an exchange
type to them, ¢ must be placed into S[1] before the round
i = 1. The target value ¢ in S [¢], however, cannot be swapped
into S[1] ati = 0. A kick-in type cannot be applied to them
either for moving ¢ in S[¢#] into S[0] since ¢ < ¢ and i s.t.
i <t cannot refer to . Thus ¢ must be fished into S[0] at
the round i = 0 while giving O to S[f]. Then the moved O,
which is now in S [¢], must also be fished into S[1] since O
in S [#] cannot be kicked.
O
Next, we consider the case for 1 < u. In order to apply
the exchange type in this case,  —u# must be placed into S[1]
before the round i = u. Note that u has already been placed
in S[u]. Placing ¢ — u into S[1] can be done with either a
fish-up type or a kick-in type. Thus we define FE and KE
types as follows:

Definition 9: (FE and KE) Suppose 1 < u. We call it FE
type if t — u is placed into S[1] with a fish-up type swap
operation, and then 7 — u in S[1] and u in S [u] are swapped
with an exchange type at the round i = u. We call it KE
type if ¢ — u is placed into S[1] with a kick-up type swap
operation, and then 7 — u in S[1] and u in S [u] are swapped
with an exchange type at the round i = u.

We summarize all the available operations for satisfying (8)
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and (9) in Table 2 where “Fish x” and “Kick x” in the col-
umn for S[y], y € {1, u} denote the swap operations between
S[y] and x with the fish-up type and the kick-in type re-
spectively, and “Exchange u with t — u” denotes the swap
operation between u and ¢ — u with the exchange type.

Table 2 All the available operations to place u into Sy 41[1] and t — u
into Sy [u].

Operation Operations for

Type NI Su]

u=0

FF Fish 0 Fish ¢

1<u

FF Fish u Fisht—u

KF Kick u Fisht—u

FK Fish u Kick t — u

KK Kick u Kickt —u

FE Fisht—u Exchange u with r — u
KE Kick t —u | Exchange u with 7 —u

IEICE TRANS. FUNDAMENTALS, VOL.E89-A, NO.8 AUGUST 2006

3.3 IVs and WEP Keys Invoking Each Operation

In the previous section, we listed up all the available op-
erations, FF, KF, FK, KK, FE and KE in Table 2. In this
section, we show the concrete moves of j; corresponding to
the operations and then obtain the combinations of IVs and
WEP keys that realize the moves.

We show the moves of j; in the left columns of Tables 3
to 10 respectively where jj, <<, denotes j; for [} < i < [,
and j; # x1, xp denotes j; # x; and j; # x;. One can check
that each move of j; follows the operation. The move of
Ji can be converted into the combination of K[] and S[] by
substituting

ji= (K[ mod k] +S,[1l) mod 2°
=0

(10)

(that holds in KSA) in the equations in the left columns of

Table3  FF operation for u = 0.
Move of j; \ Constraints on K[] | Exception
(Fish ¢ up for S[0])
jo =t K[0] =¢
(and this makes S| [1] = 1 and S {[¢] = 0)
(Fish O up for S[1])
j1 = ot Jo+ K[1]+8[1] =1
(and this makes S»[2] =2 and S;[t] = 1)
Ji<isr  # 0,1 Ji+ i KU+ S0 # 0,1

Table4  FF operation for 1 <uand u <t —u.
Move of j; | Constraints on K[] ‘ Exception
Jo F  ul-u K[O] # u,t—u
(Fish u up for S[1])
J1 = u K[O]+ K[1]+S[l]=u
(and this makes S,[u] = S [1])
Jl<icu #  Lit-u S+ DK+ S # Lt —u
(Fish 7 — u up for S [u])
Ju = I-u S+ XK+ S =t-wu
Ju<ice  #  Lu Jut D (KU + S0 # Lou

Table 5  FF operation for 1 <uand t —u < u.
Move of Jj; | Constraints on K] | Exception
Jo #F t-uu KI[O] # 1 —u,u
(Fish u up for S[1])
J1 = u K[O]+ K[1]+ S[1]=u
(and this makes So[u] = S{[1])
Ji<icw  # Li-u Ji+ T KU+ S # L1 —u
Jiw  # t—u+l, J1+ 25K+ S0
cu—1 Ft—u+1,---,u-1
Joeu<icu # L jimu i+ KU+ Sl # 1,
Jemu+ iy KU+ 41D # oo
(Fish t — u up for S[u])
Ju = Ji-u Ji-u + Z;‘:FHI(K[[] +SiUD = Ji-u
Jucice  # Lu Ji+ i (KU + S0 # 1,u
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Table 6 FK operation for | <uandu <t—-u<t'.
Move of j; Constraints on K[] Exception
Jo #  uit-u K[O] #u,t —u
(Fish u up for S[1])
J1 = u K[O]+K[1]+S[1]=u
(and this makes So[u] = S1[1])
Jicicw  # Li-u Ji+ KU+ S # 1,6 —u
(Kick r — u into S [u])
Jiou = u J1+ 2DIAKI + S =u
Jiucicr  # L Jomu + By KM+ S0 # L
Table 7 KF operation for | <uandu <t-u<7.
Move of j; Constraints on K[] Exception
Josicu F  wi—u oK+ S4[1) # u,t —u
(Fish 7 — u for S [u])
Ju = I-u DK+ S =t-u
(and this makes S 41t — u] = S, [u])
Juict-u  E - ut—u Ju+ Dy KU+ S0 # w1 = u
(Kick u into S[1])
jt—u = 1 ju + Z;;Z.H(K[l] + Sl[l]) =1
Jrucisr  # Lu Jiu ¥ By KU+ S # 1u
Table8 KK operationforl <uandu<rt—u<t
Move of j; Constraints on K[] Exception
Josicu # wi-u Sioo(KI + Sll]) # u 1 —u
(Kick u into S[1])
Ju = 1 Do K+ 8,0 =1
Ju<i<t—u * Lt—u Ju+ Z;=u+1(K[l] +SiD# Lt—u
(Kick 7 — u into S [u])
Jw = u Jou + 2T (KD + S4[1) = u
Jru<ie  # L Jimu 4 By KT+ S0 # 1,0
Table 9  FE operation for 1 < u.
Move of j; Constraints on K[] Exception
Jo # ut-u K[O] # u,t—u
(Fish t — u up for S[1])
1 = t-u KOl + K[1] + S1[1]=¢t~u
(and this makes S»[f —u] = §1[1])
Ji<icw #  Lu Ji+ i (K + S0 # Lu
(Exchange 1 — u in S[1] and u in S [u])
ju = 1 jl + Z]uzz(K[l] + S[[l]) =1
Jusise  # L Ju+ Dy KU+ S # 1ou

2203

Tables 3 to 10. We summarize the results in the middle and
right columns respectively in each table. E.g. in Table 3, the
moves of j; are jo = ¢, j1 = t, j» # 0,1 and so on. By
substituting (10), i.e. jo = K[O0], ji = jo + (K[1] + S[1])
and j, = ji + (K[2] + S>[2]), to them respectively, K[0] = ¢,
Jo + (K[1] + S[1]) = r and j; + (K[2] + S»[2]) # O,1
are obtained where the second and the third equations give
K[1] = =S1[1], K[2] # 0—-S[2] -t and K[2] # 1-S,[2]-¢
respectively since jo = j; = t. IVs and WEP keys satisfying

the constraints on K[] become weak as long as they do not
meet the exceptions. The exceptions, however, have little
interest since they simply cannot be weak or require addi-
tional constraints to be weak. From now on, we focus on
the constraints.

Next, we consider the value of §;[/]. It is limited to
0 < S/[1] < I since before the round i = [, §;[/] may be
swapped with [y, s.t. [; < [ but not with I, s.t. [ < ;. More-
over, in most cases S;[/] = [ holds unless the constraints on
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Table 10  KE operation for 1 <uand 1 <f—u < u.
Move of j; Constraints on K[] Exception
Josicioa  # t—uu Si_o(KIO] + Syl1]) # 1 — u,u
(Kick 7 — u into S[1])
Jeew =1 YiZgKU+ S, =1
Jou<ica  # Li-u Jrmu + iy KU+ S4111)
#1,t—u
(Exchange 7 — # in S[1] and u in S [u])
Ju = 1 Jreu+ 2 (K + S0 =1
Ju<i<t’ * Lu Ju+ Z;:tﬂ,ﬁl(K[l] +S8i)# Lu

Table 11  Patterns of IVs and WEP keys to be weak in FMS.
Relationship
Type among First constraint on K[] Second constraint on K[]
u,t—uand
u=0
FF K[0] =1t K[1] =255
l<u
t—u<u K[0] + K[1] Klt—u+1]1+---+ K[u]
FF =u-1 =—1+1(t-2u+1)/2
u<t—u K[0] + K[1] K[2]+ -+ K[u]
=u-1 =t—(u+3)u/2
FK u<t—u<t | K[0]+K[1] K[2]+---+ K[t — u]
=u-1 =u—-(t-uw(t-—u+1)/2
KF u<t—u<t | K[0O]+---+K[u] Klu+1]+---+ K[t —u]
=2t -3u-u?)/2 =Q2—-t-12+2t)/2
KK u<t—u<t | K[0O]+---+K[u] Klu+1]+---+ K[t —u]
=1—u(+1)/2 = (=2—1t—1 +4u+2tu)/2
t—u<u K[0] + K[1] K[2]+--- + K[u]
FE =t-u-1 =1-u(u+1)/2
u<t—u K[0] + K[1] K[2]+ -+ K[u]
=t—-u-—1 =2—-t—u(u-1)/2
KE Il<t—u<u | K[O]+---+ K[t —u] Klt—u+1]+---+ K[u]
=1-@-wit-u+1)/2 =1+ -2u)/2

K[] swap S[I] with something at any round i < I. We note
the cases where constraints on K[] obviously swap S [/] with
something in the columns of “Constraints on K[].” For ex-
ample, in Table 4, j; = u swaps S [1] with S[u]. Thus
So[u] = S¢[1] instead of S>[u] = u.

Using the information on §[/], the constraints on K[]
can be written in more simple forms. For example, j; = u in
Table 4 gives K[0] + K[1] = u— S [1] and this is equivalent
to K[0] + K[1] = u — 1 in most cases (precisely, as long
as S¢[1] = 1, i.e. K[0] # 1). We call such cases (where
S1[1] = 1 holds in the above example) major cases and the
other cases (where S'{[1] # 1) minor cases. The minor cases
have little interest since they require additional constraints,
e.g. K[0] = 1 in the above case. Note that one additional
constraint reduces the chance of IVs to be weak by a factor
of around 1/256. Similarly, j, = 7 — u in Table 4 gives
Ji+ 2K + S[1) = t — u and by substituting j; = ¢,
Sulul = S1[1]and S;[I] = [ for 1 <[ < u, the constraint on
K[] is given by

u u—1
ZKU] =t—u-—j— {[Z S,[l]] + Su[u]}
=2

=2

u—1
t—2u~ {(Z s,[z]] +Sl[1]}
=2

t—2u—{(u—-Du/2}
t—(u+3)u/2. (11)

Repeating the similar procedures in each operation
type, we obtained the constraints on IVs and WEP keys to be
weak. We summarize them in Table 11. (We also show some
examples derived from this table in App. Appendix.) The fa-
mous weak pattern (K[0], K[1]) = (z,255) identified in [7]
corresponds to FF of u = 0 in our categorization, and then
the pattern identified in [10] corresponds to FF of u = ¢ — 1
in our categorization*. Other than them, there exist KK of
0 <u <t-1, KF FK, KK, FE and KE. The IVs to skip can
be obtained by analyzing the Table 11 and this is our further
study.

4. Conclusion

We analyzed the condition for IVs and WEP keys to be weak

"The pattern identified in [11] is the incomplete version of FF
and the ability of it is too low to recover the 104-bit WEP key in
practice.
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in the FMS attack and then theoretically traced it back to
the patterns of IVs and WEP keys. The obtained patterns
include the key-dependent weak IVs whose patterns have
never been identified. Once weak patterns are identified,
they can be used to obtain the safe skip patterns that immu-
nize WEP against the key-recovery attacks. Obtaining such
safe skip patterns and verifying how effectively they work
(or not) are our further study.
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Appendix: Examples of Key-Dependent Weak IVs and

Weak WEP Keys

We show the patterns of weak IVs and weak WEP keys after
K[0] to K[#'] are known (or after K[3] to K[t'] are exhaus-
tively searched) for ¥ = 2,3 and 4 in Tables A- 1, A-2 and
A- 3, respectively. They are obtained from Table 11 by re-
placing u and ¢ with the values s.t. u < ¥ <t < 15 and in
accordance with the column of “Relationship among u, r —u
and #’” in the table. In Tables A- 1, A- 2 and A- 3, the column
of ¢ shows the ¢ of K[¢] that can be guessed (after collecting
the IVs meeting the corresponding constraints on K[]). The
column of “#” shows the number of IVs meeting the con-
straints on K[] (among all the (256)% 1Vs), which gives the
approximate number of the weak IVs in the type.

The number in parentheses shows the case of weak
WERP keys, i.e. the case where one constraint on K[] is satis-
fied with the WEP key, (K[3],- -, K[15]). For example, in
the row of “KE” in Table A- 2, the WEP keys s.t. K[3] = -3
satisfy the second constraint on K[] and IVs satisfying only
IV[O]+IV[1]+IV[2] = =2 reveal the information on K[¢] for
t = 5. Since 2'¢ IVs satisfy IV[0] +IV[1]+1V[2] = -2, K[5]
can be guessed efficiently than usual. Under the assumption
that WEP keys are chosen uniformly, [(# — 4)/2] out of 64
WEP keys have this vulnerability on each K[#] s.t. > 5. For
example, K[5] and K[6] can be guessed efficiently every 64
WEP connections and then K[7] and K[8] can be guessed
efficiently every 32 WEP connections, and so on.

Table A-1  Patterns of IVs and WEP keys to be weak in FMS after K[0] to K[2] are known.
| Type || u ‘ t | First constraint on K] ‘ Second constraint on K] | # |
0| 3,---,15 | K[0]=1¢ K[1] =255 256
FF 2|3 K[0]+K[1]=1 K[2] =255 256
2 |5,---,15 | K[O]+K[l]=1 K[2]=t-5 256
FE 2|3 K[0]+K[l]=¢t-3 K[2] =254 256
2 | 5,15 | K[O]+K[l]=t-3 K[2]=1-1 256
Table A-2  Patterns of IVs and WEP keys to be weak in FMS after K[0] to K[3] are known (or after
K[3] is exhaustively searched).
\ Type || u \ t | First constraint on K[] | Second constraint on K[] | # \
3|4 K[0]+ K[1] =2 K[2]+ K[3]=-3 256
FF 315 K[0]+ K[1] =2 K[3]=-1 (65,536)
3| 7,---,15 | K[O]+K[l]=2 K[2]+K[3]=t-9 256
FK 215 K[O]+K[1] =1 K[2]1+ K[3] = -4 256
KF 2|5 K[0]+ K[1]+K[2] =0 K[3] = -4 (65,536)
KK 2|5 K[0] + K[1] + K[2] = -2 K[3]=-2 (65,536)
FE 3| 4,5 K[0]+K[l]=t-4=0,1 | K[2]+K[3]=-5 256
3 7,---,15 | K[O]+K[l]=t-4 K[2]+K[3]=-1-1 256
KE 315 K[0] + K[1]+ K[2] = -2 K[3]=-3 (65,536)
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Table A-3  Patterns of IVs and WEP keys to be weak in FMS after K[0] to K[4] are known (or after
K[3] and K[4] are exhaustively searched).
| Type [ u | t | First constraint on K[] | Second constraint on K[] | # |
415 K[0]+K[1]=3 K[2] + K[3] + K[4] = -6 256
FF 416 K[0]+K[1]=3 K[3]+ K[4] = -4 (65,536)
4 17 K[0]+K[1]=3 K[4] = -1 (65,536)
4 19,---,15 | K[0O]+K[1]=3 K21+ K[3]+K[4]=¢t- 14 256
FK 216 K[0]+K[1]=1 K[2] + K[3] + K[4] = -8 256
317 K[0] + K[1] =2 K[2] + K[3] + K[4] = -7 256
KF 216 K[0]+K[1]+K[2] =1 K[3]+ K[4] = -8 (65,536)
317 K[0]+ K[1]+ K[2] +K[3]=-2 | K[4]=-6 (65,536)
KK 216 K[0] + K[1] + K[2] = -2 K[3]+ K[4] = -6 (65,536)
317 K[O] + K[11+ K[2] + K[3]=-5 | K[4]=-2 (65,536)
FE 4 15,---,7 K[0]+K[l]=t-5 K[2] + K[3] + K[4] = -9 256
4 19,---,15 | K[0O]+K[1]=t-5 K[2]+ K[3] +K[4] =—-t—4 256
KE 416 K[0] + K[1]+ K[2] = -2 K[3]+ K[4] = -7 (65,536)
4 17 K[0]+ K[1]+ K[2]+K[3]=-5 | K[4]=-4 (65,536)
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