All rights are reserved and copyright of this manuscript belongs to the authors.
This manuscript has been published without reviewing and editing as received
from the authors: posting the manuscript to SCIS 2007 does not prevent future
submissions to any journals or conferences with proceedings.

SCIS 2007 The 2007 Symposium on
Cryptography and Information Security
Sasebo, Japan, Jan. 23-26, 2007
The Institute of Electronics,
Information and Communication Engineers

O00D0O0O0OD0O0O0000000000ooooDoo
A Theoretical Study on Wolves in Minutiae Matching Algorithm

oooOoo oo *
000 Rie Kawakami

OO0 0000 foo
O 0O Masashi Une O O

0000 00 00
Rie Shigetomi

OO0 0 ftooo
Akira Otsuka 0 O

gooo oo g

Kazuki Yoshizoe

oo oo *t
Hideki Imai O

ubo0 oboobOooboobOoobOoboboobooobOoooobooobOoooobooobooon
gboboooooboboooboooboooobooooooboooobooooobooobooooboooooo
gobooooooobooooobooooboooboobooobOooooboooobDooDoobboooo
oo0oo0o0ooo0o0opDoooU0bOoOo0OoooOoOoOOoOooDOoO00oDbOU00RathaOODOOOO
gboboobooboooooooooboobobobooooooooooooooobooboOoboobon
O00O0ORatha OO0OOOODOOOOOOOOOOOO0DOOOOOOOODOOOORathaOO0O
gboboboboobooooooboooobooboboooboooooobooobooooobooboobOobaon
ooboooboOobooooboooobOob RathaODODOOOOOoOoDbOOoOOOoDOOoOOOOODOO

goboobooooo

uoboo ooboooboOoooboododooooooooboooboobOOooboOoobooooboooon

googoo

1 0000

gbobooobooooooobooooboooboon
oooooobooobooobooboboooobooo
gbooooboooobooooboobooooobooo
gbbooobooboooobooboobooboo
gbooooboob200000000000000
gboooobooobobooooooboooboooooo
gbooooboooooobooooobooobooooo
gboooboooboooboooobooboooboao
gobooO0oooobooooobooooobooooooo

goboooooobooooobooooboboooooo
gboooboooooobooobooobooooboooog
gboooobooobooobooooooboooon
gbooobooooooooboooboobooOoooo

* Joooooooopooooooooooooooo, o
112-8551 0 O OO OOOO 1-13-27, Imai lab., Dept.
of Electrical, Electronic, and Communication FEngineer-
ing, Faculty of Science and Engineering, Chuo Univer-
sity, 1-13-27 Kasuga, Bunkyo-ku Tokyo 112-8551, Japan,
{d53330@Qeduc.kc,yoshizoe@tamacc}.chuo-u.ac.jp

TDDDDDDDDDDDDDDDDDDDDDDD,El 101-0021 O
000000ooono 1-18-13 0000000 110200, Research
Center for Information Security, National Institute of Ad-
vanced Industrial Science and Technology 1-18-13 Sotokanda
Chiyoda-ku Tokyo 101-0021,Japan, {rie-shigetomi,masashi-
une,a-otsuka,h-imai}@aist.go.jp

gbooooooboooboobooboobboooooDoo
gboooobooooooboobobooooboooooo
0000000000000 00O00Ratha0 OO0 [1)
O0000o0oooDoOooOoO0DORatha0OOO00O0OO
goobooobooobbooooooboooobooooo
gbooooooooobooooooobooooooboo
gbooobooobooboobooobooobooooa
oboooooooooboooboooboooboonoo
gboobooooboobooobooobooooooo
gbooooooboo

00000o0o0ooooDD RathaODOOODODODOOO
gboooobooooooooboooboobbobooo
0o00o00o00o0boOo0obobDDobD RathalOOOO
gbooooooobbooobooboobooboo
gboobooooooooooooooooooooo
O0000O0ooooDoDORatha0O0O0O0ODODOOO
gooooooooobooooooboobooooog
goooooooooooobboobooboooooo
obooooooobooobooobooboooboooog
000o000oo0o00ooO0o0oDD 2ooooo0oo
gboooboooobooboobooooooooo
O0000000RathaODO0OOOO0OOO0O0O00O0ODODO
gbobooooobooooobobooooon



gbooobooboooooboobo2000000
gboooooooooooooobooboooooo
go0o0300000 RathaDOOOOOOODOOOO
gboobOooooboooobooo40b0000O
gbooboooooooboobooobosoboon4ad
J00000000oooOOo0OOooobob RathahODOO
gbooooboooboooboobbooboooboo
gboooodeuonoobooOoOon

2 bDooooobobooooboo

oooooooooooooooooboboooooboon
gbooogoboobogooo

goboooooooobooooooobooobooo
gboooobooboboooooobooobooobooo
gboooooooooboooboooboooooooo
gbooobooooboooboobobooobooooo
gboooo

gboooooobooooboooooboooobooon
gboooobooobbooboooobboooboooooo
opood

gogboobob obobooobobodobboaon
googobooon

000000 0O00000000000000000
000 M;0(i=1,2,.,n) 0000000000
0000000000000020000 (z;,y)0
0000000400000

00000 000 My = (%4, yri,dpy) 0000000
0000000000000000000000
0000000 M, = My, Mys, ..., M,, 0000

000 000 My = (24,Yq,de;) 000000000
0000000000000000000000
000000000000000000 M, =
Mg1, My, ..., My, 0000

uboo00o boooboooooooooooooooo
uboooooobooboboooooooan
obooboooooooo

3 RathalODODOOOOOOOOOO

3.1 ODOO0o0OOooOoOobooon

gobooobooobooobooooboooooo
gboobooobooobooobooooooooboooo
O000ORathaUODOOODOOOODOOODOOOODOO
gbooobooobooobooooboooooooo
obooooo

3.2 00OO0OOOOOOOOODOOOOOOn

RathaOOO200000000000000000
gboobooboooooboobooboooooboooon
gooo

gbobooboobooooboooon
S=300x 300000

gobooobooobooboo
T=15000

gooooooooon
K =S/T?0 20x 200 4000

3.3 0DO0OO0OOOODOOOOOO

0000000000000 M0 (i=1,2,...N,)
000O0M, 00000000000 2000000
0 (zm,y») 000000000 d,00000000
000D0D00000000000000000 MO
(i=1,2,.,N,)0000M,00000000000
200000000 (24i,5) 000000000 dy O
0000000000000000000000000
0100000000000000000000000
0000000000000 0000

N,
1
K xd (1)

Pest =

gbobooooooobooboooboobooooboooon
oooooooooooooooooonN,., 0000
gboooooobOooobooboooboobobooo
OoN, 00000000000000000000A0
gobobooooooboo

N,
K—N,+1) xd

(2)

P

oobooooooobooboobobooooooon
10000000000000000000O0 (2)00
gbooooooooooooooooo:0oOoooa
gbobooooobooooobobooooboon

Pevact = ( ]\tfr ) pt(1—p)Nat (3)

(3)0000000oo0OoooUoooUooooDO
gbobobooboobonOobOODOOODOOOOO
ubooooboooooooooon



000 (40000000000000Ratha000
00000000000000000000000000
000 RathaOOON, =N,0000 P, 00000
000oO00o0O0ooooo

_e_NP eNp " (5)
V2mrm \ m
RathaD0OOOO0OO0O0O0OOO0OOOOOOOOO(b)

gopooooooo P.,-000000000O00

P’U(‘ZT

3.4 RathaOOODODOOOODOOOOODOOO

000000000000 RathaDOODO0OD
0000000000000000 (2)00000 p00
N,-1000000000000000000000
00 N,000000000000000000000
00000000000p000000 P, 0000
0000000000000000000000000
00000000000000 P, 00000000
0000Ratha000P,, 0000000000000
000000000000000000000000

0000p0 100000000000000000
00000000 N,0@3)000 N0 K-%410
000N, 0000000000000N,=N,000
000000000

000000000000000000000000
00000000000000000Ratha000000
0000000000000000000000000
000000000000000FARDOOOOOOOO

4 0OO00OO0oOoOoobooboooon

gbobog32booouobooouooooooboogod
gogogoooooo

4.1 0000 20000000000000000

00000000000000000 2000000
0ooooooo
000000000 100000 M,020000
000 (zv,y) 000000000000 20000
000000000000000000 (2, yr) 000
0000000000 200000000000000
00000000000O000000

Nq

—4 6
e (6)
0000000000000 00000R—-1000
00020000000 (z,y4) 0 (i=1,2,...,n—1)
00000000 R»-100000020000000
0000000000000 0-,0000000 200

ooooo (zq,y) 000000000000 200
obooooooooobooooobooobooooo
oood

K —m=1) (7)

oooooooobooobooboo M, 000n000
oooooooooooooooooooooo M0
UbOn0O020000000000000000000
gbooooooooono

Ny Ne=1 Ny (n-
K CK-1 K—(n-1)
Sk ®
L1 K —q
=0

ggoobboooooooobbbibd nO00oQgo
gb20000000000000000000 20
gboooooooooobooobooboooboooono
N,—nO000000 200000000000000
goboobobooboobooodg

K — N, K—-N,—-1
X
K-—n K-n-1
0 ><K—Nq—(]\fr—n—l)
K—-n—(Ng —n-1)
N,—1
rm K—N,—(i—n)
= ooodn 9
T = 0

gboboooooooz2b000obo0oobooooboao
gbbooooooboooob~0o0OOO0O0OO0O0OO0ODOO
obooooooobooo N,—nOO0O0O0O0OOOODOO
gbobooobooooooobooobobooooboooooo
goog

n—1 . N,—1 i —(i—n
e () () o

1=n

gbboooboooboooooooooobooobobogon
gbobooooooo 200000000000 NO
goboooobooooon PyODbOoOoobooooo
Py =

N, %TN¢4 ﬁj”ﬂﬁwf@fN)
N o K-t Ny K—i

(11)




4.2 0J0OO0OO0OO0OOOOOOOOOOOOOOO0

goobobobobobonooooooboobobo
gboooog

gbooboooboooboboi1ooooboooobobogon
gbool1ogbdgbooobooooogboobobon
goboobobooobooboobod

1
’ (12)

gboooooooobon000000D0DO0DODO
gbooooboooobobooooobooog

1 n

— 13

(d) (13)
Ooodoooooooo N,—nOOOOOOOOO

gbooobooobooobooooboobooobooo
oo

(1 - ;)NW (14)

gbboooboooooooboooboooonOO0O0
goooooON, -nO000000O0D0O0DOODO0ODOO
gobooobooboogon

RONCE R

gbooobooooooooobooob mOOOO
O000o0ooOooOoooooO PLyOO0

S ()T

=m

ggoo

4.3 2000000000000O00DO0O0O0O00O0O00
ooo

PyOOO PyO0O0O0OO0O0DOODOODOODOOOOO
gboooooooooooobooobomOOoOoOOOg
gbo200000000000D00000DO0ODOOO0
gbooogo

N,
Pyer = Y (Py x Py) (17)

N=m

gbooogobooon
Ooo0oN.+N,—KONON,—-10000

3.50E-08

3.00E-08 —~— SEFHL-E
—=— Rathab 2 & AHEEE

2.00E-08 \
1.50E-08

21—V EEE(Pver)

1.00E-08

N

\
N\

0.00E+00

10 15 30 35

—HIIFBRBDO TR (m)

O 1. 0000000000N,=400000

200

—— SEEBH - EICE KX TARE
—=— Rathab (& S EMEICE I F2UT038E

=

10 15 20 25 30 35
m: —HITHFHURBDOTIR

XU TRE(E YR

02 000000000N,=400000

5 bOouooobobboooooboo

U000 RathaODOOOOODOOOOOOODOO
gbboo4000000000D00000O0O00O0DOO0
oon

5.1 RathaUOODOOOOODOOOOOOOOO

000Ratha000000000000000000
0OD000000O0 N,OON,O K- 41000
0000000000000000000000000
N, =400000000000000 N, =40000
000000000000000d=4000000
00000000 1000000000000m =10
000000000000000Rathal 000000
028x 10°80000000000000000000
000000000000 1.6x 10780000 0Ratha
0000000000000010000000000
000000000000 logl/P,., 00000000
0000000000000000000000000
20000000



T=a—vfl]
RH(Pver)

S Na> )
| mos-06

TZa-Up@RE
D =K (B0.61
(Ng=400, m=10)

W04-05
003-04
00.2-03
m0.1-02

mo-0.1

ANT 2O R (Na)

03 0000000000NO0mO00000000

200

—e— Ng=40
—=— Ng=80
Ng=160
—%— Ng=200
—— Ng=280
—— Ng=320
100 = Nq=400

——

0 3 1 L
10 20 30
—HI RN RHBOTR(m)

150 |

¥V T REE VN

0400000000 (N,=400400)

5.2 N,=400000000000000000000

O0ORatha0 00000 N,=4000000000
00000000004000000000000000
000000000000000000000000 N,
00000400000000000000000000
00000000000000000000 N, = 400
000000 d=40000000000000 N, O
000000000000 000000000000
0000000000000000 30000

0000000000000 N,00000 40000
00000000 N,=400000000d=4000
0000m=1000000000000000000
000000 0600000000 RathaDOOODODO
0N,=40000004.0x 10700000

000000000000000000000000
000000000 N,=400000000d=400
00000000000 N, 000000000000
0000000000000000 (=logl/Pe)00
4A00000N,=400m=350000000000
200bit 0000000 N, =4000m =1000000

goboogorpbit000O0O00DOOOO0OO0OO0O0O mO
oboboooooboooogbosbobn
gooooooooobooobboobbooobobogo
gboooooboooboobooboobboobooo
oobo0do N,=4000000000000000

5.3 00O

oboboooboooboooboboooobooobooon
ooboooooooooooboboboooooooooo
00000000000000000000oooU 210
gbooooooboobooobooooobooooag
gobooboooOoooboooooOoooooobobooooon
N,OOOO0O000oo000oo00oo0o0o000o000
gboboooboooooobooobooobooooo
gbooooog

gbooooooooooooobooobooboogon
O Ratha 0OO0OO0ODOOOOOCOOODOOOOCOOO
gboobooooboooboobooooooooboogoo
gboooooooboooboooboooboooooooo
0000000000000 00000000 RathaO
gboooobooobooobbooooOooooooboo
gboooog

6 0O4d

gbooooooooboooooobooobooooboooon
gboooobooooboooboooooooooooooo
gboboooboobooobooboobooboo
ooooooOoooodno N,O40000000000
ob1ooo0ooobooobooooooooooobooon
gobooboedbDOOOODODOOOOD

goob

[1] N. K. Ratha, J. H. Connell and R. M. Bolle,
“Enhancing security and privacy in biometrics-
based authentication systems,” IBM System Jour-
nal, Vol.40, No.3, pp.614-634, 2001.

2] 0000000000 0O0OO0OO oO0OoOoOoooo
gbobooboabodabooboaboabobo
gOo"200r0o0o00oooo0ooobogoooog
gbooobooooooobo20070

3] 00000000 0OO0O0OOOOoOooooOoooo
“ 0bo0o0ooobooboOoooboooOooobooo
gobooonoooboboboboboooooooog
0200600000000000pp.621-62602006 0

[4) DODO0OOUOOOOOOOOOOD0OODOOOOOO
oobog ooboooboooboooboog
oboooooooboboooooooboooboooon



go0r2007000000000000000004d0
ooooooboooooogb2o007O



