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Abstract In this paper, we will discuss security features of a matching algorithm in a finger vein pattern
based authentication method proposed by Miura, Nagasaka and Miyatake[1]. In the matching algorithm,
a mismatch ratio is calculated as an index for a degree of the difference between input matching data of
a vein pattern extracted from a subject and the corresponding registered matching data. If the ratio is
equal to or less than a predetermined threshold, the vein pattern is accepted. Focusing on the matching
algorithm, we will show that some specific input matching data are falsely accepted no matter which
registered matching data are selected. We name such data “universal wolves.” In addition, we will briefly

discuss how to avoid the universal wolves.
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