VMKnoppix 20080827 it (KNOPPPIX5.3.1 ~\— %, DVD ¥4 X)

VMKnoppix (3% < ORAEFHEHK Y 7 b =7 20079 < gk L7 1 DVD Linux(KNOPPIX) T,

http://www.rcis.aist.go.jp/project/knoppix/vmknoppix/index.html

= DR DR

Virtual TPM % Xen, KVM/QEMU THIAFREICLE L7z, ZOHEME~ T L TLEFRLO Trusted
Computing MR TEET,

Trusted Computing MR TE 5 E{THEE(Trusted GRUB, Linux-IMA kernel, TrouSerS, OpenPTS
72 &, LAl KNOPPIX for Trusted Computing Geeks & FEENL TV =b D)2 & E LT,

TPM DIREEN R T & % TPM Checker 2 % L7,

FailSafe-C, vx32, LLVM(Low Level Virtual Machine)’s E &% = U 7 ¢ B L O@ i B4 25 2081
TEgbE LR,

A~ =% ® BitVisor 0.3 Z Wik L ¥ L7-,

A B —Fy N7 — ke —% D InetBoot Z#INFk L £ L7,

> GRUB % == —»5H 1 VMKnoppix/Xenoppix & 1 o ¥ —F v ME#EITE £9°,

Xy b= 77—t —FDOgPXE Z# WGk LE LI, Xy NU—I b —FN, J=/Lb— EHEHLT
EETEET,

A B =%y 87 F747T 2 b 0S8 Circular (2 XY | fEFH HI{Xen | QEMU | KQEMU | KVM} E T4 Ff
Linux {CentOS5|Debian Etch|Ubuntu606| Ubuntu610| Ubuntu704}72> %~ U — 7 {REF 1 A 7
(Trusted HTTP-FUSE CLOOP)/» 5 @ L £ 97,

TROFREHEE Y 7 b =2 7 BNGEENTWET,

Xen3.2.1 (DomO kernel 2.6.18) http://www.cl.cam.ac.uk/research/srg/metos/xen/

BitVisor0.3 http:/www.securevm.org/bitvisor.html

KVMG60 http://sourceforge.net/projects/kvm

QEMUO091 http://fabrice.bellard.free.fr/gemu/

KQEMU http://fabrice.bellard.free.fr/gemu/kgemu-doc.html

UML http://user-mode-linux.sourceforge.net/

Virtual Box http://www.virtualbox.org/

TROXYy NIV —I T =R V7 by =T BIEINTNET,

® gPXE http://www.etherboot.org
® InetBoot http://openlab.jp/oscircular/inetboot/

® OSCircular http://openlab.jp/oscircular

TROEF =2V T4 BRLORBERIZETS 2 7BRESHTVET,

® FailSafe-C http://www.rcis.aist.go.jp/project/FailSafeC-ja.html
® VX32 http://pdos.csail.mit.edu/~baford/vm/
® LLVM http:/1llvm.org/

Horn—F
® TJ7AJL%: knoppix_v5.3.1DVD20080326_xen3.2.1-20080827.iso (MD5: bdf1ef34a688cef1e378919acbedccdf)
® FTP: (Ring Servers): ftp://ring.aist.go.jp/archives/linux/knoppix/iso,/knoppix_v5.3.1DVD_20080326_xen3.2.1-20080827.iso
® HTTP (Ring Servers): http://ring.aist.go.jp/archives/linux/knoppix/iso/knoppix_v5.3.1DVD_20080326_xen3.2.1-20080827.iso
[ ] Bittorrent: http://www.rcis.aist.go jp/project/knoppix/download/knoppix v5.3.1DVD_20080326_xen3.2.1-20080827.iso.torrent
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1 VMZKnoppix D&

VKKnoppix |£7'— b 7 —#1Z GRUB-IMA % ££/f L. Trusted Boot (= & ) TPM/BIOS-ACPI |2 f2#) = /' % 7%
LET, FRIIFRENS GRUB A=2—7T7,

GHU GRUB wersion B.97-ima-1.1.8.8 (638K lows

ENOPPIX 5.3.1(normal kernel)
ENOPPIX~-¥en3.2.1

ENOPPIX 5.3.1(normal kernel+ima)
BitUizor 8.3

boot from hdB

gPXE

TPHM Checker

InetBoot-netfs UMBnoppix(Xen3.2.8)
InetBoot-netfs UMBnoppix(Xen3.1.1)
InetBoot-netfs UMEnoppix(Xen3.1.8)
InetBoot-netfs UMBnoppix(Xen3.8.4.1) Oprofile
InetBoot-netfs UMBnoppix(Xen3.8.4.8)

GRUB A == — FH&

KNOPPIX 5.3.1 (normal | i#% @ KNOPPIX(Linux 2.6.24) & L Ci&E#E L £,

kernel)

KNOPPIX/Xen 3.2.1 Xen3.2.1 + Linux 2.6.18 Tt#) L £9°,

KNOPPIX 5.3.1 (normal | GRUB-IMA&Linux2.6.24-IMA (Z & ¥ Trusted Boot %# L &4, &#hoD
kernel + ima) SEEMER XUy =V OMigsME % OpenPTS I L VR T £97,
BitVisor 0.3 BitVisor % Intel VT CTi£H) - #fiA L, GRUB A ==2—I|ZFE Y £7,
boot from hd N—RT 4 AT D OS % L),

gPXE Fv hU—2 77—k, PXE 7— B LOHTTP 75 O H)

TPM Checker TCG-BIOS DOf&RE A st L £ 7,

InetBoot-netfs * v b —7 E® VMKnoppix ISO 7 7 A /L7 5 D ELE)
InetBoot-HTTP-FUSE HTTP-FUSE VMKnoppix ®iL#), GuestOS % Plan9,NetBSD
BuidRoot Shell InetBoot 723i#i~> Tu>% BuildRoot @ shell fL#)

> eth0 PWRIATE2 2 2R L TL7Z&, DHCP X Fita~y REFATL T Z &0,
# pump —i eth0
< IEEE1394 »3Mi#i 2 % PC (Intel Mac 72 &) Tl nofirewire % 1 —F /47 2 (GRUB® 217
ANCOIFTLE &V,



2 ALY 7 b =T DfEWS

il 2 DARARY 7 b7 =T OEN T2/ L ET,

2.1 Xen
GRUB %A = = — T KNOPPIX/Xen 3.2.1 &R L CEEI L T 72XV,

2.1.1 Xen 3.2.1 ® DomainU/HVM-Domain OfEV )5
VMKnoppix ClEE#HO-OICffiHa~y REHELTHET,
< DomainU < VMEKnoppix DVD A A —T % LE) L £ 7,
# knoppixU
< HVM Domain (IntelVT & %\ iZ AMD-V 23 #,.%)¢ VMKnoppix DVD A A — % E#E L £,
# knoppixHVM
7 7 4 /v h TlX, VMKnoppix @ DVD A A — s HiLEh L E 373, o 1CD/DVD OS @ ISO 7
7 Ab AT a o (ttp//URL £ 7213 filel/faxtT 4 L7 R U)TET Z LN TEET,
#knoppixHVM http://example.com/knoppix/*** iso
#knoppixHVM file://home/knoppix/***.iso

2.1.2 Xen'HVM iZ & % Virtual TPM OV
Virtual TPM(TPM Emulator) % & § @I EE L T 72 &0,
# xen_vtpm start
“tpm_emulator” &”tpm_mangerd”® 2 5DV 4 RUMREEET, b L. F FOAHDEAIT xen_vtpm
stop TH T LC. FE xen_vtpm start #3F/TL T 72 &0,

vitpm_managerd

| TPM M:allljége'rd

HoydHmne 5

B0 TS DM E T conemitor X XnRnopairioD amag (330
ZOH%IE, BERE R U TY, knoppixHVM & 5\ i knoppixU T tpm A3M#E 2 F3°, TPM OEMEZ fEN>
® 51Z1%. KNOPPIX for Trusted Computing Geeks #3E1H L ET, ISO 7 7 A LV EZFHELTFieD LD
ICFETTEET,
#knoppixHVM http://example.com/knoppix/knoppix511-TC-Geeks-100.iso
#knoppixHVM file://tmp/knoppix511-TC-Geeks-100.iso



2.2 KVM, KQEMU, QEMU
GURB #* == —7T KNOPPIX 5.3.1 (normal kerne) CEHE) L T 72X\, Figoa~> NiZHBWIC
KVM,KQEMU,QEMU EREE#58i#%k L Cii 92 K7 A NEfAIAALET, KVM &H 5% KQEMU, QEMU |
C VMKnoppix DVD A A — T & fd#) L £9,
# gemu-knoppix.sh
F7 >3 v “nokvm” KVM 71— I)VEY 22— )VOMIALZF v 8L LET,
“no-kgemu” KQEMU 7 —R/NVEY 2 —/VOfIAHBZF v L LET,
“no-module” N —F/NEY 2 —/LOMIALEF ¥ L LET,
“tpm” Virtual TPM Z A 2hZ L CTESB L £,
ISO 7 7 A NVEFRE L TFRRO L IITFATTE £,
# qemu-knoppix.sh http://example.com/knoppix/knoppix.iso
# qemu-knoppix.sh file//tmp/knoppix.iso
EEA
KVM % E£# 3 555 121% GuestOS @ GRUB T “nolapic” 47> a3 U ZBIML T 7EE0,

2.2.1 KVM/QEMU (Z X5 Virtual TPM OV
“gemu-knoppix.sh” 2 7 U 7 h TI& “tpm” 47> a2 2L V. Virtual TPM 2XE0IC72 0 £,
# gqemu-knoppix.sh -tpm
VMKnoppix DVD O A A — T TiLEI$ 5 DT, GRUB £ == —75"KNOPPIX 5.3.1 (normal kernel + ima)”
IR T &,

KVM =~ FEAENHEEIT 25813 FFNC tpmd 2> REFEITL TRV,
# tpmd clear

#kvm -m 512 -no-kvm-irqchip -L /usr/share/tegbios -cdrom /dev/cdrom

Intel-VI/ADM-V 2372 W56 & 5 VIETENC L2 5E T virtual TPM 3R TE £4, 7272L, ZOHAIE
QEMU & LTHIK OTHRVESRY £7,

# rmmod kvm

# rmmod kvm-intel

# tpmd clear

# kvm -m 512 -no-kvm-irqchip -L /usr/share/tcgbios -cdrom /dev/cdrom

2.2.2 Virtual TPM O % & ¥
A2 ELDDETROERIZRY F9, REDMELSTT,

Xen-HVM KVM QEMU(KVM %> & it #h)
A AN | Dom0 #—F/LA Linux2.6.18 | R A b DA —F WIEE, &H | RA FOI—FVIMMEE, &
BRER WZEE, NT7ANCHIRH Y, DRITANNEZ D, DRITANRNBEZ D,
CPU |Intel VT & %5 MEAMD-V A3 | Intel VT & %M AMD-V 2844 | CPU ICHIFRZ: L,
Ed 3
PERE FHn L A

Virtual TPM (2R3 % 3£ % Virtualization Mini Summit at Ottwa Linux Symposium 2008 Ti7\ F L7z
DTIHLHLDATA FERBEEZIZLTFI,
Virtual TPM on Xen/KVM for Trusted Computing

5




Kuniyasu Suzaki, Toshiki Yagi, Kengo Iijima, Nguyen Anh Quynh
http://virtminisummit.linux.hp.com/program/OLS08-Virtualization-Suzaki.pdf

2.2.3 QEMU x86_64 (AMD-V)DfEV
QEMU x86_64 [Z AMD-V 4=l 2L — L TEH, 20O ETKVM 7 EOAELIMEZ £, FRERN
O Xen [TEIEZ WA,
# gemu-system-x86_64 -m 512 -cdrom /dev/cdrom
ZOFEBE~vT D ET KVM 2 FE7T 252 LN TEET,
# kvm -m 512 -cdrom /dev/cdrom
GuestOS @ GRUB T “nolapic” 47 a > ZEML T IEE0,

TR R

[ et ]

2.3 VirtualBox
GURB # == —" KNOPPIX 5.3.1 (normal kernel) CEE) L T 72XV, Fit?d 2~ KT VirtualBox ® 3
TREZ Yy b7y 7T LET,

# modprobe vboxdrv

# virtualbox

2.4 UML (UserMode Linux)
GURB # = =— KNOPPIX 5.3.1 (normal kernel) CiE£#E L T 723V, Fitd =2~ RTUML 2% VNC
i KNOPPIX # & L £,

# umlknx.sh

2.5 BitVisor 0.3

BitVisor |Z Intel VT TEEIT kA~ > E =% T7, Windows DX =V 7 ¢ 2L T H7-DIZBAE I
TEFEOE~ Y =4 T, BIE, #2HEL TV 5 BitVisor0.3 X2 7 O A&7 O THREBIeHEREIZH U THA
M, A VA NI TEET,

2.5.1 EENHIE
GRUB 2 == —7T BitVosr # &K L T 7Z &V, BitVisor 2° Intel VT @ root mode TA ' A h—/L X,
GRUBIZA=a—NRE-TEET, ZD%, %72 0SS % GRUB X =2 — 6@ L T 7Z XV, non-root
6



mode T OS NE®) L ET,

N—=FRT 4 ATZIZA->TW5 0S OEEHENE GRUB A == —® bootfrom hd0 TT& 9,7 74/ b Tt
—N—=T 4 a NI A TND OS ZiEE) LET, BlON—TFT 142 3 12 0S BdHiEL, GRUB A==—T
rootnoverify hd(0,0)i272 > T\ 5% hd(0,1)72 EICEZ TL 72 &, 2 FHICE T I RR—T 4 v a0k
R L TWET, Windows 251 > A b —/L STV U BitVisor T Windows 23EL#E) L £ 3,

GRUB #* = =—T KNOPPIX5.3.1 # &R 3 41i1% BitVisor T KNOPPIX iEZ#E) L 9, Xen I BitVisor
23 root mode (24 VA h—/L I TWNLHZOEE T EHA,

gPXE L¥HAGDE TRy NY—7 T — Ry TEET,

2.5.2 MERTIE
F12 ¥ —%#3 LU 7 as V—)LZ”F12 Pressed’® A v t&—THliL, BitVisor N A>TV 5 T & )3l
WTEET, ZOEEI Y T var Y —LdAH T Windows X° X Window 70 HIIfER TE £H A,
VMKnoppix TiZ GRUB-IMA (Z £ % Trusted Boot #177¢> T\ 472, TPM & BIOS @ ACPI (2 L H) &
7 W3- TWET, KNOPPIX T TPM £ ¥ =2 —/L & #AiATe Z & TEDOFFE (BitVisor © SHAL fH) 238
TEET,
# shalsum /cdrom/boot/isolinux/bitvisor.elf
aa28a3leedad2585813dd3d6f7be3fd117b69fcf /edrom/boot/isolinux/bitvisor.elf
# modprobe tpm_tis
# mount —t securityfs none /sys/kernel/security
# cat /sys/kernel/security/tpm0/ascii_runtime_mesurements
4 89f0284e00992d067654818a9f2c09bbaa31acde 05 [Booting CD ROM, - MATSHITADVD-RAM UJ-8338S]
4 19d1733e8f9645c090f8fcce58a7f943a30fbc66 0d [IPL]
4 ec2afa621c866fd0c128d309e2415a4f49262ach 0d [IPL]
4 2cedbf54913d69d027c5b97e02763f921b16e345 06 []
4 8cdc27ec545eda33fbbale8b8dae4da5c7206972 04 [Grub Event Separator]
5 8cdc27ec545eda33fbbale8b8dae4da5c7206972 04 [Grub Event Separator]
5 bc74830d55¢1cff5603df9ff93387b51d5db9f68 Oe [IPL Partition Datal
5 d63d12ced978acal20bfe6ee7683e394c2ffaef0 05 [Boot Sequance User Intervention]
5 371436a31b138be9f75b887f02b9bd723cc21e4c 1105 (I
8 aa28a3leeda42585813dd3d6f7be3fd117b69fcf 1205 [|  /*** BitVisor ***/
5 2431ed60130faeaf3a045f21963f71cacd46a029 04 [0S Event Separator]
8 2431ed60130faeaf3a045f21963f71cacd46a029 04 [0S Event Separator]
8 be25adb01778393bbcae98ee871528fabfc85902 1005 []
4 ec2afa621c866fd0c128d309e2415a4f49262achb 0d [IPL]
4 2cedbf54913d69d027c5b97¢02763f921b16e345 06 (I
4 8cdc27ec545eda33fbbale8b8daeddasc7206972 04 [Grub Event Separator]
5 8cdc27ec545eda33fbbale8b8dae4da5c7206972 04 [Grub Event Separator]
5 bc74830d55¢1cff5603df9ff93387b51d5db9f68 Oe [IPL Partition Datal
5 646b02b443f710cfb55debe234070588978828e5 1105 []
8 3efcce6615807a884992b9555f0a311fb8b474a6 1205 (]
8 5c6e6c260a2d674fa13f5115b7eaf5499733e3f9 1405 []
5 2431ed60130faeaf3a045f21963f71cacd46a029 04 [0S Event Separator]
8 2431ed60130faeaf3a045f21963f71cacd46a029 04 [0S Event Separator]

8 fac33a1fc0ad42c07d00322d64c23f67567f334a 1005 []
7



3 Xy hU—IT—F%
VMEKnoppix (ZINEEENTWD 3FEEDOFR v h U —2 7 — k(InetBoot, gPXE, OSCirclar)iZ->W Tl L £,

3.1 InetBoot

InetBoot (% Internet FIZAB SV TWHNA N—=NAHF— H—F)L I=)b— " EFX T a— KL, kexec
CiZE)(Warm Boot) 9% 7' — k B — 4 9, InetBoot ™ FEfEiF/N &\ Linux CT& % BuildRoot 9, BuildRoo
WTHy NI =7 ORERLH —FRIVOEIER E %2170, kexec IZL Y Warm Boot LE3, 2%V, BHII® OS
BB O RN S FROBEE T2 257 L7 — b (PreBoot)#iE% A L T\ EF, GRUB A ==—¢ BuildRoot
Shell T7' L7 — hDEITRE AL T £7,

T A AT A A—TVEAFHEIZ NetFS it & HTTP-FUSE Jit23 & ¥ & 77, NetFS it Cid httpfs %> CTHTTP
H— 3 D KNOPPIX ISO 7 7 A /v &R L £9, HTTP-FUSE IR TIIAB SN TWD A ¥ —F% v MR
5 4 ZAZ”HTTP-FUSE CLOOP"%2 /L — 7 7 A L AT A E LCHEILET,

VMKnoppix (ZfEE L7726 DX GRUB A =2 — 0 L& IRTLH5DH T, Rry hT—27 I — FOFHEHIZK - T
HEETER2WHDOHHY 7,

3.2 gPXE
gPXE (%Y NUV—2 7 —ba—XTJ, 774/ T/h—FR7=7? PXE &[RRI TFTP 77—~ LET,
Sy R&EMIZ 52 & ©HTTP % iSCSI 75 #1725 = & b Hk £ T,

3.2.1 gPXE |2 X % HTTP-FUSE KNOPPIX DjiL#j
gPXE #1137 7 4/ F CTFTP 7 — MIB Y £9, ORI CTL+B Ty =M% bHE£d, V=V TFid
avy FEFETLTSIEEN,

gPXE> dhcp net0

gPXE> kernel http://www.inetboot.net/knoppix511.gpxe
gPXE> boot

MDA~y RIZDHCPIZL D IP Y RUARETT, £y hV—27 W —RICLoTUIRETE RN L23h
DET, ZOEA, ¢PXE XX EHA,

IP 7 RL AR ENHKNIE, gPXE I HTTP-FUSE KNOPPIX &£#i4 5 227V F h &4 m— RLTK
7ZEV, JfZIZ boot =~ RCEBLET, ZO#%IL@ET © HTTP-FUSE KNOPPIX 23 @) L £ 9,



ISOLIHUX 3.11 2885-89-82 Copyright (C) 1994-2885 H. Peter Anvin
Etherboot IS0 boot image generated by geniso

32.c: Found pcnet32, Uendor=8x1822 Device=-BxZ?HHH
18Mbps Full-Duplex
LIARNING: Using legacy HIC wrapper on BH:Bc:29:69:66:7d

gPXE B.9.3 —- Open Source Boot Firmuware —-
Features: HTTP DH5S TFTP i5CSI AoE bzlmage Multiboot HBI PXE PXEXT
Press Cirl-B for the gPXE cormand line..._

g’ X

DHCP (net@ | ... ok

gPXE> _kernel htto:s i, inetboot nets knovpnix511. oaoxe
http:”7WWW. inetboot. net knoppix511.gpxe... ok

gPXE> _boot

http:”7knoppix. inetboot.netsarchivesslinuxsoscircular-tcgeeks-vl.B/linux. ..

FREOFE KNOPPIX5.1.1 @) L £ 4725, 247 H @ URL X FRRlc A 2 411X 5.0.1, 4.0.2 A EH) T £ 7,

http://www.inetboot.net/knoppix501.gpxe

http://www.inetboot.net/knoppix402.gpxe

http://www.inetboot.net/gpxe/fedora9

http://www.inetboot.net/gpxe/fedora8
http://www.inetboot.net/gpxe/fedora9-x86 64
http://www.inetboot.net/gpxe/fedora8-x86_64

http://www.inetboot.net/gpxe/ubuntu804

http://www.inetboot.net/gpxe/ubuntu710

http://www.inetboot.net/gpxe/ubuntu704
http://www.inetboot.net/gpxe/ubuntu804-x86_64
http://www.inetboot.net/gpxe/knoppix531-remasterCD

http://www.inetboot.net/gpxe/vmknoppix-xen321

® & 6 O O 6 6 6 O O o o

3.2.2 gPXE & BitVisor O &#
gPXE T BitVisor ® 2 — K& THF|HAIEE T, BitVisor T TFTP 7' — <> HTTP-FUSE KNOPPIX 73 )
x4, ZoOHE. EEIL OS 1 Intel VT @ non-root £— RTEBEI L TWAHZ LI/ £97,

3.3 OS Circular
A B =X b EDT 4 AT A A=V DB E~ Y B EE L ET,

3.3.1 BHAI—XNVTEE LGS

KVM, KQEMU, QEMU T > % —3% v MART ¢ A 7 (Trusted HTTP-FUSE CLOOP) 3 i 2 97, i
ENDavwy REFITT5 BT 4 A7 o T VM &) L E7,

#httpfuse-kvm

#httpfuse-kgemu

#httpfuse-gemu



BIRA = —0NHETOT, EEILEZWVL OS i A T2 &0, Account/Password (£ 9 XT
http-fuse/http-fuse (272 > TV VE T,

3.3.2 Xen3.2.1 TEHE L7=HE
Xen-HVM TA % —% v MABT 4 A7 (Trusted HTTP-FUSE CLOOP) M MEZ2 £4, £9. v hv—2 &
Xen BREEAH i L T< 20,

# pump —i eth0

# letc/init.d/xend start
Tiea~y REEITT 5 EINET A7 > T Xen-HVM 23 ECE) L £ 97,

#httpfuse-hvm
BR A= —2HETOT, BEEFH LWV OS 28 A TL 72 SV, Account/Password |d 3 X T
http-fuse/http-fuse (272 > TV E T,

3.3.3 A V¥ —X v MRIET 4 X7 (Trusted HTTP-FUSE CLOOP)Eifk D~ 7 h
FTA U F =y MRET 4 AT ZRET DD, v~V MRA LV M EREE L £,
# mkdir /var/tmp/blocks
TRRO~T Vv hRA v MIMER,
# mkdir /media/thfc
# mkdir /media/guestos
MappingTable 7 7 A V&% 7> v — KL %79, MappingTable 7 7 A /LiZ Fit® URL LY ¥V o — RT
TET
http://vmimage.inetboot.net/archives/linux/oscircular/pc/centos5-blocks/centos5.idx
http!//vmimage.inetboot.net/archives/linux/oscircular/pc/etch_image/etch 1386-20070207.idx

http://vmimage.inetboot.net/archives/linux/oscircular/pc/etch _image/etch 1386-20061221.1dx
http://vmimage.inetboot.net/archives/linux/oscircular/pc/ubuntu606block/ubuntu6.06LTS.1dx

http://vmimage.inetboot.net/archives/linux/oscircular/pc/ubuntu610block/ubuntu6.10.1dx

http!//vmimage.inetboot.net/archives/linux/oscircular/pc/ubuntu704block/ubuntu704.idx

TREIZ CentOS Z BT /— R 7 7 ANV AT LAORY L 2R LET,
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# cd /var/tmp/blocks/
# wget http://vmimage.inetboot.net/archives/linux/oscircular/pc/centos5-blocks/centos5.idx
# httpstoraged -f ¥
/media/htfs http://vmimage.inetboot.net/archives/linux/oscircular/pc/centos5-blocks/centos5.idx
PLEC /media/thfc/centoss & WHRAET 7 A LN TE ET,
THEN=RT 4 AT A A=Vl TN D D, BB E D mEE T,
# losetup /dev/loop0 /mountpoint/centosb
# kpartx -a /dev/loop0
L35 &, /devimapper/ LA FIZ loopOpl (/boot), loopOp2 & 9 /— RN TE F9, loop0p2 (E lvm
partition 72D T,
# lvmdiskscan
#vgchange -a 'y
LT 5 &, L9 < Idev/VolGroup00/LogVol00 &9 7 /34 A/ — K(CentOS @ NN T&xE9, Zhr~
T RTBEFARNOSDIL— T 7 ANV AT ARBNET,
#mount /dev/VolGroup00/LogVol00 /media/guestos

3.34 A& —%vy MFT 4 X2 (Trusted HTTP-FUSE CLOOP) D& 538k

Trusted HTTP-FUSE CLOOP IZ#i7sW\ 7' 1w 7 7 7 A )LD 1 ODIRHET 4 A7 R L4, 7uv”
77 AMTHTTP ="\ X T om— RUETH EEHO T — "0 6 TT ey MU —ZBIEIC LY IEF
WCELS D E3, BUE, 7 AU MIZ3HA b, F—rm v X234 b, HRGing — 0 791 N ZELE L,
H o LT — 3% DNS-Balance (2 XV BEIFIZ DT D L 92 TWnET, ZTHEKOH L HIZF V1
— RO ZFARD L —"\NEDD Z LR TEET,
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4 Trusted Computing ([H KNOPPIX for Trusted Computing Geeks)

Z ® KNOPPIX Ti% OpenPlatformTrustedServices # gk L, FEAEEREZITR>TCNDHVE— T T AT
—ya LD SERAEN TEET,

VE— R T TAT—va k) NELWEBIPMTZRbN TS Z L OBRKRIEE FIHLTW 23y 7
— VIHETIMEDR 72 T & ) OREFIMERRFED C & £ 97, BIEDOMEFMEE #HIX DSA: Debian Security Advisory 7>
OIER S, EENIZIZIE LV Debian /Xy 7 — U0 MEDILTW A MREETE £,

Z OE&REIT Xen-HVM, KVM, QEMU Tt X4 T % Virtual TPM TEMEMEE N TE £7,

41 NV 7 bo=T

¢ GRUB-IMA1.1.0.0
»  http://trousers.sourceforge.net/grub.html
¢ kernel 2.6.24+IMA(Integrity Measurement Architecture)
»  http!/sourceforge.net/projects/linux-ima
¢ Trousers0.3.1
» httpi//trousers.sourceforge.net/
¢ TPM_Manager0.5
»  http!/sourceforge.net/projects/tpmmanager
¢ OpenPTS v0.1.2 (Platform Trusted Services)
»  httpi//sourceforge.jp/projects/openpts/

4.2 fEWF

TROFIET OpenPTS #i~72 U F— 7T AT — a » ORFERMRGEE WIMEREN T £4, H
KNOPPIX for Trusted Computing Geeks TIZ7 7 7 4 INA X —T = —ANH Y LN, BifElTa~yr
R4 THHTED L 9IZRoTWET,

7 7 4V kTl iceweasel 2.0.0.12-1 IZHE59 1A & 0 WEFIPERRAEA RILT 2 B EIT 72 > TV E T, iceweasel
3.0.1-1I2%7 v 77— M AUIMESIERREED ) L £ 7,

4.2.1 iceweasel 7 v 7T — M LD STZHE
TREOBTlE2—H% % knoppix |2 L ¥ L7z, 22—V HIHEE T,

# mount -t securityfs none /sys/kernel/security/
# tesd

# tpm_takeownership

Enter owner password: knoppix

Confirm password: knoppix

Enter SRK password: (Just Return)

Confirm password: (Just Return)

# cp /opt/OpenPlatformTrustServices/tcdemo/dummy_system.data /var/lib/tpm/system.data

cp: overwrite “/var/lib/tpm/system.data'? yes
12



# cd /opt/OpenPlatformTrustServices/tcdemo/
# dmidecode > dmidecode
# ../bin/pts-ca --propdir /opt/OpenPlatformTrustServices/tcdemo/
WARN [main] (?:?) - Known proplem on Thinkpad T60 and X60, FSM Trans was Failed, PUSH PUSH
rc=1
ERROR [main] (?:?) - IBM BootImage of Knoppix511trust
ERROR [main] (?:?) - ConcurrentModificationException happen with GCJ. try to use adoptNode instead of
import Node

Enter user's password:knoppix

# ../bin/pts-cu --propdir /opt/OpenPlatformTrustServices/tcdemo/
Enter user's password:knoppix

WARN [main] (?:?) - Quoted but no FSM for PCR 8

WARN [main] (?:?) - Quoted but no FSM for PCR 10

WARN [main] (?:?) - Quoted but no Events for PCR 0, len=0

WARN [main] (?:?) - Quoted but no Events for PCR 2, len=0
ERROR [main] (?:?) - BootImage did not match Y5rFzfilzzd F11kyxqQhVFCnuY8=

WARN [main] (?:?) - IMA Aggrigate validation was Failed - TODO Use PCR in IR

WARN [main] (2:2) - buf
bcbe389ac4836462aee11301ac6395¢84b623¢2000000000000000000000000000000000000000003a3f780f11
a4b49969fcaa80cd6e3957¢33b22750000000000000000000000000000000000000000075decad5939883814a
db73adca947c¢dd781d4c63f95bd8e09¢19d36d36a5fb4c0a5be9137ea’737b0000000000000000000000000000
0000000000000000000000000000000000000000000000000000

WARN [main] (?:?) - digest 104¢129021038f96d4ad09d235cb9ec11c8b1f23

WARN [main] (?:?) - digest 4cd12acfecb05232¢91831ae8e1d79d043d500ce
ERROR [main] (?:?) - Wrong SIgnature but CONTINUE
VR result : INVALID
VR reason : iceweasel-2.0.0.12-1.i386,0VAL/DSA(DSA-1614), CVE(CVE-2008-2933 CVE-2008-2785), is
vulnelable!!! but no update,1 vulnelable packages are found,PCR[10] measurement is invalid,
ERROR :validation was failed
REASON : iceweasel-2.0.0.12-1.i386,0VAL/DSA(DSA-1614), CVE(CVE-2008-2933 CVE-2008-2785), is

vulnelable!!! but no update,1 vulnelable packages are found,PCR[10] measurement is invalid,

4.2.2 iceweasel &7 v 75— M BHEE
TFROFTIE—H % knoppix (2 LFE L=, 2—HFLITEETT,

# apt-get update
# apt-get install iceweasel

# mount -t securityfs none /sys/kernel/security/
# tesd

# tpm_takeownership

Enter owner password: knoppix

Confirm password: knoppix
13



Enter SRK password: (Just Return)

Confirm password: (Just Return)

# cp /opt/OpenPlatformTrustServices/tcdemo/dummy_system.data /var/lib/tpm/system.data
cp: overwrite “/var/lib/tpm/system.data'? yes
# cd /opt/OpenPlatformTrustServices/tcdemo/

# dmidecode > dmidecode

# ../bin/pts-ca --propdir /opt/OpenPlatformTrustServices/tcdemo

WARN [main] (?:?) - Known proplem on Thinkpad T60 and X60, FSM Trans was Failed, PUSH PUSH
rc=1
ERROR [main] (?:?) - IBM BootImage of Knoppix511trust

Enter user's password:knoppix

# ../bin/pts-cu --propdir /opt/OpenPlatformTrustServices/tcdemo
Enter user's password:knoppix

WARN [main] (?:?) - Quoted but no FSM for PCR 8

WARN [main] (?:?) - Quoted but no FSM for PCR 10

WARN [main] (?:?) - Quoted but no Events for PCR 0, len=0

WARN [main] (?:?) - Quoted but no Events for PCR 2, len=0
ERROR [main] (?:?) - BootImage did not match Y5rFzfilzzJ Fl1kyxqQhVFCnuY8=

WARN [main] (?:?) - IMA Aggrigate validation was Failed - TODO Use PCR in IR

WARN [main] (2:?) - buf
bcbe389ac4836462aee11301ac6395¢84b623¢2000000000000000000000000000000000000000003a3f780f11
a4b49969fcaa80cd6e3957¢33b22750000000000000000000000000000000000000000075decad5939883814a
db73adca947cdd781d4c69516f1eb472d7¢363d664b82a4e90fe2d0fb473d0000000000000000000000000000
0000000000000000000000000000000000000000000000000000

WARN [main] (?:?) - digest 15fe00bb00ab2d7e0b0978174a5446¢7c1fb3e56

WARN [main] (?:?) - digest 34eafd4bad3b6563233ca45c3d258fe40c13fabe
ERROR [main] (?:?) - Wrong SIgnature but CONTINUE

FEEDY Jopt/OpenPlatfromTrustServices/tcdemo/knoppix_vr.xml (2K Y £9°, Resut="VALID” Cj%%h L7z =
EVHIY 9 (R,
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4 Session Edit View Bookmarks Settings Help

Iceweasel

ile Edit View History Bookmarks Tools Help
4';\ @ > @ % @ I@|ﬁle:mupthpenP|atfurrnTrustServicesftcdemufknuppixﬁvr‘xml jl'l-}oo-;le

JMost Visited™ #Getting Started [5|Latest Headlines™

“his XML file does not appear to have any style information associated with it. The document tree is shown below.

<VerifyResult>
<ResultUUID DependentResults="DependentResults">Demo</ResultUUID >
—<Results ReasonStirings="73V1c3QgcGFzc3dvemQg” ReportUUID="ReportUUID"
<PolicyID UriValue="CSADSAD"/>
</Results>
</VerifyResult>

|

Hoosnmmnem . son™ o Sl

T2, 77U L B £9, BUR T Secure Connection 73 Fail L 973, iceweseal T
Add Security Exception
https://60.32.129.172/demo @ Get Certificate

Confirm Security Exception
% KGR T Your VM Knoppix is validated.”®d £ v &— U 2N HE 4,

Session Edit View Bookmarks Settings Help
HARN [main] d but no F
HARN [main] but no £

T under construction - Iceweasel

File Edit VWiew History Bookmarks Tools Help

@ o - & @ G [l hwsiso.32.129.1721demos L“'l-}oo-;le

[ Most Vvisited~ @b Getting Started [5|Latest Headlines ™

|| file:yjjoptiOpe.. knoppix_vrxml $€ || Under construction ® |

Your VMKnoppix is validated.

H

ray = 2 & shell - Konsol ==
‘ 0 j \# {ﬁ E ﬁ-““‘; @ ﬁ 4 @Un:er:‘:‘:::;u:tion-lce 3 lia'

08/27/08

OpenPTS @ =~ RFEMIL T URL IR SN TWET,
Command Reference of OpenPlatform Services

http://sourceforge.jp/projects/openpts/wiki/TcdemoCommandReference
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[2] Seiji Munetoh, Megumi Nakamura, Sachiko Yoshihama, and Michiharu Kudo, “Integrity Management Infrastructure
for Trusted Computing”, IEICE TRANSACTIONS on Information and Systems, Vol. E91-D No. 5 pp. 1242-1251
(2008).

Abstract: http://search.ieice.org/bin/summary.php?id=e91-d_5_1242&category=D&year=2008&lang=E&abst=
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5 o234 %

5.1 FailSafe-C
Fail-Safe C 1%, AFVLEMAZRIET S ANSIC SiED T NVARy 7 OEILETT, ANSIC SFHOMALT
EDONTZRTOAEVEE (F¥ X NOEHEEET) T LEZOZEMEERIEL, R TOMERRAEY T
7 A HENIA LBE L £,
TROXoIizar /T4, FEIA YU Yo HP (https:/staff.aist.go.jp/y.oiwa/FailSafeC/) % &
ZIZLTREW,

$ fsce test.c —o test

$ Jtest

5.2 VX32
Z—PF LU KRy 7 A0 VX32 FEITREZMA E Lz, VX382 TlEv AT La— % F7 v 7 LT jail
ftLEFT, FRROILIICar XA AVE&EERITTETEST, FMMITAY P F o
HP(http://pdos.csail.mit.edu/~baford/vm/) %= ZZIZ L T F X\,

$ vx32-gcce test.c -0 test

$ vxrun ./test
(I : test HATIIFEITTEEHAL)

73 : Bryan Ford and Russ Cox, “Vx32: Lightweight User-level Sandboxing on the x86”, USENIX Annual
Tech 2008. pp293-306
http://[www.usenix.org/events/usenix08/tech/full papers/ford/ford.pdf

5.3 LLVM (Low Level Virtual Machine)
LIVM [ZMB DA ba—REHL, 7ry—Uy (FTEE) ICXaREEAERL TS a3, ZHMET
9, FEHMENE < Leopard @ OpenGL A% v 7 X2 iPhone @ 2 /XA ZZfEDLNTWET,
TRROL T NANVEETTEET, FMITAY Vo HPttp/lvm.org) #2512 LT F S0,
$ llvm-gee —emit-llmv —c test.c —o test.be
$ 1li test.be
(Ivm—gec M—emit-livm A F2 3> T LLVM /31 ha—RZE{ERL. i [2&Y LLVM /XA ba—FZEETLET )
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[1] USENIX LISA 2007 (21st Large Installation System Administration conference) Dallas, USA, Nov. 14-17 “OS
Circular: Internet Client for Reference”, Kuniyasu Suzaki, Toshiki Yagi, Kengo lijima, and Nguyen Anh Quynh
Paper http://www.usenix.org/events/lisa07/tech/suzaki.html
Silde PDF http://openlab.ring.gr.jo/oscircular/LISA07-Slide—suzaki.pdf

[2] ASPLOS 08 (Thirteenth International Conference on Architectural Support for Programming Languages and

Operating Systems) Poster “TPM + Internet Virtual Disk + Platform Trust Services = Internet Client”, Kuniyasu
Suzaki, Kengo lijima, Toshiki Yagi, Nguyen Anh Quynh, Megumi Nakamura and Seiji Muhetoh
Poster http://openlab.ring.grjp/oscircular/ASPLOS08—poster—slide.pdf

Leaflet http://openlab.ring.gr.jp/oscircular/ASPLOS08—poster—leaflet.pdf
[3] USENIX Annual Tech 2008 Poster “InetBoot and VMSeed; Trusted Internet Bootloader for Hypervisor and Guest

0S”, Kuniyasu Suzaki, Kengo lijima, Toshiki Yagi, and Nguyen Anh Quynh
Poster http://openlab.jp/oscircular/USENIX08Poster—suzaki.pdf
[4] Linux Symposium 2008, BOF “OS Circular”, Kuniyasu Suzaki
HP: http://www.linuxsymposium.org/2008/view_abstract.php?content_key=231
[5] Virtualization Mini Summit at Ottwa Linux Symposium 2008, Virtual TPM on Xen/KVM for Trusted
Computing, Kuniyasu Suzaki, Toshiki Yagi, Kengo Iijima, Nguyen Anh Quynh

Slide: http://virtminisummit.linux.hp.com/program/0OLS08-Virtualization—Suzaki.pdf

[6] IEEE International Forum on Trusted Infrastructure Technologies and 3rd Asia—Pacific Trusted Infrastructure
Technologies Conference (APTC 2008), Trusted Boot and Platform Trust Services on 1CD Linux, Kuniyasu Suzaki,
Kengo lijima, Toshiki Yagi, and Nguyen Anh Quynh
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