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KNOPPIX for Trusted Computing Geeks

22472k (KNOPPIX TC-Geeks)
— GRUB-IMA (Bootloader with Integrity Measurement Architecture)
— Linux-IMA (kernel with Integrity Measurement Architecture)
— TrouSerS (Open-source TCG Software Stack )
— OpenPTS (Open-source Platform Trust Services)

H—7\ (Remote Attestation)
— OpenPTS (Open-source Platform Trust Services)
- TEMUFEHRT —HIN—X
» |IDB (Integrity Information Data Base)
— T —2a DifE5EHERT —2X—X (DSA: Debian Security Advisory)
* VULDB (Vulnerability Data Base)
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+ PCR(i) = SHA1(PCR(i) +Digest)
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Function
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CRTM, BIOS, and Platform Extensions

Platform Configuration

Option ROM Code

Optional ROM Configurations and Data

IPL Code (Usually the MBR)

IPL Code Configuration and DATA (for use by the IPL code)

State Transition and Wake Events

Reserved for future usage. Don't use.
5 | Flexible use
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Trusted Boot®DBIOS/J —kO—4 04

— [sys/kernel/security/tmpO/ascii_bios_mesurements
PCR SHAl Event

l l l

3 2907b0a74e2e025f863bda3dd55a9ada385dcf28 04 [Event Separator]

4 2907b0a74e2e025f863bdaddd55a9ada385dcf28 04 [Event Separator]

5 2907b0a74e2e025f863bda3dd55a9ada385dcf28 04 [Event Separator]

6 2907b0a74e2e025f863bda3dd55a9ada385dcf28 04 [Event Separator]

7 2907b0a74e2e025f863bda3dd55a9ada385dcf28 04 [Event Separator]

4 c1e25¢3f6b0dc78d57296aa2870ca6f782ccf80f 05 [Calling INT 19h]

4 38f30a0a967fcf2bfee1e3b2971de540115048c8 05 [Returned INT 19h]

4 7ca42b22324927c400263bae94ele7cc28655532 05 [Booting CD ROM]

4 5¢3eb80066420002bc3dcc7cadabbefad7ed4ae5 01 [POST CODE]

4 1cdac212¢5342627905cfcc4931972a8b4a09996 0d [IPL]  /boot/grub/stage?_eltorito
4 2cedbf54913d69d027c¢5b97e02763f921b16e345 06 [

4 8cdc27ec545eda33fbbale8b8dae4dasc7206972 04 [Grub Event Separator]

5 8cdc27ec545eda33fbbaleS8b8dae4dasc7206972 04 [Grub Event Separator]

5 f1f74d078d57197ee9cd9205995a6babe6a68chf Oe [IPL Partition Datal /boot/grub/grub.conf
5 aed235d4ddb5fed00156f4991f2¢1d1330c¢97694 1105 []

8 94¢417906f8d383b811d918dce6bafdbec650ed42 1205 [  /boot/isolinux/linnux-ima

8 793eb4a591229afe35d60d5c2b66cee9de33225¢ 1405 [I  /boot/isolinux/minirt-ima.gz
5 2431ed60130faeaf3a045f21963f71cacd46a029 04 [OS Event Separator]

8 2431ed60130faeaf3a045f21963f71cacd46a029 04 [OS Event Separator]

8 fac33a1fc0ad42c07d00322d64c23f67567f334a 1005 (]

Measured files
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— [sys/kernel/security/ima/ascii_runtime_mesurements
PCR SHAl Event
l | l

10 eeb9e57fc3a66e85858585329¢7291a2e138d695 boot_aggregate
10 4¢d410cbd7766b0672dfeb0b73756¢490c1262b6 /static/ash

10 449¢076c¢8bbde638c¢37e075d63ccd7a6ac6602a0 /static/insmod
10 06dd0a423bd7d35ea2388c481a329b34552db3c0 pasl6

10 23a1ba028254b2d5¢14{7d6240764706f83bcaa9 psi2401

10 Ofa2ec2a67a3e33ea062f4715b1a0d566fe5ce83 t128

10 b55dfa9b2ab368b7f2d839b39dd69613¢c69a0d56 uld_34f

10 c68b8de398d26abf41989364eb77bel153464cd87 wd7000

10 cccf8dc1ff3748dcfa8c4d145a461a3deda6431d usbeore

10 0a2447092eb5d5b337cccfe2atb75dcdae7c40de ehei _hed

10 bbaa6a8dfb5fe4046¢c4dec4b6d3d98db15067491 uhci_hed
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/sys/devices/platform/tpm_atmel/pcrs

PCR-00:
PCR-01:
PCR-02:
PCR-03:
PCR-04:
PCR-05:
PCR-06
PCR-07:
PCR-08:
PCR-09:
PCR-10:
PCR-11:
PCR-12:
PCR-13:
PCR-14:
PCR-15:

87 31 03 3F DD DB 3F DA 05 F5 07 63 21 50 B9 9B BF 6D 45 15
13 02 B2 55 28 E4 B7 06 35 04 F2 6A /4 6E D2 E1 1D 17 24 3B
EB B3 BA AE E/ 57 4B B6 3/ AA AB 67 OF 9A C1 BC EB 6F 80 F3
04 FD EC DD 50 1D AF OF 62 4C 1F 99 60 12 CF 30 44 FF 46 10
11 AF B4 D2 CC 62 91 18 80 D3 3E 51 BA 18 8A EE E9 E8 OA D3
3D D4 62 3E 57 34 78 B1 EB A3 89 FE 24 5B 44 DB DO /9 70 52
04 FD EC DD 50 1D AF OF 62 4C 1F 99 60 12 CF 30 44 FF 46 10
04 FD EC DD 50 1D AF OF 62 4C 1F 99 60 12 CF 30 44 FF 46 10
18 F71 B8 1G 1B 69 DD 24 10 4 OC 81 39 /O FE 66 1B DD 93 46
00 00 00 00 0O 00 00 0O 00 00 00 00 OO 00 00 0O 00 00 00 00
00 00 00 00 0O 00 00 00 00 00 0O 00 OO 00 OO 00 0O 00 0O 00
00 00 00 00 0O 00 00 0O 00 00 00 00 0O 00 00 0O 00 00 00 00
00 00 00 00 0O 00 00 00 0O 00 0O 00 0O 00 OO 00 0O 00 0O 00
00 00 00 00 0O 00 00 0O 00 00 00 00 0O 00 00 0O 00 00 00 00
00 00 00 00 0O 00 00 00 00 00 0O 00 0O 00 OO 00 0O 00 0O 00
00 00 00 00 0O 00 00 0O 00 00 00 00 OO 00 00 0O 00 00 00 00
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. Service Management Tool (with Platform Integrity Check)
File Help
\fStart Service |

Username jknoppix

Select Service | Platform Validat ity - Listing packag

Walidate Platform and Start Service

Security Info

HoS53AEm G

8 Shell - Konsole

Shell - TCDEMO_UserTool

K Desktop Environment

X Service Management Tool (will
R kanapshot

ol s O 3:"

010903

SUCESS

x rool (with £l
Fie Help
| Start Senvice |

£V

Usemname |knoppix

==

Packages for User: index - Iceweasel

File Edit Wiew History Bookmarks Tools Help

Select Service ‘Hﬂlfﬂrm Validal

- - l‘\é"i L:} u httpsﬂlzf&sz‘19‘SG]knupp\xjpackageiusrer vl Bl

|| cD-Inhaltsverzeichnis [ | KNOPPIX - Webseite

validate

Security Info

Good ntegrity, start firefox |

Top

Platform Validation Authority - Listing packages
Mame: Search

Vulnerable packages | | Unetear packages |

Hame Version | Arch | Vendor |Build Summary Vulnerabilil
rebuilefstab-knappia | 00-11 all | Unknown | 0| Fixed rebuildfotab for Japanese nia
knoppix-swm 052 1386 | Unknown | O | Start kpakage as root nia
Kde-menu-knoppizs 056 i386 | Unknown | 0 | KDE Menu restructuring for KNOPPIX i

The FiF C portmapper Portmap is a server that eonverts RPC (Remote

Frocedure Call)program numbers into DARPA protocol port numbers. [t

portmap 524 i386 | Debian | O i
st b rurning in crdler to make APC salls. - Sarvices that use APC include

NFS and NIS.

inetet son updater This packags provides a program used by other packagss

upclate-inetd 42702 all Debian o nfa
ta automatically update Jetcingtd conf.
Ken-knopRix-core 31.0-1 i366 | Unknown | O Ren for KMOPPIX nfa
knoppiz-certificates 05-2 i386 | Unknown | O CaA certificates for mozilla+kongueror for KNOPPIX nia
knoppiz-bookmarks i366 | Unknown | O Bookmark file templates for KMOPPIR nfa
& Ghell - Konsale X service Managemert 9% Ksnapshot

MEsg 358,

3 4 ‘i Shell - TCDEMO_Li:- ¥9 Packages for User: A
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« KNOPPIX for Trusted Computing Geeks®DCDA A—
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VMKnoppix with vTPM

« VTPMZ{E>7-Xen
— RABIEV Iz 7ZUERL TLYHVMKNoppix TIXTPM-
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Fie Help
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« DRTM (Dynamic Root of Trust Measurement)
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 Trusted Internet Virtual Disk
— JAY B CHRALATREE Ry D —0 T /N ( R"HTTP-FUSE
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