National Institute of M

Aadvanced Industrial Science ﬁnmn[‘p Cerker fq-r
and Technology Infermetion Ssourity

AIST

N—F0z7EF 21 ) TR F—LDEIHHE

BHREeXa) T AR 22—
N—F9x7tXxa1 )T HEF—L
{Zik &L




National Institute of L\ I — l,lu
Advanced Industrial Science / \ — I P l T —
and Technology j-lnl

AIST
EEED 12— L DR LT IS5 [E B’ D = 1 RERE R

5= ERIP<Y -0

EESED
HEkEH
SLSI

HAHAH X)) T 2D —oOtFa)T+4

5 T r—a s




National Institute of ~ | Jd N
Advanced Industrial Science [y w I ) 3
and Technology l

AIST

. %9‘1—)1//\0)1%/27:;)\mﬂ@%ﬂ&Abﬁl‘otofﬁ’Hﬁ%ﬁ’)

« MEMICRELGHES7ILTVXLZAVTOWTLEED M e B ERTHE
Lﬁ‘?’é&éliliﬁﬁaéfn?&b\

M S=ETH
JL " BB R IX

STalatalatal e lalalalals ST HR R gt

aAVEa1—394ILRA *—FR—KFAH

4¢‘$aﬂhgﬁ!ga97'

EX-IEB - -

ETA—I)LINER
~DAN

ET1—I)LINER
MmoDH B

AU FI

ARBIBE P,
/4 XERHN =
Bl SR G + (T L
3 e

[E1 8%/ 32— fEAT
BRI 0—7, ERSTELA

BB



>,

National Institute of
Advanced Industrial Science
and Technology

JA O MNGE

SERE

AIST
e HARFYrRIINEFTLEAR—FEBESRIEFRFEUIZETMEERIRS
« NISTEDABEZREZRIZL, FIPS 140-312#£4k - 1ISO/IEC 197902 E [ & ik
TR IR D22 ) - FEE ST AT 3R B £ D A S

—NICT—

Cryplography Research and Evaluation Committees

C>CRYPTREC| |

Advanced Industrial Science

>

National Institute of

and Technology
AIS T

[E] BRI R E ~DH R

NIST

A A A
FIPS 140-3

At

Draft | ISO/EC 19790

ISO/IEC 24759

AR TR 2R 5




2 YA RF o LB AR R ST (HAR—R

Advanced Industrial Science

= SASEBO

AFEFEDR—F B F
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— SASEBO-R:BEELSI (195 %)
— SASEBO-G: Xilinx FPGA (204 )
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Side-channel Attack Standard Evaluation Board (SASEBO)

LA L] AIST > RCIS > Side-channel Attack Standard Evaluation Board (SASEBO)

What's NEW

2008.10.1 SASEBO Quick Start Guide is released
2008.10.1 SASEBO-G Specifictaion is added
2008.6.28 SASEBQ page is relaunced.

Project Overview

With the rapid expansion of broadband networks and the spread of information appliances, IC cards, and radio frequency
identification (RFID) tags, etc., large amounts of data are transferred in every phase of daily life. At the same time, security
threats such as leakages and falsification of information are on the rise. Cryptography is widely used even in consumer products
as a fundamental countermeasure against such threats. However, it is difficult for users to determine whether or not a
cryptographic algarithm is implemented properly; it is not unusual for security flaws to be discovered in products advertised as

__'mgrh e ANsiC i i perfectly secure.

FIPS 140-2, issued by the National Institute of Standards and Technology (NIST) and ISO/AEC 19790 and 24759 represent

SASERO m‘?ﬁﬁh}:?ﬂ: mﬁt security evaluation standards specifying the requirements that should be satisfied by cryptographic modules. The Japan

Cryptographic Validation Program {JCMVP'E'}, which is compliant with the above standards, is also operated in Japan by @'E'_
LI RAKE However, these standards do not cover side-channel attacks, which represent a new type of physical attack using secret
Lcal:g':_u.ﬁh:ﬁ."k_:nt )UCM

information leaking from side channels instead of the designated /O channels of the cryptographic module, in the form of
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Workshop on Cryptographic Hardware and
Embedded Systems 2008 (CHES 2008)

Washington, DC, USA
Sunday August 10" - Wednesday 13“’, 2008

CHES Home
PROGRAM Co-located with 5™ Workshop on Fault Diagnosis and Tolerance in Cryptography - FDTC 2008,
ACCEPTED PAPERS Sunday August 10t

SM-EBO & Participants of CHES may also be interested in attending the Cryptography Research Introduction '
S Research Center for to Side Channel Analysis - SPA. DPA and Timing Attacks Workshop, Thursday, August 14t
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Modules can be time-multiplexed H/W is superior to S/W
> g
55 “®

Damaged module can be replaced Required function can be downloaded
S @ Music / Video / Game...
| ' AES / RSA/ SHA....
BPSK / QPSK / 8PSK...
(Software Defined Radio)

10



National Institute of N E\ I 1} )
Aadvanced Industrial Science — — J — ) L
and Technology A

AIST

« FIPS140-3 CSCAGEHEMNEIFFIToNdDIEL VT ILEEEED 2—ILT, EHERRIZICH—F.
s BEAICA—FEEMEY—ILIE3HEMNERFTELTEY, £Y—ILIZSASEBOMHHAENTLNS.
— Cryptography Research Inc.(>k[El): DPA Workstation
— BrightSigth (75> %) : Sideways
— Riscure (# 3>9°) . Inspector

ICMESLIFE T F+A % o &' :Tl \ J
OVJnTIUHTIK'CTﬂaTJQUT ’I'T—'FI:ITI

brightsight’

Sideways L
= Side Channel (=
Analysis Tool e RIEE ]

11



National institute of E I ! » ~ S ? X
Advanced Industrial Science
and Technology j-b “ ﬁ
AIST

KRR E
fEHTY— LB @ =TT MEEA B AR REHRRES

LSIRA Acanged ndustril Soience ER#T I/ A—2arX
R—FBI% S ey
- SAtR
HEHFZR 7&-’%%57?% E-EMA FEik
e RPN oo
- = [ i CRYPTOGRAPHY RESEARCH
SRENERA - ETRI 1 . it
TOHOKU ﬁ#*ﬁ%/ﬁo)ﬁﬁ% FIPS 40-3 N Aﬁﬁ *CR[*i
= BOEE A Ip A ISO/IEC 19790 ATy —ILBRFE
%%%;;ﬁl,/_ya > WISO/IEC 24759 hL—=27 - R—
BRBEKXRFE /\Eﬂﬁﬁ% L TOPP&EI
| SHEESROmH C>CRYPTREC RRILIHES 7/ (13
Cryplography Resaarch and Evaluation Commities |T.|I
hRAY ”‘“ﬁ&ﬁ?ﬁ*ﬂ CReEl] R—R 8k - B
B EERHW AT ¥y —ILBR5E
LDEF1)T4 ?S'iﬁlﬁj] r—=24 - HHR—k

12



