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(1) set r in [0,A-1], c in [0,B-1], and s in [0,S-1]

      such that A mod q=0, BS<A.

(2) in response, if (r+cs)≧A, then y=r+cs-A, 

      otherwise, y=r+cs.

Our New Scheme 
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No secret leakage

No need very large  r 

Light enough for Tag

Fast and Provably Secure 
Public Key Authentication for RFID Tags

RFID System

I'm "adf8133"Who are you ?

RFID Reader

RFID Tag

Main Challenge: Resource vs. Security

Need public key for 
high security & privacy  
(Vaudenay, ASIACRYPT 2007)

Security Challenges:
 * Impersonation, cloning, 
    tracking & tracing, corruption
    DoS, side channel,etc.

But :  public key cryptography
          is very expensive, 
          while....
Resource of RFID Tag:
 *very small memory (~ 2 kb), 
   very small circuit (~ 4k ), 
   very small power supply

Bagus Santoso

This Research's Target Fast Tag Authentication Secure against  Active Impersonation
Active Impersonation
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Applications:
 * mass transit systems
     (subway, ETC )
 * fast genuineness checking
    (mass anti-piracy system)
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Performance Estimation 
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Too Heavy for RFID Tag

choose random r

Tag RFID Reader
secret key = s 

commitment=g(r)

choose random  cchallenge=c

response=y Check(y,c,g(r),g(s))y=r+cs mod q

Basic Scheme
   (Schnorr)

public key = g(s), q
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No secret leakage
Too much 
   Mask

Very light

Secret may leak

Need very large r

Need very large memory

Too Open

y=r+cs 
(WITHOUT Modulus
  No Mask AT ALL )

 Girault-Poupard-Stern

y=r+cs mod q


