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i Introduction to AIST

= Several *AIST on the globe
= JAIST
= KAIST
= NAIST
= AIST

= They are independent orgs each other
have no relation except they perform
research



i Introduction to AIST

s KAIST

= Korea Advanced Institute of Science and
Technology

= Univ. in Korea

= JAIST/NAIST

= Japan/NARA Advanced Institute of Science
and Technology

= Univ. with graduate school curriculum

s AIST

= National Institute of Advanced Industrial
Science and Technology



Research Field and
* Composition of Research Staff

# of Employees (as of April 2008)
-Researchers 2,408
Tenured [2,031]
Fixed-term [377]
- Administrative staffs 695
Total 3,103

# of Visiting Researchers (during
FY 2007)

-Postdoctoral researchers 500
From private companies 1,110
-From universities 2,000
-From corporation etc 950
-From overseas 800



a4 (1
A,sr What’'s RCIS w
a Research Center for Information Security
2 One of the research centers/units in AIST
a Founded in April 2005 (7 year project)
3 Location: Akihabara, Tokyo

Q Members: Biggest Information Security
Research Group in JAPAN

dResearch-related Personnel 52 (full-time: 25)
QAdmin Staff 6
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Advanced Industrial Science rq a n I Z a I O I I O Besearch Centgr for
- Information Security

AIST

Director: Hideki Imai (Chuo Univ.)

Principal Research Scientist:
Kazukuni Kobara

| Deputy Director:
h ) | Akinori Yonezawa

Hajime Watanabe

Res Team for
Security Fundamentals
Leader: Akira Otsuka

(Univ. of Tokyo)

Advisor:

Tsutomu Matsumoto

Takeshi Nanya (Univ. of Tokyo)

Res Team for Physical Analysis
Leader: Kentaro Imafuku

(Yokohama NU.)

Full-time researchers
Part-time researchers

Invited Senior Research
Scientists

Postdoctral Fellows
Technical Staffs

Visiting Researchers

Internships

25

4
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Res Team for Hardware Security
Leader: Akashi Satoh

Res Team for Software Security
Leader: Etsuya Shibayama

52 researchers, 6 administrative staffs, 58 in total
No. 6




Research Fields of

Each Team

= Security Fundamentals (RTSF)
= Cryptographic primitives and protocols
= Biometrics

= Physical Analysis (RTPA)

= Cryptosystems based on physical assumption, such as
guantum mechanics, radio waves and TRMs

= Hardware Security (RTHW)

= Side channel attacks and fault-base analysis

= Side-channel Attack Standard Evaluation Board
(SASEBO)

s Software Security (RTSS)
= Secure programming and compilers
= WEB security
= Formal verification
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Contribution to make the IT society more secure and usable
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Anti-
phishing

Verification
of spec and
systems

Guideline

Fail-Safe C
compiler

Anti-info-  Digital right Privacy Business
leakage management protection continuity
— Secure Secure Security Alternative and
goftware hardware evaluation next generation
Implemen . implement | methodologies | | schemes
tation ation
Hardware
Side-channel
Trusted attacks
Computing and Light-weight crypto- Auth and key-
virtualization DS tablishment
primitives and infras establishmen

Model checking

Theorem proving

Software

- PAKE
Very short fingerprinting codes - LR-AKE

Invasive attacks Biomet  |p/attribute-

Quantum info rics based encryption

Physical Analysis Security Fundamentals



Light-weight crypto-
i and infrastructures

= Security evaluation of a n

primitives

umber of

approaches related to coding theory

= Low-complexity stream ci

nhers and

authentication protocols for RFID, SN

and PAN

= Privacy protection in RFID, SN and PAN
employing low-complexity cryptographic

primitives



Social Impression

Research Activities in RCIS

A
Establishment of
theory taking even
human nature, law,
regulations and so
on into account.

Education and training
for researchers so that
they have thorough
knowledge of both
technical seeds and
social needs

e,

Proof of concept /development

of prototypes
I I

*Risk and vulnerability
assessment

Proposal of countermeasures
- NN

Pursuit of
measures (as
opposed to stopgap

measures)

Provision of reliable
Information on
information security
researches

Idea, dream,
theory and science

Seminars and workshops

Technical assistance to the
government

ePlan and review of security-
related measures and research
strategies

eStandardization

v

Realization of products,
services and social 10
iInfrastructures






* Ratio of Nationality (as of Oct. 2008)

Others
12%

China \;==
4%

Korea
6%

France
6%

Japan
712%
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